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CHAPTER 5

5-000 Audit of Policies, Procedures, and Internal Controls Relativeto Accounting and
Management Systems

5-001 Scope of Chapter

This chapter provides audit guid-
ance on implementing Government
Auditing Standards---the second stan-
dard of fieldwork and SAS No. 55 as

amended by SAS No. 78, Considera-
tions of Internal Control in aFinancial
Statement Audit in performing audits
of contractor accounting and man-
agement systems and related internal
controls.

5-100 Section 1 --- Obtaining an Under standing of a Contractor's I nternal Controls
and Assessing Control Risk

5-101 Introduction

a. This section outlines the auditor's
fundamental requirements and responsibili-
ties for obtaining and documenting an un-
derstanding of a contractor's internal con-
trols and for assessing control risk as a
basis for planning related audits.

b. These fundamental requirements and
responsibilities apply to each of the con-
tractor's accounting and management sys-
tems (see 5-300 through 5-1200) that are
used to propose, charge or hill significant
costs to government contracts.

¢. The audit guidance discussed in sec-
tions 5-102 to 5-110 applies primarily to
major contractors. This guidance can aso
be adapted for use at non-major contractors
who have controls over some of the sys-
tems listed in 5-102d below and where
audit effort to evaluate those systems is
expected to be offset by reduced audit ef-
fort on other related audits. The guidance
for auditing internal controls at nonmajor
contractorsis discussed in 5-111.

5-102 Background Information

a. Government Auditing Standard 4.2.b
and SAS No. 55 as amended by SAS No.
78 require the auditor to obtain a sufficient
understanding of the contractor's internal
controls and to assess control risk to plan
the audit and to determine the nature, tim-
ing, and extent of tests to be performed.
DCAA has chosen to incorporate the re-
quirements of SAS 55 as amended by SAS
78 for financial related audits. The attesta-
tion standards (AT 1.45), under the plan-

ning standard, require the auditor to make

preliminary judgments about attestation

risk (control risk and inherent risk). (See 2-

304)

b. It is important to remember that con-
tractor management is responsible for es-
tablishing and maintaining adeguate inter-
nal  controls. In fulfilling this
responsibility, estimates and judgments by
management are required to assess the ex-
pected benefits and related costs of internal
control activities. Internal control, as de-
fined by SAS No. 78, is “a process effected
by an entity’s board of directors, manage-
ment, and other personnel, designed to
provide reasonable assurance regarding the
achievement of objectives in the following
categories. (a) reliability of financial re-
porting, (b) effectiveness and efficiency of
operations, and (c) compliance with appli-
cable laws and regulations.”

c. A contractor's internal controls con-
sist of fiveinterrelated components:

+ Control environment -- sets the tone of
an organization, influencing the con-
trol consciousness of its people

» Risk assessment-- the entity’s identifi-
cation and analysis of relevant risks to
achievement of its objectives, forming
a basis for determining how the risks
should be managed

» Control activities -- the policies and
procedures that help ensure that man-
agement directives are carried out

* Information and communication -- the
identification, capture, and exchange
of information in a form and time
frame that enable people to carry out
their responsibilities
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e Monitoring -- the process that assesses
the quality of internal control per-
formance over time

d. Elements of these components are
designed into an entity’s accounting and
management systems to help ensure that
management objectives are achieved as
effectively and efficiently as possible. The
relevant accounting and management sys-
tems in the contract audit environment and
gglair respective CAM sections are listed

ow:

Environmental and Overall
Accounting Controls 5-300
Generd IT System 5-400
Budget and Planning System | 5-500
Purchasing System 5-600
Material System 5-700
Compensation System 5-800
Labor System 5-900
Indirect and ODC System 5-1000
Billing System 5-1100
Estimating System 5-1200

e. The auditor should consider the con-
tractor's control environment and overall
accounting controls when assessing control
risk for individual accounting and man-
agement systems (see 5-300). In addition,
the auditor should consider the adequacy of
genera IT System controls (see 5-400) as
they affect the operationa effectiveness of
control activities in other significant sys-
tems.

f. The components of internal control
and the relevant control objectives identi-
fied with the accounting and management
systems listed above apply to every con-
tractor and should be considered in the
context of the following:

* the contractor’ssize

 the contractor’s organization and own-
ership characteristics

* the nature of the contractor’s business

 thediversity and complexity of the con-
tractor’ s operations

» the contractor's methods of transmit-
ting, processing, maintaining, and ac-
cessing information

» applicable lega and
quirements

regulatory re-
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Nonmajor contractors may have less for-
mal interna controls that accomplish these
control objectives (see 5-101c).

g. With a sound understanding of the
critical aspects of each system, the auditor
can more effectively and efficiently de-
velop the audit procedures necessary to
audit compliance with laws and regulations
in other related audits.

h. SAS 70, as amended by SAS 78 and
SAS 88, has been incorporated into the
Government Auditing Standards. SAS 70
requires that the auditor gain an under-
standing of a service organization's con-
trols when:

(1) the service organization is part of
the user organization's information sys-
tem,

(2) the service organization's controls
are significant to the user organization's
internal controls (i.e., controls are relevant
to user cost objectives and costs affected
by the service organization's controls are
material), and

(3) the degree of interaction between

internal controls at the user organization
and at the service organization is low (i.e.,
the service organization may initiate trans-
actions or otherwise affect the user organi-
zation's accounting records without prior
approval of the user organization).
This understanding is necessary in order to
assess control risk to plan the audit and to
determine the nature, timing, and extent of
tests to be performed. If the auditor needs
to obtain this understanding but is unable
to, the auditor will have to qualify the re-
port or disclaim an opinion due to a scope
limitation.

5-103 General Audit Policy

a It is DCAA's policy that each rele-
vant accounting or management system
that has a significant impact on government
contract costs be audited on a cyclical ba
sis, (i.e., every 2 - 4 years) based on a
documented risk assessment. |If past ex-
perience is favorable and current audit risk
is considered to be low, an audit may be
performed on a less frequent basis. If the
audit risk is considered to be medium or
high, the auditor should work with the
ACO and the contractor to correct the defi-
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ciencies. When the contractor changes the
system, the auditor should give a high pri-
ority to the audit of the system change as a
basis for relying on the system.

b. FAR establishes specific require-
ments for certain system audits---budget
and planning, compensation, estimating,
purchasing, and material management ac-
counting systems. See the individual CAM
Chapter 5 sections for guidance on the
timing of these audits and the procedures
for obtaining waivers if the system is con-
sidered low risk.

c. In determining the significance of a
system, the auditor should carefully con-
sider the relationship of the system to gov-
ernment contracts. For example, if a con-
tractor incurs a significant amount of labor
costs which are assigned to government
contracts, the contractor's compensation
and labor systems would be considered
significant. Likewise, if a contractor does
not purchase significant amounts of mate-
rials for government contracts, the contrac-
tor's purchasing and materia systems
would not be considered significant. (See
3-305.1)

d. The auditor’s evaluation of the con-
tractor's internal controls and assessment of
control risk is documented in the perma
nent files on the Internal Control Audit
Planning Summary (ICAPS) working pa-
pers for each significant system (see 3-
300). After preparing the initia ICAPS,
individual ICAPS forms will be updated
whenever subsequent audit work indicates
that revisions are necessary (3-305). The
scope paragraph of every audit report must
comment on the internal control work per-
formed and the assessment of control risk
(see 10-210.3¢). In addition, the adequacy
opinion, assessment of risk, and the nature
and extent of related audit effort that is
summarized on the ICAPS form is de-
scribed in the Contractor Organization and
Systems section (see 10-210.7¢) and inte-
grated into the planning and reporting of
other financial related audits (see 10-410).

€. When a contractor that participatesin
self-governance programs furnishes the
FAO with an initial internal control evalua-
tion and compliance test plan, the FAO
should establish a current audit assignment
to update the audit of related internal con-
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trols. The objective is not to complete an
internal control audit, but rather to coordi-
nate with the contractor on the relevant
control activities and compliance testing
described in the related interna control
audit program.

f. Audits of internal control systems
will be coordinated in writing with the
ACO (see 4-103).

5-104 Audit Objectives

a. The purpose of each interna control
audit is to gather sufficient evidence to
express an opinion on the adequacy of the
contractor's relevant accounting and man-
agement systems and the related internal
controls for compliance with applicable
laws and regulations and contract terms.

b. The objective in performing internal
control audits is to assess control risk to
determine the degree of reliance that can be
placed on the contractor's interna controls
in relevant accounting and management
systems as a basis for planning the scope of
other related audits.

c. In those cases where the auditor can
rely on the contractor's system to record,
process, summarize, and report in a manner
consistent with government contract laws
and regulations, control risk would be con-
sidered low. In these cases the auditor
should be able to minimize substantive
testing.

d. In those cases where the contractor's
internal control system(s) are inadequate
(in total or in part), expanded testing in
other related audits is often needed. How-
ever, emphasis should be on strengthening
the contractor's relevant accounting and
management systems rather than expanded
testing during individua financia related
audits.

e. If a system has not been audited,
control risk should be assessed as "high”
and an audit of the system should be
scheduled as soon as possible. In the
interim, substantive testing should be
increased in related audits to compensate
for the inability to rely upon internal
controls.

f. At those contractors with outstanding
internal control deficiencies, the auditor
should work with the ACO and the con-
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tractor to correct the deficiencies rather
than to continue performing expanded
transaction testing in related audits. When
the contractor corrects the deficiency or
changes the system, the auditor should give
a high priority to the audit of the system
change as a basis for placing reliance on
the system.

0. The auditor’ s assessment of audit risk
required by SAS No. 47 and SAS No. 55 as
amended by SAS Nos. 78 and 94 should be
documented in the internal control audit
working papers and the related ICAPS
working papers for each relevant account-
ing and management system. The SAS No.
82 required assessment of the risk that fi-
nancia statements are materially misstated
due to fraud is part of the assessment of
audit risk for the contractor’s control envi-
ronment and overal accounting controls
(see 5-300).

h. While the discovery of fraud or other
unlawful/improper activity is not the pri-
mary objective of any audit, the auditor
should be attentive to any condition which
suggests that such a situation may exist. If
such activity is suspected, the circum-
stances should be reported in accordance
with 4-700.

5-105 Scope of Audit

a. While the nature and extent of audit
effort depends upon contractor size and
the amount and type of government busi-
ness (materiality and sensitivity), the
scope of the internal control audit should
include:

e ganing an understanding of the con-
tractor's internal controls, including
both manual and automated (IT) activi-
ties, which provide reasonable assur-
ance that government contract costs are
adlowable, alocable, and reasonable in
accordance with contract terms, and
that material misstatements are pre-
vented or detected and corrected in a
timely manner;

e documenting the understanding of the
contractor's internal controls in the
working papers and permanent files;

» testing the operational effectiveness of
the system'sinternal controls;
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e assessing control risk as a basis for
designing substantive tests for related
audit effort;

» reporting on the understanding of the
internal controls, the assessment of con-
trol risk, and the adequacy of the sys-
tem for government contracts; and

» adjusting the audit scope of related au-
dits based on the internal control
strengths and/or weaknesses of the con-
tractor accounting and management
system audited.

b. In establishing the scope of audit
effort, the auditor should carefully consider
the nature and extent of documentation
available from prior system audits, related
audit effort, and permanent files. Once a
comprehensive audit of a contractor's ac-
counting or management system has been
performed, it should serve as a baseline for
establishing the scope of subsequent audits
of that system. Subsequent audits should
cover mgjor system changes and other ar-
eas identified as high risk. They should
also include tests of key internal controls
over selected transactions to ensure that the
controls are in place and operating effec-
tively. The tests of the key controls need to
be performed every two to four years irre-
spective of whether they were tested in the
prior comprehensive audit of a contractor's
accounting or management system.

c. Theresults of prior IT general inter-
nal control audits and applicable system
audits should be evaluated for related
system deficiencies. The following ele-
ments should be considered when auditing
internal controls related to individual ap-
plication systems (see the IS Auditing
Knowledge Base available on DCAA’s
Intranet):

» The contractor's representation of the
application system's internal controls
should include a description of system
operation and the identification of all
related system policies, practices, and
procedures.

e The number of employees having access
to system data should be reasonable and
based on need. Adequate security con-
trols (logica and physical) should be in-
corporated to limit access to data input,
review, and change authorizations. Au-
thority to make changes to data, files,
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and programs should be limited, logged,

and closely monitored.

» Current system flowcharts should de-
scribe data input characteristics, inter-
na control points, internal control ta-
bles, and output reports.  System
operation should be verified to the poli-
cies, practices, procedures and flow-
charts.

e Tests of system internal controls should
trace the flow of significant transactions
from the origina source documents
through data entry, through their in-
terim and final processing stages. Any
differences must be resolved with the
contractor. Consider using CAATS to
expedite the process.

d. Contractor management has a re-
sponsibility to establish and maintain effec-
tive interna controls. As part of the pre-
liminary audit effort, the contractor should
be requested to explain how their system
operates, what controls are in place to
achieve the control objectives identified
with the system (5-102b), and what meth-
ods are used to monitor and evaluate their
continued operation. The auditor should
rely to the maximum extent possible on the
contractor's  self-assessment, monitoring
and testing efforts (see 4-1000, Reliance on
the Work of Others).

e. The following paragraphs contain
general guidance for evaluating contractor
accounting and management systems.
This guidance is intended to provide the
auditor with a framework for performing
an internal control examination. How-
ever, this framework is not a substitute for
professional judgment. Consequently, the
auditor should adapt the guidance to re-
spond to unusual or unique situations en-
countered in their individual audit circum-
stances.

5-106 Obtaining an Under standing of
the Contractor Accounting and
M anagement Systems

a. The first step in evaluating the
contractor's internal controls is to obtain
an understanding of the accounting or
management system being audited. This
understanding will serve as the founda-
tion for evaluating related internal con-
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trols and will allow the auditor to design

more effective and efficient audit proce-

dures.

» To acquire a basic understanding of
the accounting or management system
being audited, the auditor should:

* Review the control objectives and audit
procedures listed in the appropriate
section of Chapter 5, the respective
audit program, and the internal control
matrix (available on the DCAA
Intranet, the DIIS and the APPS) for
the accounting and management system
to be audited.

* Review the contractor's system ex-
planation and related documentation;
e.g., system policy and procedure
manual.

* Review relevant working papers from
the permanent files and prior audits.

* Make inquiries of appropriate con-
tractor management, supervisory, and
staff personnel.

» Inspect relevant documents.

e Observe actua contractor operations.

b. In addition, the auditor should re-
guest that the contractor explain selected
aspects of the system to help confirm the
auditor's understanding.  The auditor
should walk-through the system---tracing
one or more transactions from initiation
through the various processing steps to
inclusion in related cost estimates, reports,
or billings on government contracts. The
auditor should observe actual processing
activities and examine related documents
to validate the understanding of the sys-
tem. Selective transaction walk-through
to confirm the auditor's understanding are
an important part of the audit process and
should be performed for significant as-
pects of the system. If the auditor already
has a sufficient understanding of the sys-
tem as a result of prior audit experience,
this procedure may not be necessary.

c. The extent of audit effort expended in
gaining an understanding of the contractor's
accounting and management systems is a
matter of auditor judgment. Characteristics
that should be considered include:

» the size and complexity of the contrac-
tor;

» level of previous experience with the
contractor;
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» nature and extent of systems documen-
tation;

» the significance of costs proposed,
charged, or billed to the government
by the system; and

* materiality judgments for specific ac-
counts and transactions handled by the
system.

d. Once the auditor has gained an ade-
guate understanding of the contractor's
accounting and management systems, that
understanding should be documented in the
audit working papers and related perma
nent files. This documentation will typi-
caly take the form of system flowcharts,
narrative descriptions, and copies of rele-
vant documents and reports. The
method(s) used and extent of documenta-
tion required are a matter of professiona
judgment. However, the documentation
should provide sufficient information to
communicate the auditor's understanding in
aclear and summarized manner.

5-107 Determining if Relevant Control
Objectives and Related Control
Activities Exist

a. The auditor should identify those
control  objectives which, if achieved,
would provide reasonable assurance that
material errors or misstatements would be
prevented or detected in a timely manner.
Control objectives can be classified into the
three general areas:

(2) financial reporting control objectives
which are concerned with ensuring the
preparation of reliable financial statements,

(2) operational control objectives which
are concerned with ensuring that the con-
tractor's resources are being used effec-
tively and efficiently, and

(3) compliance control objectives which

are concerned with ensuring that the con-
tractor complies with applicable laws and
regulations.
While control objectives in each of these
areas can have an impact on contract costs,
DCAA auditors generaly focus on opera-
tional and compliance controls.

b. Relevant control objectives for each
contractor accounting and management
system are discussed in this section, the
specific section in Chapter 5 and the stan-
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dard audit program for the individua sys-
tem. The auditor should become familiar
with all relevant control objectives for the
accounting and management system to be
reviewed prior to initiating the audit.

c. The auditor should also identify the
control activities designed and imple-
mented by the contractor to achieve each
relevant control objective. Controls may
be either manual or automated. In many
instances, control activities will be inte-
grated into the contractor's IT system. As
needed, an IT audit specialist can assist
the auditor in identifying and understand-
ing IT related controls.

d. Once the auditor has obtained an
adequate understanding of the contrac-
tor's system, a determination should be
made as to whether relevant internal con-
trol activities exist and whether the effort
to test and evaluate those controls would
be justified by an equal or greater reduc-
tion in related substantive testing. For
example, the auditor should expect that
the costs to test and evaluate the contrac-
tor's labor accounting controls should be
more than offset by the benefits of re-
duced labor substantive testing (e.g.,
floor checks).

e. If the auditor determines that rele-
vant internal control activities do not exist
or that the effort to perform tests of those
controls is not justified, no control testing
will be performed and control risk would
be assessed at the maximum (High). This
control risk assessment and its back-
ground rationale should be documented in
the audit working papers.

f. If the auditor determines that rele-
vant internal control activities can be
identified and that the effort to perform
tests of those controls is justified, the
auditor should plan and perform appropri-
ate tests of those controls.

5-108 Testing Controls

a. Testing controls involves selecting a
limited sample of transactions and evalu-
ating whether they were executed in ac-
cordance with established policies and
procedures. GAAS and GAGAS require
that tests of controls be performed to pro-
vide reasonable assurance that a contrac-
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tor’sinternal control system is functioning
as prescribed. The auditor also performs
substantive tests to determine the validity
and the propriety of accounting transac-
tions and balances. SAS-55 (Considera-
tion of Internal Control Structure in a
Financial Statement Audit) provides that
although the objectives of tests of controls
and substantive tests are different, both
objectives are often achieved simultane-
ously through the tests of details (substan-
tive tests other than analytical review).
The testing of details would be dual-
purpose testing (AU319.64), because it
not only relates to the specific transaction,
but also covers the entire system. That is,
the auditor may design a sample that will
be used for dual purposes: assessing con-
trol risk and testing whether the recorded
monetary amount of transactions is cor-
rect. Such tests determine if controls are
adequately designed and operating effec-
tively to prevent or detect material mis-
statements in a timely manner. The test-
ing of the controls should be done at least
every three years. The guidance in Sec-
tions 3 through 12 of Chapter 5 should be
reviewed before determining what testing
should be done. Tests of controls are nec-
essary to support a control risk assessment
other than high.

b. To obtain evidence of the effective-
ness of particular internal control activi-
ties, the auditor should perform physical
observations, inquiries of appropriate per-
sonnel, or inspection of relevant docu-
ments. No one specific test is aways
necessary, applicable, or equally effective
in every circumstance. In fact, a combi-
nation of these types of tests is often re-
quired to provide the necessary level of
assurance that controls are working effec-
tively. Selected transactions must be
tested, and audit evidence gathered to
ascertain that there are no potential weak-
nesses. The type of audit procedures se-
lected depends upon the nature of the con-
trol to be tested and the available evidence
to review the control. Auditors should
use the standard audit programs and the
internal control matrixes available on the
DCAA Intranet, the DIIS and the APPS
and tailor their audit procedures to fit
their individual circumstances.
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c. The nature of the control influences
the type of evidential matter that is avail-
able to review the control. For example, if
the control provides documentary evi-
dence, the auditor may decide to inspect
the documentation. For other controls,
such documentation may not be available
or relevant. For example, segregation of
duties controls generaly do not provide
documentary evidence. In such circum-
stances, the auditor may obtain evidential
matter about the effectiveness of operation
through observation or inquiry.

d. The timing of audit effort and the
period covered by the audit should also be
considered in selecting the appropriate
audit procedures for testing controls. The
evidential matter should relate to the audit
period and, unless it is documentary evi-
dence, should be obtained during the audit
period when sufficient corroborative evi-
dence is most likely to be available. When
the evidence relates only to a specific
point in time, such as evidence obtained
from physical observation, the auditor
should obtain additional evidence that the
control was effective during the entire
audit period. For example, the auditor
may observe the control in operation dur-
ing the audit period and use inquiry and
inspection of procedures manuals to de-
termine that the control was in operation
during the entire period.

e. After determining the nature of audit
procedures to be used to test controls, the
auditor should determine the extent of test-
ing to be performed. This determination is
a matter of auditor judgment taking into
consideration:

» the information gathered in developing
an understanding of the internal con-
trol structure,

 the nature of the control to be tested,

 the nature and availability of evidential
matter, and

 the contractor's monitoring and testing
efforts.

The extent of testing is aso significantly

impacted by the FAO's total audit experi-

ence with the contractor. For instance, the
extent of required testing of the estimating
system is influenced by the current experi-
ence on forward pricing audits. In most
instances, where there is significant pro-
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posa activity, the auditors have gained a
great deal of knowledge of the estimating
system controls during proposal audits.

f. When identified control activities
are accomplished as part of the contrac-
tor's IT operations, the auditor should
consider the use of Computer Assisted
Audit Techniques (CAATS), such as
DATATRAK, SAS, and FOCUS when
performing tests of controls. In some
instances, the assistance of IT specialists
may be required to perform tests of con-
trols. In these cases, auditors should con-
tact their regiona offices to obtain the
necessary expertise.

5-109 Assessing Control Risk

a Control risk is the probability that the
contractor'sinternal controls will not prevent
or detect a material error, irregularity, or
misstatement in atimely manner. In assess-
ing control risk, the auditor considers the
effectiveness of established control activities
to accomplish stated control objectives. The
more effective the control activities, the
lower the control risk.

b. The auditor should assess control
risk for each relevant control objective. If
the auditor concludes that the relevant
internal controls do not exist or that other
related audits could be more efficiently
performed by expanding substantive test-
ing, then control risk should be assessed
at the maximum (High). (see 5-111.2)

c. If the auditor has been able to iden-
tify relevant internal control policies and
procedures and performed tests of those
controls, the auditor should assess control
risk asfollows:

» High: The relevant control activities do
not exist or they do exist but because of
inadequate design or operation, they
rarely accomplish the control objective.

* Moderate: The relevant control activi-
ties exist but, because of deficiencies,
the control objective is not consistently
accomplished.

e Low: The contractor's control activities
consistently accomplish the control ob-
jective.

The assessment of control risk for each

control objective is summarized on the

system's ICAPS working paper (3-300) and
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trandated to needed audit effort on other
related audits.

d. When internal controls have been
audited and tested, assessments of moder-
ate or high risk should be tied to specific
significant deficiencies. A deficiency is
significant when the auditor believes that
additional audit procedures are needed in
related audits to protect the governments
interest because the contractor's interna
controls are unlikely to accomplish specific
control objectives. The details would be
described on the ICAPS working paper
(see 3-305.4). The appropriate audit opin-
ion for any system with a single significant
deficiency is, at least, inadequate in part
(see 10-408.23).

e. Significant deficiencies should be
discussed with the ACO and the contrac-
tor immediately---do not wait until the
final exit conference or until the final
report is issued to start the resolution pro-
cess (see 5-110c and 10-400). When pos-
sible, significant deficiencies should also
be linked to relevant historical data that
are available or can be reasonably devel-
oped. For example, if the auditor can link
estimating system deficiencies to ques-
tioned costs on proposal audits or positive
findings on postaward audits, the impor-
tance of correcting the deficiency is more
apparent.

f. Assessments of low risk for specific
control objectives mean the auditor can rely
on the contractor’s internal controls and can
reduce testing in other related audits to ana-
Iytical procedures or minimum transaction
tests. The details would be described on the
ICAPS working paper (3-305.4)

5-110 Internal Control Reporting

Reporting on internal controls relative
to individual accounting and management
systems and on compliance with laws and
regulations must be made in al audit re-
ports. This includes audit reports on func-
tional areas as well as those related to spe-
cific proposas, claims, or other financial
representations.

a. The internal control audit report for
each relevant accounting and management
system should follow the general guidance
in 10-200 and 10-400. The following are
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the major highlights of the reporting guid-
ance.

(1) The Subject of Audit section should
state that the objective for auditing the
specific contractor system and its related
internal controls is to determine the ade-
quacy of the system and the contractor’s
compliance with the relevant internal con-
trols (see 10-405b).

(2) The Executive Summary and the
Results of Audit sections should present an
overal opinion of the system (i.e., ade-
guate, inadequate in part, or inadequate).
The executive summary should briefly
summarize the major deficiencies and their
cost impact. When the audit opinion on a
contractor’s estimating and/or purchasing
system is “inadequate in part” or inade-
quate’, the executive summary should also
include a recommendation for partial or
total disapproval of the system (see 10-
406). Detailed explanations in a condi-
tion/recommendation format will be in-
cluded in the results of audit section. The
results of audit section should also state the
auditor’s control risk assessment and de-
scribe the impact this assessment will have
on the nature and extent of audit effort on
other financial related audits, e.g., "As a
result of control risk assessments, our audit
effort in the following areas will be [in-
creased/decreased].” Identify the affected
audit areas and describe the additional au-
dit effort required (see 10-408).

(3) The Scope of Audit section should
explain that the interna control audit in-
cludes obtaining an understanding of the
internal controls, determining if the con-
trols are adequate and in operation, and
assessing control risk to use as a basis for
planning the testing necessary in other fi-
nancial related audits. This section should
also identify the system’'s control objec-
tives covered by the audit and refer to the
Contractor Organization and Systems sec-
tion that describes the current status of the
system along with any needed background
information (see 10-407).

(4) If significant deficiencies are noted
during the audit, they should be discussed
with the contractor and the ACO during the
course of the audit and corrective action
should be underway before the final audit
report is issued. The Statements of Condi-
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tion and Recommendations in the audit
report should comment on the contractor’s
efforts to correct the deficiencies (see 5-
110c).

(5) If the audit identified deficiencies
that are not considered to be significant,
they should be reported in an appendix to
the report entitled “ Suggestions to Improve
the System”.

(6) The status of the contractor’s cor-
rective action on prior recommendations
should be detailed in the Results of Audit
section and summarized in the Contractor
Organization and Systems section.

b. Reports for other financial related
audits, (e.g., forward pricing proposas,
progress payment requests, and annual
incurred cost audits) should follow the
genera guidance in Chapter 10. The report
should refer to the relevant accounting and
management systems internal control re-
port(s) used to plan the audit.

(1) At those contractors with defined
internal controls, the Scope of Audit sec-
tion should:

(@) list the system(s) that provide for
compliance with laws and regulations for
the specific audit area,

(b) describe how assessed system(s)
control risk was considered in determining
the scope of audit (It is not necessary to
define the degree of risk as low, moderate
ordhigh but it may be used for emphasis.),
an

(c) refer to the Contractor Organization
and Systems section that describes the cur-
rent status of the system(s).

(2) The Contractor Organization and
Systems section should:

(a) reference the last internal control
audit report and the current opinion on the
overal system,

(b) show the current assessment of con-
trol risk, and

(c) list any outstanding interna control
deficiencies and the current status of those
deficiencies.

(3) At nonmgjor contractors that do not
have defined internal controls or those
where it was not beneficial to audit the
controls, the auditor would assess control
risk as “high”. The scope paragraph
should state that the audit tests performed
to provide a basis for opinion considered
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the auditor’s assessment of control risk.

(It is not necessary to define the degree of

risk as “high” in the scope paragraph. The

“assumed degree of risk” for the sake of

audit expediency is not a reportable condi-

tion.)

c. Significant internal control weak-
nesses identified during an audit require
immediate action intended to expedite the
resolution process and to protect the gov-
ernment.

() If asignificant internal control defi-
ciency is encountered during an internal
control audit:

» Discuss the deficiency with the contrac-
tor, the cognizant ACO, and the CAC
as soon as possible so as to expedite the
resolution process. Do not wait until the
final exit conference or the issuance of
the audit report to convey such find-
ings.

e Theinterna control audit report should
describe the deficiency, its estimated
cost impact, the contractor’s efforts to
correct the deficiency and increased au-
dit effort in other related audits needed
to mitigate the internal control weak-
ness.

(2) If a significant or likely to be sig-
nificant internal control deficiency is en-
countered during other related audits, a
separate flash report should be issued (10-
413). The flash report should whenever
possible, include a genera statement (and
estimate when possible) on the cost impact
of theinternal control weakness.

(3) As soon as practical, the defi-
ciency(ies) cited in the flash report should
be followed-up in an appropriately-scoped
systems audit in which an audit opinion
(versus disclaimer) is given. It is expected
that most follow-ups will be initiated
within 90 days. If initiation of a follow-up
requires additional time due to conditions
beyond the control of the FAO, the FAO
manager should document the need for
additional time and establish a definite date
for the follow-up audit to begin.

(4) The auditor should work with the
ACO and the contractor to correct the defi-
ciency rather than performing expanded
testing in a particular audit area. When the
contractor corrects the deficiency, the audi-
tor should give high priority to the audit of
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the system change as a basis for placing
reliance on the system.

(5) If the contractor does not take
timely corrective action to resolve the defi-
ciency, the auditor should take appropriate
steps to protect the government’s interest.
The auditor should coordinate with the
ACO and notify the contractor of the intent
to suspend or disapprove costs related to
the weakness. For example, reports on
price proposals should question the related
costs and contain an appropriate opinion
and/or recommendation (see 9-200). If
internal control deficiencies affect billings
to the government, the auditor should sus-
pend any appropriate costs on public
vouchers (see 6-900) or recommend to the
ACO reductions on progress payment re-
quests (see 14-206). DFARS 242.7503
provides procedures which the ACO
should take upon receipt of an audit report
identifying significant internal control defi-
ciencies.

(6) If the contractor has contracts re-
quiring an approved Earned Value Man-
agement System (EVMS), provide an as-
sessment of whether any deficiencies are
likely to have a materia effect on the reli-
ability of the contractor's EVMS (10-
1204.5b). The auditor should immediately
evaluate the impact of deficiencies which
may have a material effect on reports sub-
mitted for specific contracts requiring an
approved EVMS and provide the details in
EVMS surveillance reports (11-210).

d. At nonmajor contractors, the lack of
forma internal controls is not, in itself, a
significant deficiency. Contractor reactions
to internal control recommendations should
be considered, and may be paramount, in
assessing control risk — absence of a suffi-
cient level of control consciousness within
the organization may be a separate report-
able condition.

5-111 Auditing Internal Controlsat
Nonmajor Contractors

a. The process for obtaining an under-
standing of a contractor's internal controls
and assessing control risk at most nonma-
jor contractors is accomplished by using
the Survey of Contractor's Organization,
Accounting System, and System of Inter-
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nal Controls (SHORTICQ) and the Inter-
nal Control Matrix, Contractor's Control
Environment and Overall Accounting
Controls (ICM-ACTG) which are avail-
able on the DCAA Intranet, the DIIS and
the APPS. Nonmajor contractors may use
less formal means to ensure that internal
control objectives are achieved. How-
ever, if the nonmajor contractor has one or
more of the accounting and management
systems listed in 5-102d that generate
significant costs, the auditor can use the
CAM guidance in Chapter 5, the audit
program related to the system, and the
related ICAPS with the SHORTICQ to
audit the internal controls. When an ac-
counting or management system audit is
performed at a nonmgjor contractor, the
auditor should follow the guidance con-
tained in 5-109 and 3-300 to assess con-
trol risk and to document the assessment
of control risk on the ICAPS.

b. Smaller entities with active man-
agement involvement may not need exten-
sive descriptions of accounting proce-
dures, sophisticated accounting records, or
written policies. Communications may be
less formal and easier to achieve in a
small or midsized company than in a lar-
ger enterprise due to the smaller organiza-
tion's size and fewer levels as well as
management’ s greater visibility and avail-
ability. However, when small or midsized
entities are involved in complex transac-
tions or are subject to the same legal and
regulatory requirements as larger entities,
more formal means of ensuring that inter-
nal control objectives are achieved may be
necessary.

5-111.1 Under standing and Evaluating
Internal Controls

a. The SHORTICQ should be used to
document the understanding of the internal
controls at nonmgjor contractors with au-
ditable dollar volume (ADV) between $10
and $80 million. (MAAR#1). The ICM-
ACTG should be considered with the an-
nual risk assessments for financia capabili-
ties and material misstatements due to
fraud. The SHORTICQ may aso be used
for contractors with ADV less than $10
million, or aternative procedures may be
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used provided they adequately document
the required understanding of the internal
controls. Alternative approaches for con-
tractors with less than $10 million ADV
include the use of a narrative format simi-
lar to the discussion on the contractor's
accounting system (see 10-504.6b).

b. The control environment reflects
management's overal attitude, awareness
and actions concerning the importance of
control and its emphasis in the company.
To gain an understanding of the control
environment, the auditor should consider
the information in the SHORTICQ, par-
ticularly Part A, or information from other
identified alternative sources, and the ICM-
ACTG.

c. The auditor should aso obtain an
understanding of the accounting system
and specific control activities for each ma-
jor cost element (i.e., labor, indirect costs,
and purchased services and material). The
auditor should consider the information
contained in the SHORTICQ, particularly
Parts B and C for labor, Parts B and E for
indirect costs and Parts B and D for pur-
chased services and material

d. If the auditor concludes it would be
inefficient to test the controls given the
audit objectives and materiality of the as-
sertions, control risk will be assessed at
maximum (5-111.2). Planned audit proce-
dures must achieve the audit objectives and
be sufficient to reduce audit risk to an ac-
ceptable leve. In such situations there is an
additiona  documentation  requirement
where the assertions are significantly de-
pendent upon computerized information
systems. The work papers must document
the basis of assessing control risk at the
maximum level by addressing the ineffec-
tiveness of the computerized system con-
trols or the reasons why it would be ineffi-
cient to test the contrals. In either case the
work papers must also document how the
planned procedures will reduce audit risk
to an acceptable level (such as tracing
transaction amounts in the computerized
records to source documents or other
forms of corroborating evidence, compar-
ing computer record balances to previously
prepared journal vouchers, trial balances,
tax returns, or financial presentations pre-
pared for other purposes). Materiaity and
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risk specific to the data supporting the as-
sertion are important considerations in
determining the scope of procedures neces-
sary to reduce audit risk to an acceptable
level. If the auditor is unable to reduce
audit risk to an acceptable level , the report
should be qualified with specific reference
to the unreliability of computerized infor-
mation systems (10-210.4f.).

e. Based on the information obtained in
b., c, and d. above, the auditor should
summarize the understanding of the control
environment, accounting system and con-
trol activities. The summary may be in the
form of a narrative explanation which in-
cludes an identification of significant inter-
nal controls or reasons for assessing control
risk at the maximum. The form and extent
of documentation is influenced by the level
of control risk assessed, the company's
size, the complexity of the internal struc-
ture, and the extent to which assertions are
significantly dependent upon computerized
information systems.

5-111.2 Assessment of Control Risk

a. The purpose of evaluating the inter-
nal controls is to assess the contractor's
level of control risk for determining the
nature, timing and extent of transaction
tests in related audits. Frequently, the
auditor assesses control risk at the maxi-
mum (high) at nonmajor contractors be-
cause it is more efficient to perform sub-
stantive tests for significant and sensitive
accounts than to test the effectiveness of
the contractor’s internal controls. Also, if
the auditor determines that internal control
systems do not exist because of the com-
pany's size or the internal control systems
are so deficient that they cannot be relied
on, the auditor would assess the control
risk at the maximum (high).

b. If, on the other hand, the auditor de-
termines that specific control activities
exist and have been implemented, the audi-
tor may decide to perform tests of the ef-
fectiveness of the specific controls in order
to limit the amount of transaction testing in
the areas or accounts impacted. The audi-
tor may also rely on previous systems au-
dits or other related audits if they ade-
quately evaluated and tested the

January 2003

effectiveness of specific control activities
that would affect the auditor's assessment
of control risk.

c. An assessment of control risk at
less than the maximum (high), which
could result in reduced substantive test-
ing, requires that control activities exist,
have been tested, and are operating ef-
fectively. For government contract pur-
poses control activities represent policies
and procedures that management has
established to provide assurance that
contract costs are recorded, processed,
summarized, and reported in a manner
consistent with government laws and
regulations. The testing of control activi-
ties is generally time sensitive and needs
to be performed during the year the costs
are incurred. If the control activities
were not tested, control risk would be
assessed at the maximum (high).

5-111.3 Reporting as Part of the Annual
Incurred Audit

The auditor's reporting on the review
and evauation of internal controls at non-
major contractors is usualy included as
part of the report on the annual incurred
cost audit.

a. The Scope of Audit section should
identify the internal controls and the as-
sessment of control risk that the auditor
considered in planning the audit. This sec-
tion should also describe any significant
accounting system deficiencies that have a
material impact on the incurred cost sub-
mission and the audit.

b. The Contractors Organization and
Systems section should describe the con-
tractor's accounting system as well as the
current status of any outstanding account-
ing system deficiencies and their cost im-
pact (see 10-410).

5-111.4 Flash Reporting at Nonmaj or
Contractors

If a significant system deficiency is
encountered at a nonmajor contractor
(e.g., it does not segregate unallowable
costs or routinely includes significant
unallowable costs in its price proposals),
issue a separate flash report when it isin
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the government's best interests to do so.
Consider that flash reporting should
typically (i) bring the deficiency to the
contracting officer's attention much
sooner and clearer than first noting the
deficiency in a related audit report (e.g.,
incurred cost audit report), and (ii) expe-
dite the resolution of the deficiency and
avoid its impact on other contractual
actions (which may not be audited by
DCAA). When a flash report is issued at
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a non-major contractor, follow-up audit
steps should be performed (preferably
within 90 days) to fully determine the
systemic nature and impact of the defi-
ciency. Depending on the significance of
costs generated by the system, the fol-
low-up audit steps may be performed as
an appropriately-scoped systems audit or
added to the incurred cost audit or other
programmed audit (see 10-413).
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5-200 Section 2 --- Preawar d Surveys and Adequacy of
Accounting Systemsfor Contractual Requirements

5-201 Introduction

This section provides guidance for
performing preaward accounting system
and financial capability surveys. A pro
forma preaward survey audit program and
accounting system survey for nonmajor
contractors is on the Agency Intranet, the
DIIS and the APPS under file name
NMAPSYS.

5-202 Preaward Surveys

a A preaward survey is an evauation,
usually made by the cognizant contract ad-
ministration office, of a prospective contrac-
tor's ability to perform a proposed contract.
Such surveys may cover technical, produc-
tion, quality assurance, financial capability,
accounting system and other considerations.
DCAA's role in a preaward survey is nor-
mally limited to assessing a contractor's
financia capability to perform a prospective
contract (see 5-202.1) and/or the adequacy
of a contractor's accounting system to accu-
mulate cost information required by a con-
tract (see 5-202.2).

b. Treat requests for DCAA assistance
on preaward surveys as demand assign-
ments. An untimely response to such
requests could delay the award of a con-
tract.

5-202.1 Preaward Financial Capability
Survey

a. The objective of the survey is to
determine if the prospective contractor
has adequate financial resources, or access
to them, to perform a contract. See 14-
304, Risk Assessment Procedures for
guidance to be used in conducting the
survey.

b. When a request for a preaward sur-
vey is not specific as to the type of finan-
cial data to be evaluated, contact the re-
quester for clarification and coordination
in accordance with 4-103. See 14-300 for
additional guidance on procedures to fol-
low in performing financia capability
surveys.

5-202.2 Preaward Accounting System
Survey

a. A preaward accounting system sur-
vey is made at the request of a contracting
officer to determine the adequacy and
suitability of a contractor's accounting
system and practices for accumulating
costs under a prospective government
contract. It isusually requested as part of
an overall preaward survey of a contractor
conducted by a contract administration
office under FAR/DFARS 9.106/209.106
(see 5-202). Audit scope under a prea-
ward accounting system survey should
normally be limited to those procedures
essential to reach an informed opinion on
information needed by the acquisition
office to award and provide for admini-
stration of the contract. It is not normally
necessary to conduct an in depth evalua-
tion of the overall accounting system (see
9-302). Be responsive, however, to the
request for audit. Standard Form 1408
"Preaward Survey of Prospective Contrac-
tor Accounting System" (see FAR 53.301-
1408) should normally be used for these
surveys. Acknowledge the request in ac-
cordance with 4-103.

b. If a prior accounting system survey
has been performed and is relatively cur-
rent, it should serve as the basis for the
current survey. If complete and current
data are not available, perform a survey of
sufficient scope and depth to evaluate the
suitability of the contractor's accounting
system for costing and administering the
contemplated contract. Place special em-
phasis on the ability of the accounting
system to generate the specific cost in-
formation required under the anticipated
contract and on inequities which might
occur if the prospective contract were
executed. Subseguent cost determination
will be facilitated if there is a workable
relationship between contract provisions
and the contractor's system. This prea-
ward examination should disclose the
extent to which they are compatible.
When appropriate, the survey should dis-
close whether the system will provide

DCAA Contract Audit Manual



January 2003

reasonable data for projection of costs to
complete a contract. The equity and con-
sistency of direct charging as generally
applied by the contractor and as it is in-
tended to be applied to the proposed con-
tract should be determined. If it is not
clearly stated in the request as to the type
of contract contemplated, the auditor
should call the requester for clarification.
When a cost-type contract is contem-
plated, the auditor should give considera-
tion to whether reimbursement of indirect
costs should be provided on an actual or
negotiated (e.g., ceiling rate) basis. Also
comment on any particular or unusual
items of cost which should be made the
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subject of advance agreements or special
contract clauses (See FAR 31.109).

5-202.3 Audit Reports

Audit reports should be responsive to
the specific needs identified by the audit
request and in discussions with the re-
quester. The audit report scope paragraph
should identify the specific procedures
followed. Audit reports should aso pro-
vide sufficient information (e.g., financial
exhibits and schedules) to support audit
conclusions. (See 10-400 for accounting
system report format and 10-1200 for
additional guidance on the financial capa-
bility format).
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5-300 Section 3 --- Audit of Internal Controls-- Control Environment and Overall
Accounting Controls

5-301 Introduction

a. This section provides specific guid-
ance for auditing the contractor's control
environment and overall accounting con-
trols and assessing control risk. An un-
derstanding of the control environment
will serve as a framework for evaluating
the overall effectiveness of the internal
controls in the contractor's other account-
ing and management systems (i.e., labor,
material, purchasing, etc.). Overal ac-
counting controls include the contractor's
controls to assure it remains financially
capable to perform on government con-
tracts, and it maintains a current descrip-
tion of the accounting system, including a
current, accurate, and complete disclosure
statement (if CAS covered) and a current
chart of accounts.

b. Refer to 5-101 for the auditor's fun-
damental requirements for obtaining and
documenting an understanding of a con-
tractor's internal controls and assessing
control risk.

5-302 Background Information

a. The control environment has a per-
vasive influence on the way business ac-
tivities are structured, objectives estab-
lished, and risks assessed. It also
influences control activities, information
and communication systems, and monitor-
ing activities. Control environment fac-
torsinclude:

» integrity and ethical values

» commitment to competence

* Board of Directors or audit committee
participation

* management philosophy and operating
style

e organizationa structure

e assignment of authority and responsi-
bility

» human resources policies and practices

The control environment sets the tone of

an organization, influencing the control

consciousness of its people. It is the

foundation for al other components of

internal control, providing discipline and

structure.

b. Effectively controlled entities strive
to have competent people, instill an enter-
prise-wide attitude of integrity and control
consciousness, and implement upper man-
agement's commitment to ethical business
practices and behavior. In evauating the
effectiveness of a contractor's control envi-
ronment, the auditor should consider
whether the following control objectives
are met:

(1) Management conveys the message
that integrity and ethical values cannot be
compromised.

(2) The Board of Directors and Audit
Committee are sufficiently independent
from management to constructively chal-
lenge management decisions, act effec-
tively on external audit communications
and recommendations, and take an active
role in ensuring that an appropriate "tone at
the top" exists.

(3) The organization structure provides
an overal framework for planning, direct-
ing, and controlling operations.

(4) Management ensures that appropri-
ate responsibility and delegation of author-
ity is assigned to deal with goals and objec-
tives.

(5) Management ensures that adequate
financial resources exist to perform on
government contracts.

(6) The accounting system(s) is/are well
designed and operate(s) effectively to pro-
vide reliable accounting data and prevent
misstatements that would otherwise occur.

(7) Management ensures that an item of
cost or group of items of cost are assigned
to one or more cost objectives in accor-
dance with rules, regulations and standards
for proper distribution of direct cost and
allocation of indirect costs.

¢. Accounting and management systems
differ anong companies according to organ-
izational size and structure, type of product
or service, persona preferences of corporate
officids, and other variables. Most systems,
regardless of complexity, contain elements
of information technology (IT) for re-
cording, processing, analyzing, and report-
ing related accounting data. However, in
order to be effective, any system must be
soundly organized and facilitate the proper
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accumulation and alocation of contract

costs. In evaluating the effectiveness of a

contractor's accounting controls, the auditor

should consider whether systems:

» are well designed, and reflect adequate
consideration of automated controls.

e provide for the assignment of costs to
cost objectives in accordance with ap-
plicable government contract rules and
regulations.

» account for costs in accordance with
Generally Accepted Accounting Prin-
ciples.

» provide supporting documentation that
is complete, accurate, and readily
available for examination to support
claimed/billed costs as allowable and
allocable to government contracts.

5-303 General Audit Policy

a. Refer to 5-103 for DCAA's genera
audit policy for the audit of relevant con-
tractor accounting and management sys-
tems and related internal controls.

b. If the audit risk assessment indicates
that only certain parts of a contractor's en-
vironment and overall accounting controls
are subject to moderate or high risk, only
these risk areas would require a complete
audit. For example, a maor change in
billing system software may require an
audit of the internal audit department's
participation in the development, modifica-
tion and implementation of significant sys-
tems. Areas of little or no risk need not be
audited so long as the low risk determina-
tion is adequately documented.

c. These environment and overall ac-
counting control objectives apply to both
major and non-major contractors. At non-
major contractors, the auditor should con-
sider the internal control matrix for the
Evaluation of the Contractor’'s Control
Environment and Overall Accounting
Controls (ICM-ACTG) and the Survey of
Contractor's Organization, Accounting
System, and System of Internal Controls
(SHORTICQ) to perform annual risk as-
sessments for financial capabilities and
material misstatements due to fraud. The
ICM-ACTG and the SHORTICQ are
available on the DCAA Intranet, the DIIS
and the APPS.
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5-304 Audit Objectives

a. The purpose of this audit is to evalu-
ate the adequacy of the system's control
environment and overall accounting con-
trols and the contractor’s compliance. Re-
fer to 5-104 for DCAA's primary objec-
tives for auditing the contractor's
accounting and management systems.

b. The adequacy of the contractor's
environment and overall accounting con-
trols affects the adequacy of other account-
ing and management systems and related
internal controls. As a result, the auditor
needs to understand the environment and
overal accounting controls in order to ef-
fectively audit the internal control policies
and procedures in other relevant contractor
systems.

c. A significant weakness in the con-
tractor’s control environment and overall
accounting controls should affect the
scope of internal control audits for other
related accounting and management sys-
tems.

5-305 Scope of Audit

a. While the nature and extent of audit
effort depends upon contractor size,
amount of government business, and audit
risk (materiality and sensitivity), the audit
scope should be consistent with the guid-
ancein 5-105.

b. The pervasiveness of IT activities in
most organizations requires that the auditor
consider the impact these activities have on
the contractor's control environment. The
auditor should endeavor to eliminate any
duplicate effort with respect to audits of 1T
internal controls in other areas (i.e. labor,
MMAS, indirect/OH, etc.) However, if the
auditor determines that it would be most
effective to audit these controls as a part of
the Control Environment and Overal Ac-
counting Controals, then the guidance con-
tained in 5-1400 should be considered.
Consideration of this guidance is also ap-
propriate for auditing I'T internal controls at
anon-major contractor.

c. The majority of non-labor expenses
may flow through the accounts payable
system. Therefore, the auditor should per-
form arisk assessment, and based on mate-
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riality and sensitivity, consider performing
an audit of the contractor’s accounts pay-
able system interna controls if they have
not been previously audited. In addition
the auditor should consider performing an
audit of the IT internal controls over the
contractor's General Ledger System. If
either one of these audits are appropriate
consider steps set forth in 5-1400.

d. The assessment of the risk of a ma-
terial misstatement due to fraud required
by SAS No. 82 is part of the assessment
of audit risk for the contractor’s control
environment and overall accounting con-
trols and is documented on the related
ICAPS

e. The auditor has a responsibility to
plan and perform the audit to obtain rea-
sonable assurance that the contractor’'s
submission and supporting data are free of
material misstatement, whether caused by
error or fraud. If fraud is suspected, the
circumstances should be reported in accor-
dance with 4-700.

f. The following paragraphs contain
guidance for evauating the critical con-
trol objectives relating to the contractor's
environment and overall accounting con-
trols. These objectives, if achieved,
should provide a basis for reducing the
scope of related contract audit activity.
This guidance is intended to provide the
auditor with a framework for evaluating
the contractor's system. However, this
framework is not a substitute for profes-
sional judgment.  Consequently, the
auditor should adapt the guidance to re-
spond to unusual or unique situations
encountered in varying audit environ-
ments.

5-306 I ntegrity and Ethical Values

Integrity and ethical values are the prod-
uct of the entity’s ethical and behaviora
standards, how they are communicated and
how they are reinforced in practice. Man-
agement should convey the message that
integrity and ethical values cannot be com-
promised, and employees should receive and
understand that message.  Management
should continually demonstrate, through
words and actions, a commitment to high
ethical standards.
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5-306.1 Codes of Conduct

The contractor should establish and
maintain a written code of conduct ad-
dressing ethical business practices, con-
flicts of interest, and expected standards
of ethical and moral behavior. This code
of conduct should cover dealings with
customers, suppliers, employees, and
other parties. In evaluating the adequacy
of the contractor's code of conduct, con-
sider whether:

* A written code of conduct exists. (If
not, the management culture should
emphasize the importance of integrity
and ethical behavior by other means,
such as: ora communication in staff
meetings, one-on-one interface; or by
example when dealing with day-to-day
activities).

* Codes are comprehensive, addressing
conflicts of interest, illegal or other im-
proper  payments, anticompetitive
guidelines, insider trading, etc.

» Codes are periodically acknowledged
by all employees.

» Employees understand what behavior is
acceptable or unacceptable, and know
what to do if they encounter improper
behavior.

5-306.2 M anagement I nter vention

Policies and procedures should pro-
vide guidance on the situations and fre-
guency of management intervention in
the collection, processing, and reporting
of accounting data and transactions, and
the types of approvals and documenta-
tion required. For example, consider
whether:

* management has provided guidance on
the situations and frequency with which
intervention may be needed.

* management intervention is controlled,
well documented, and explained appro-
priately.

» deviations from established policies are
investigated and documented.

5-306.3 External Influences

Externa influences heighten manage-
ment's consciousness of and attitude to-
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wards the conduct and reporting of an
entity's operations and may prompt man-
agement to establish specific internal con-
trol policies or procedures. The auditor
should be alert for external factors which
may have an influence on management's
attention to internal controls. For exam-
ple consider whether:
the contractor's internal controls are
subject to external audits by organiza-
tions other than DCAA
e any access to records problems exist
which may adversely impact the abil-
ity to assess the contractor's interna
controls
 any DCAA Form 2000s have been
issued or current investigative activity
indicates weaknesses in established in-
ternal controls

5-306.4 Self-Gover nance

Management should place an emphasis
on establishing and maintaining an effec-
tive system of internal controls and self-
governance and should not condone signs
of inappropriate practices. Management
must continually communicate the impor-
tance of a strong internal control system.
For example, consider whether manage-
ment has established a forma self-
governance program which:

openly communicates the importance

of internal controls and has provided

for periodic audit of internal controls;

e takes appropriate remedial action in
response to departures from approved
policies and procedures or violations of
established codes of conduct; and

* is committed to employee competence,
including competence levels for par-
ticular jobs and how those levels trans-
late into requisite skills and knowledge,
and training that illustrate expected
levels of performance and behavior

5-307 Board of Directorsor Audit
Committee

The Board of Directors and the Audit
Committee should be sufficiently inde-
pendent from management to challenge
management's decisions, act effectively on
external audit communications and rec-
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ommendations, and take an active role to
ensure an appropriate upper management's
accountability for integrity and ethical be-
havior. An active and effective board, or
committees thereof, provide an important
oversight function and, because of man-
agement's ability to override system con-
trols, the board plays an important role in
ensuring effective internal control.

5-307.1 Independence

The Board of Directors and/or Audit
Committee should be composed of inde-
pendent members and be actively involved
in significant decisions. For example, con-
sider whether:

» the Board of Directors has a significant
number of members who are not offi-
cers or employees of the contractor.

» shares are traded on NY SE, AMEX, or
NASDEQ where listing requirements
provide for a minimum of two “out-
side” directors.

e the board constructively challenges
management's planned decisions, e.g.,
strategic initiatives and major transac-
tions, and probes for explanations of
past results (e.g., budget variations).

* board committees are used for matters
requiring more in-depth or directed at-
tention.

» aprocess exists for informing the board
of significant issues.

» the compensation committee approves
all management incentive plans.

5-307.2 Internal Audit Department

The interna audit department should be
functionally and organizationally inde-
pendent and sufficiently removed from
political pressures to ensure that it can
conduct its audits objectively and can re-
port its findings, opinions, and conclusions
without fear of repercussion. For example,
consider whether:

» theinternal audit department reports to
an individual with sufficient authority
to promote independence and to ensure
broad audit coverage, adequate consid-
eration of audit reports, and appropriate
action relative to audit recommenda-
tions.
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» theinternal audit department has regu-
lar communications with the Board of
Directors or Audit Committee.

» the internal audit department partici-
pates in the development, modification,
and implementation of significant ac-
counting systems.

5-307.3 External CPA Management L et-
ter on Internal Controls

Management should effect prompt cor-
rection of deficiencies noted in the externa
CPA's management letter on internal con-
trols. Responsiveness to external auditor
notifications of internal control weaknesses
can provide important insight to manage-
ment's overall commitment to maintaining
effective interna controls. For example:

« if the contractor's external auditors
have reported any internal control
weaknesses, the status of the contrac-
tor's corrective action is an indication
of management’s responsiveness. The
auditor needs to obtain the management
letter to make this determination.

» if there have been recent changes in
external auditors, this may indicate a
disagreement on accounting or internal
control issues

5-308 Organizational Structure

a. The organizational structure provides
the overall framework for planning, direct-
ing, and controlling operations. The organ-
izational structure should not be so simple
that it cannot adequately monitor the enter-
prise's activities nor so complex that it in-
hibits the necessary flow of information.
Executives should fully understand their
control responsibilities and possess the
requisite experience and levels of knowl-
edge commensurate with their positions.

b. The form and nature of the organiza-
tion should be well defined, including the
assignment of management functions, re-
porting relationships, and authority and
responsibility.  For example, consider
whether:
 the contractor maintains formal organi-

zation charts which clearly define lines

of authority and responsibility.
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» responsibilities and expectations for the
entity's business activities are commu-
nicated to the executives in charge of
those activities.

» departments providing critical services
(e.g., Information Services) report at a
sufficiently high organizationa level to
reasonably preclude undue influence
from other departments.

5-309 Assignment of Authority and
Responsibility - Impact on Control
Environment

a. The assignment of responsibility,
delegation of authority, and establishment
of related policies should provide a basis
for accountability and control, and set forth
individuals' respective roles.

b. Written policies and procedures
should adequately address assignment
of responsibility and delegation of au-
thority to deal with organizational and
departmental goals and objectives, regu-
latory requirements, and information
systems and authorizations for changes
to these systems. For example, consider
whether:

e authority and responsibility are as
signed to employees throughout the en-
tity.

» responsibility for decisions is related to
gslsignment of authority and responsi-

ility.

e proper information is considered in
determining the level of authority and
scope of responsibility assigned to an
individual.

5-310 Financial Capability

Management should periodicaly evalu-
ate financia resource requirements to en-
sure that they are adequate to perform on
government contracts.  Contractors who
fail to properly manage their financia re-
sources subject the government to in-
creased risk that contract performance will
be adversely affected. Additionally, finan-
cial weakness can provide pressure or in-
centive to commit fraud. The audit of the
contractor's financial capability is dis
cussed in 14-300.
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5-310.1 Policies and Procedures

Written policies and procedures should
require regular evaluations of financial
conditions in order to anticipate and avoid
adverse conditions. Adverse financial con-
ditions can have a significant impact on the
contractor's ability to perform on govern-
ment contracts. Therefore, the contractor
should regularly assess its financial condi-
tion and take steps to avoid potential prob-
lems. The auditor’s assessment of finan-
cia capability should include an evaluation
of r;1anagement’s self-assessment (see 14-
305).

5-310.2 Assessment of Accounts
Receivable/Payable

The contractor should conduct periodic
assessments of accounts payable and ac-
counts receivable including analysis of
accounts payable aging and the collectabil -
ity of accounts receivable. Effective cash
flow analysis is dependent upon the proper
assessment of cash inflows (accounts re-
ceivable) and cash outflow (accounts pay-
able). The contractor should prepare de-
tailed assessment of both the debit and
credit balances for each of these accounts
on aregular basis to ensure that cash flow
projections are based on sound financial
information.

5-310.3 Debt Payment

The contractor should conduct periodic
assessments to ensure that it is meeting
debt payment schedules and is in compli-
ance with other loan covenants. Failure to
meet debt repayment schedules can have a
negative impact on the contractor's ability
to perform on government contracts.
Therefore, it is important that the contrac-
tor periodically assess the status of its debt
repayment efforts to ensure that they are
adequate.

5-310.4 Cash Flow Projections

The contractor should regularly perform
short and long term cash flow projections.
The contractor should assess both current
and future financia conditions in order to
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ensure that adequate financial resources are

available to support the performance of gov-

ernment contracts. For example, the auditor

should consider whether:

 the contractor prepares cash flow analy-
ses for current and future periods to en-
sure that adequate resources are avail-
able to meet current and projected cash
flow requirements.

 the contractor establishes formal plans
to meet anticipated cash flow defi-
ciencies.

5-311 Accounting System (Control
Environment)

The contractor's accounting system
consists of methods and records established
to identify, assemble, analyze, classify,
record, and report an entity's transactions
and to maintain accountability for the re-
lated assets and liabilities. The accounting
system should be well-designed to provide
reliable accounting data and prevent mis-
statements that would otherwise occur.

5-311.1 System Description

The contractor should establish and main-
tain a written description of its accounting
system which clearly identifies the meth-
ods and records established to identify,
assemble, analyze, classify, record, and
report an entity's transactions and to main-
tain accountability for the related assets
and liabilities. For example, consider
whether the contractor:

* maintains a current, accurate, and com-
plete chart of accounts.

» has flow charts, narrative descriptions,
or other explanations of how infor-
mation is processed through the ac-
counting system from initiation of
transactions to reporting of the trans-
actions in the financial records. This
should include identification and
purpose of al transactions, schedules,
tables, files, overrides, and reports
generated and processed by the sys-
tem.

» has a system that is fully or partially
automated. If automated, the descrip-
tion should include the IT aspects of
the accounting system transaction
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flow, including data input, data proc-
essing, and data output.

» has clearly identified personnel respon-
sible for preparing, reviewing, modify-
ing, and approving accounting transac-
tions.

5-311.2 Disclosure of Cost Accounting
Practices

The contractor should establish and
maintain a current, accurate, and complete
description of all cost accounting practices
which impact government contracts. Nor-
mally contractors who have approved CAS
disclosure statements have complied with
this requirement. Contractors should estab-
lish policies and procedures to ensure that
disclosed cost accounting practices are
current, accurate, and complete. In addi-
tion, the contractor should have policies
and procedures to ensure that al changesin
cost accounting practices are properly dis-
closed to the government along with the
related cost impact.

5-312 Overall Accounting Controls -
Information Technology System Internal
Controls

a. Where information technology is
used in significant financial applications,
control activities are sometimes defined by
classifying them into two types, IT general
controls or IT application controls.
Whether the control activities are classified
by the auditor as genera or applications
controls, the objectives of control activities
remain the same, to provide reasonable, but
not necessarily absolute, assurance that
assets are safeguarded from unauthorized
use or disposition and that financia and
cost records are sufficiently reliable to
permit the preparation of financial state-
ments and cost representations.
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b. The auditor should audit the IT gen-
eral controls and the Accounting System
application controls to determine if they
have been designed according to manage-
ment direction, GAAP, and applicable
government regulations and that internal
controls are operating effectively to pro-
vide reliability of and security over the data
processed.

c. General controls are comprised of:

(1) organization and operational con-
trols,

(2) systems development and docu-
mentation controls,

(3) hardware and systems software
controls, and

(4) data and procedural controls.

(See 5-400 for a more detailed explana-
tion of general internal controls.)

d. Accounting System application con-
trol activities are applied to the input, proc-
essing, and output phases of this single IT
application. In contrast, IT genera con-
trols affect all system applications and op-
erational elements of al IT systems. Sepa-
rate control activities are developed for
each unique application system, such as
billing, purchasing, and in this instance,
genera accounting. Although some appli-
cation control activities affect only one or
just a few control objectives, most of the
control activities are designed to prevent or
detect severa types of errorsin most or all
phases of the application. (See 5-1400 for
a more detailed explanation of application
internal controls.)

5-313 Internal Control Reporting

The auditor should follow the guidance
in 5-110, 10-200 and 10-400 for reporting
on compliance with laws and regulations
and on interna controls relative to the con-
tractor's accounting and management sys-
tems.
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5-400 Section 4 --- Audit of Information Technology Systems General Internal
Controls

5-401 Introduction

a. Refer to 5-101 for the auditor's fun-
damental reguirements on obtaining and
documenting an understanding of a con-
tractor's internal control and assessing con-
trol risk.

b. This section provides guidance for
auditing genera IT interna controls appli-
cable to centralized Information Technol-
ogy (IT) operations, distributed processing
environments, local/wide area networks
(LAN/WAN), and client/server systems.
The contractor's IT general internal con-
trols establish the control environment
within which al computerized accounting
and management systems operate. See the
IS Knowledge Base available on DCAA’s
Intranet for further guidance on auditing IT
systems.

¢. The guidance should be applied se-
lectively, giving consideration to the
unique aspects of the in-place data process-
ing system and areas judged to be rela-
tively high risk.

5-402 Background Information

a IT genera internal controls are com-
prised of the following elements:

(1) organization and operational controls

(2) systems  development and
documentation controls

I(3) hardware and systems software con-
trols

(4) access controls

(5) data and procedural controls
These controls help ensure that the contrac-
tor's transactions are valid, properly au-
thorized, and completely and accurately
processed.

b. Weaknesses in IT genera interna
controls often have pervasive effects on
contractor overall accounting operations.
When IT general internal controls are weak
or absent, the auditor must consider the
effect of these control deficiencies in the
evaluation of IT application/functional
controls. These types of internal controls
apply to specific applications or functions
such as the purchasing system or labor
reporting systems. For example, internal

controls should require proper authoriza-
tion of source documents such as purchase
orders or labor data recording prior to input
tothe IT system.

c. IT genera internal controls could vary
significantly between contractor locations.
Size of the contractor is a major factor influ-
encing the level of genera interna controls
the auditor may find installed. Larger con-
tractors will generaly have more extensive
internal controls in operation than smaller
contractors. The auditor must be prepared
to assess the level of compensating controls
at smaller contractor sites since it is ex-
pected that optimum control activities will
not be in effect.

d. Larger contractors generaly have
most genera internal controls in-place.
However, large contractors having geo-
graphically dispersed locations may exhibit
adequately documented internal controls,
but may not consistently enforce the con-
trols throughout the dispersed environment.

e. Contractors may not dedicate a data
center to service the IT requirements of a
single location. Sizable contractors may
have a data center supporting a single loca-
tion, or a centralized data center that ser-
vices severa geographically dispersed com-
pany locations. Some contractors may use
an outside commercia data processing ser-
vice instead of maintaining their own data
center. The auditor must determine the ex-
tent of the contractor's IT resources when
planning and defining the scope of the audit.

5-403 General Audit Policy

a. Refer to 5-103 for DCAA's generd
audit policy for the audit of contractor ac-
counting and management systems and
related internal controls.

b. IT genera internal controls meet the
definitions of "record" and "data' con-
tained in FAR 52.215-2, Audit and Records
- Negotiation, and FAR 52.214-26, Audit
and Records - Sealed Bidding. The appli-
cability of these FAR sections is agreed to
by contractors when submitting price pro-
posals and executing contracts with DoD
components. These contract clauses give
the auditor the right of access to contractor
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records, including IT internal control data,
after contract award. Refer to 1-504, Ac-
cess to Records of Contractor, and 1-505,
Other Access to Records Issues - Transfer
of Records from Hard Copy to Computer
Medium.

5-404 Audit Objectives

The purpose of this audit is to evaluate
the adequacy of and the contractor's com-
pliance with the IT system's internal con-
trols. Refer to 5-104 for DCAA's primary
objectives for auditing the contractor's ac-
counting and management systems.

5-405 Scope of Audit

a. While the nature and extent of audit
effort depends upon contractor size,
amount of government business, and audit
risk (materiality and sensitivity), the audit
scope should be consistent with the guid-
ance in 5-105.

b. The auditor should consider any IT
related outstanding deficiencies identified in
other accounting and management system
audits. The nature of such deficiencies may
affect the scope of the IT general control
audit. For example, alabor reporting system
deficiency involving application software
changes to the labor system may affect the
current audit of software modification pro-
cedures and controls.

c. The following sections contain gen-
eral guidance for the evaluation of general
IT controls. This guidance gives the audi-
tor a framework for the audit. However,
this guidance is not a substitute for profes-
sional judgment. The auditor should adapt
this guidance to fit individual audit circum-
stances.

5-406 I nformation Technology
Environments

The term Information Technology (IT)
encompasses all forms of computer tech-
nology used to create, store, exchange, and
use information in its various forms. With
reference to computers, the term environ-
ment refers to the combination of hardware
and software used in the information sys-
tems processing activity. Over the past two
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decades, there have been considerable
changes in the IT environments not only in
terms of hardware and software platforms,
but aso the methodologies employed to
support the business activities of an organi-
zation. We have seen a gradua evolution
from the centralized data processing opera-
tions to a widely dispersed distributed
processing environment. These techno-
logical changes greatly impact the role of
the auditor in evaluating the contractor’s
operations and the risks associated with the
processing of contract cost data.

5-406.1 Centralized Data Processing
Operations

“Centrally organized data processing”
implies that most, if not all, aspects of an
entity’s data processing operation are geo-
graphicaly centralized. All of the organi-
zation's applications and user data resides
on mainframe computer equipment housed
in acentralized computer facility and main-
tained by a centralized support staff. Per-
haps the primary advantage to this organ-
izational structure from the auditor's
perspective is the centralized control over
the hardware and software as well as the
data being processed.

5-406.2 Decentralized ver sus Distributed
Operations

a. A decentraized information systems
processing facility usually maintains a
home office (control hub) computer, but
disperses many data processing activities
throughout the company. Remote locations
in a decentralized facility possess inde-
pendent processing capabilities through
separate computing facilities. A distributed
facility is a variation of a decentralized
facility. The primary distinction between a
decentralized and distributed operation is
networking and data communications. In a
decentralized system, each remote facility
may periodically communicate with other
sites. However, in a distributed network,
each remote facility, while possessing
autonomous processing capability, repre-
sents an integral part of an overal data
communication and information network.
Data communications among the sitesis an
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ongoing and essential element of the net-
work rather than a periodic, ad hoc routine.
A distributed data network is a tightly
bound facility.

b. Centralized and distributed facilities
are configured using central computers,
locd area networks (LANS), wide area net-
works (WANSs), and stand-alone microcom-
puters. Decentralized or distributed opera-
tions, if applicable, are normaly an
organizationa element of the IT Department
and are subject to the same audit procedures
applied to centralized data center systems.
The auditor should evaluate policies, prac-
tices, and procedures addressing LAN and
WAN operations, including data control,
data security, and data communication. The
auditor should aso determine the distributed
system's configuration and the hardware and
software in service. Due to the many elec-
tronic devices involved, the transmission of
information between distributed nodes (or
Sites) presents a greater risk to data security
and integrity than is experienced in a cen-
tralized data center. Accordingly, the audi-
tor should be particularly attentive to the
distributed database and data communica
tion operations. In some instances, the audi-
tor may have to obtain regiond technica
assistance.

5-406.3 Client/Server Computing

a. Client/server architecture provides
the benefits of centralized and distributed
processing to the end user. The evolution
of client/server technology was duein large
part to the significant reduction in the cost
of computing resources along with the need
to be more responsive to changing cus-
tomer requirements. This new technology
facilitates the seamless integration of per-
sonal computers (PCs) with host systems.
This permits organizations to be more re-
sponsive to their customers, but still main-
tain the security and integrity to manage
their business effectively.

b. Client/server computing has two
basic components, aclient and a server. A
client is comprised of a PC or a work-
station, that is used to access network ap-
plications and resources. A server is a
dedicated computer that is physicaly at-
tached to a network that provides electronic
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access to databases, e-mail, printing,
FAX’'s, communications, and other ser-
vices. Clients are typically PCs, but a cli-
ent can aso be a midrange or a mainframe
computer. Servers are typically midrange
or mainframe computers; however, a server
could be another PC attached to the net-
work. Client/server networks allow spe-
cific computers to be identified as servers,
and to provide one or more services to
other computers within a network. Cli-
ent/server networks can have designated
computers for file serving, database serv-
ing, application serving, and communica-
tions serving. Each of these servers are
dedicated devices that provide a specific
service to al authorized users operating
within a network. Servers can aso direct
that a portion of the data processing be
accomplished on each user PC or on a cen-
tralized server.

c. The following are among the more
significant advantages of processing datain
aclient/server environment:

(1) Allows access to data and resources.

(2) Increases organizational flexibility.

(3) Processing of data can be done ei-
ther locally or at a central location.

(4) Provides faster access to informa-
tion.

(5) Data can reside where best suited.

(6) Users can have a greater role in sys-
tems design and development.

d. Another way to describe the cli-
ent/server architecture is to view it as a
model for a relationship between two
computer programs in which one pro-
gram, the client, makes a service request
from another program, the server, which
fulfills the request. Although the cli-
ent/server model can be used by programs
within a single computer, it is more com-
monly used in a network where comput-
ing function and data can more efficiently
be distributed among many client and
server programs at different network loca-
tions.

e. In evaluating the integrity, reliabil-
ity and accuracy of data processed in a
client/server environment, the auditor
should view it from two different perspec-
tives, (i) the environment audit (general
internal controls) and (ii) the application
approach. In an environment audit, pri-
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mary audit consideration centers around
key elements that make up the environ-
ment. These include the operating sys-
tem, database management system, net-
work components, program libraries, and
change control. In the application ap-
proach, the auditor should evaluate the
adequacy of critical control points associ-
ated with the user interface, user authenti-
cation process, menu level authority and
filelevel access.

5-406.4 End-User Computing

a. Thetrend in IT has gradually evolved
from performing all computerized data
processing in a centralized environment to
empowering users to perform much of their
activity at their workstation or personal
computer. End-user computing is where
the end user develops, maintains, and proc-
computer-based information to meet
their needs.

b. The primary audit objectives to be
considered by the auditor in evaluating the
personal computer (PC) or microcomputer
environment include:

(1) Evaluating the adequacy and com-
pleteness of PC related policies and proce-
dures.

(2) Determining whether physical secu-
rity controls over PCs are adequate.

(3) Evaluating the adequacy and com-
pleteness of logical (system and data) secu-
rity controls.

(4) Evaluating the adequacy and com-
pleteness of system and data integrity con-
trols.

(5) Evaluating the adequacy and
corlnpleteness of application system con-
trols.

(6) Determining the adequacy of micro
to host computer link controls.

5-406.5 Commer cial-Off-The-Shelf
(COTYS) Software

a. COTS software are commercialy
developed IT systems applications that
government contractors can acquire and
adapt to their various enterprises. In evalu-
ating COTS software internal controls, the
primary audit objective should be to ensure
the contractor’s software acquisition pro-
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cedures conform to accepted system devel-
opment standards. As with in-house de-
veloped applications, the audit procedures
should include evaluating the adequacy of
system controls, audit trails, and security
features incorporated within the COTS
application system.

b. A common term used in the COTS
environment is ERP (Enterprise Resource
Planning). ERPisan industry identifier for
the broad set of activities supported by
multi-module application software that
help an organization manage specific as-
pects of its business, including product
planning, parts purchasing, maintaining
inventories, interacting with suppliers, pro-
viding customer service, and tracking or-
ders.

c. Audit considerations relative to
various components/modules of the
contractor's ERP  environment are
addressed in the respective application
system audits.

5-406.6 Relational Database M anage-
ment Systems (RDBM S)

a. An RDBMS is a program used to
create, update, and administer a relational
database. A relational database is a collec-
tion of data items organized as a part of
formally described tables from which data
can be accessed or reassembled in many
different ways without having to reorgan-
ize the database tables. In addition to be-
ing relatively easy to create and access, a
relational database has the important ad-
vantage of being easy to extend. After the
origina database is constructed, a new data
category can be added to the database
structure without requiring all existing
applications be modified.

b. An RDBMS takes Structured Query
Language (SQL) statements, either en-
tered by a user or contained in a system
application program, and creates, updates,
or provides access to the database.

c. Audit considerations in the database
management environment center around
several facets of the organization, includ-
ing; database administration functions,
database access, database management
system functions, data communications,
and database applications.
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5-406.7 Enter prise Resour ce Planning
Systems

Enterprise Resource Planning (ERP)
systems are Information Technology sys
tems that include broad functionality and a
high degree of functiona integration. They
integrate company-wide information that
can cover virtually al functiona areas
(e.g., purchasing, manufacturing, inven-
tory, sales, accounting, human resources,
etc.). These systems are generally com-
prised of commercia off-the-shelf (COTYS)
multi-module application software, specifi-
caly designed to operate in client/server
data processing environments. ERP sys-
tems are designed to share common data-
bases and are usually accessible by many
contractor employees performing a wide
variety of tasks. ERP systems use best
business practices that are designed into the
software to organize businesses aong
process lines as opposed to functional
lines. This process orientation allows the
business to focus on streamlining and im-
proving its processes (see also C-105.7).

a. Auditors should be actively involved
in the ERP system implementation and
determine how the audit mission will be
affected by it. Accordingly, auditor actions
before, during, or after ERP system imple-
mentation may include:

(1) Determine the overal scope and
schedule of any ERP system implementa
tions.

(2) Obtain an understanding of the dif-
ferences between the contractor’s current
data processing environment and the data
processing environment to which the con-
tractor is converting.

(3) Identify the specific ERP software
and its version or release the contractor
intends to implement; e.g., SAP R/3, Peo-
pleSoft, BaaN, or any of the severa other
available ERP systems. Generally, more
recent releases and the implementation of
aerospace and defense (A&D) specific
products will more fully comply with gov-
ernment regulations. Auditors should de-
termine whether the contractor is imple-
menting the latest version of whatever
vendor’s product the contractor is using.

(4) Determine the impact the ERP sys-
tem will have on the contractor’s account-
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ing and management systems internal
controls and how the contractor intends to
ensure the adequacy of the new system’'s
internal controls.

(5) Evauate cost versus benefit analy-
ses or business cases for ERP projects ap-
proved by management.

(6) Determine if costs and cost reduc-
tions have been identified and are incorpo-
rated into forward pricing rates. Potential
cost reductions may include but are not
limited to the following:

» reduction or elimination of legacy sys-
tems,

« reduction in labor costs,

 reduction in inventory levels, and

» improved reporting processes.

(7) Work with the contractor to deter-
mine what access to the system is required
to perform the various audits most effi-
ciently and effectively. Auditor read-only
on-line user access to the new system is
expected along with the ability to apply
computer assisted audit techniques that
extract data into externa files for more
complex anaysis. This access is well-
founded in regulatory requirements, which
provide for auditor access to contractor
books, records, documents, and other evi-
dence and accounting procedures and prac-
tices, regardless of form (see 1-504.4).
Auditors should also take advantage of any
contractor-provided training for system
end-users.

(8) Identify what additional hardware
and software, if any, will be required to
interface with the new ERP system.

(9) Determine if ERP implementation
results in any cost accounting changes,
disclosure statement changes, and/or cost
impacts.

(10) Evaluate data conversion from the
legacy system to the ERP system to ensure
the integrity of the data entering the new
system. Data conversion is generadly a
major project with the potential for signifi-
cant errors. Contractors usually do not run
their old non-ERP system in parallel with
the new ERP system modules. However,
an ERP system has many individual mod-
ules and each module may be implemented
in a time-phased manner. For example,
genera ledger, cost ledger, and personnel
modules could &l be implemented at dif-
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ferent times. Therefore, the auditor’s early
involvement in a single, or multi-phased,
data conversion process is essential in or-
der to ensure the integrity of the contrac-
tor's reconciliation of data between the old
and new systems. The auditor should en-
sure that the contractor maintains ending
legacy system balances in an electronic
format reconcilable to beginning ERP sys-
tem balances. The data must be reconcil-
able both to detail amount and to allocation
to fina cost objectives. It is also critical
that the auditor ensures that the contractor
maintains data conversion information at
the necessary level of detail. For example,
depending on the type of contract funding,
data reconciliation at the contract level,
CLIN level or some other lower level of
detail, may be required to meet regulatory
requirements and contract terms. Fourth
generation software, such as SAS, can be
employed to facilitate the auditor’s review
of the contractor’s data conversion process.

b. The current functional, risk-based
auditing approach inherent in DCAA’s ten
Internal Control System Reviews (ICSRs)
is equally applicable to ERP systems. At
contractors implementing ERP systems, the
planning and timing of internal control
audits should be concurrent with ERP sys-
tem implementation. During ERP imple-
mentation, auditors should share with the
contractor the control objectives that need
to be satisfied as noted in CAM for each of
the ICSR areas. It is generally more effi-
cient to build-in internal controls initially,
rather than to modify a system to add them
later. If possible, the auditor should par-
ticipate as a member of any IPT set up to
audit internal controls during or after ERP
implementation. These IPTs typicaly in-
clude members from DCAA, DCMA, con-
tractor interna audit, external audit, and
the ERP system vendor.

c. Treatment of ERP system costs. See
7-105, Accounting for Costs Related to
ERP Systems.

5-407 Independent M anagement
Reviews

a Most organizations are subject to dy-
namic change, therefore, the interna con-
trols should include the requirement for
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periodic independent management review.
Typicdly, these reviews are performed by
the internal audit function or external audi-
tors engaged by the organization. Interna
or external auditors should possess sufficient
technical competence, independence, and
authority to conduct objective audits of 1T
internal controls, and submit reports on find-
ings and recommendations for improvement
in all functiona areas of the organization's
information services environment. A con-
sequence of these audits is the obvious re-
quirement for follow-up and resolution of
identified deficiencies. Refer to Chapter 4-
1000, Relying upon the Work of Others, for
additional guidance.

b. Many factors, including changes in
computer center equipment, systems soft-
ware, information systems personnel, user
requirements, and the general business
environment can weaken established inter-
nal controls. However, changes in the
same elements can aso strengthen internal
controls and eliminate the necessity for
some redundant controls and their associ-
ated cost. Periodic management reviews
should be designed to identify any new
requirements and to eliminate redundant
controls. These reviews should be sched-
uled on arecurring basis.

c. In addition to independent manage-
ment reviews, the quality of the services
performed by a contractor's IT Department
should be ensured by the establishment of a
separate function within the department
devoted to maintaining established stan-
dards of quality. Quality policies, prac-
tices, and procedures should be available
and should clearly define the responsibili-
ties of the quality function. Moreover,
review plans, schedules, and measurements
should be developed, standardized, and
maintained by the quality function to estab-
lish criteria for the guidance of assigned
personnel. Reports on the results of quality
reviews should be prepared and submitted
to user management and IT management.

5-408 Organization

The effectiveness of most internal con-
trol activities is dependent on the actions of
personnel responsible for implementation
of the controls. An organization's structure
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is a significant control factor. A basic ac-
counting internal control is the segregation
of duties among those who:
(1) initiate and authorize transactions
(2) have custody of the asset acquired
(3) record accountability for the asset
Assigning different people the respon-
sibilities of authorizing transactions, re-
cording transactions, and maintaining cus-
tody of assets is intended to reduce the
opportunities to alow any person to bein a
position to both perpetrate and cancel er-
rors or irregularities. This concept of seg-
regation of duties is universal and must be
maintained in order to achieve satisfactory
internal control. The data processing func-
tion is subject to the same internal control
criteria, both as an organizational element
and as afunctional department.

5-408.1 Independent Structure

a Organizationa and administrative
controls are essential operational elements
of most enterprises. The nature and extent
of these controls depend on such factors as
corporate culture, strategic importance of
departments or divisions, lega require-
ments, assets employed, and a variety of
other influences. Traditional organiza-
tional structures are based on the separation
of functions by establishing independent
departments reporting to senior officials or
directors. For example, the finance de-
partment and the accounting department
are typicaly independent, equal entities
reporting to different officials. This organ-
izational independence is viewed as a
mechanism to prevent or minimize the
opportunity for the perpetration and con-
cealment of material irregularities and
serves as a crosscheck to disclose potentia
errors. In this traditional organizational
structure, each department usually accom-
plished its own clerical and data processing
activities. However, with the advent of
centralized data processing centers, many
of the traditional departmental data proc-
ng activities were transferred to a sepa-
rate centralized functiona and organiza-
tional entity, the IT Department.

b. Centralization of data processing
activities resulted in the concentration of
many systems processing steps into one
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department. The concentration of tradi-
tional accounting data along with operat-
ing data is still a common practice in to-
day’'s network computing environment.
Such concentration is referred to as inte-
gration, in which related elements of dif-
ferent data processing activities are com-
bined into common and coordinated
procedures and a logical workflow. Inte-
gration assists in the preparation of de-
sired manageria reports from a single
record of each business transaction, and
all transactions are processed in a unified
system. The centralization of data proc-
essing into one department emphasizes
the importance of proper control of the
data processing center itself.

c. The IT Department should be posi-
tioned in the organizational structure to
enable it to meet established overall objec-
tives and to ensure operational independ-
ence from user departments. Therefore, the
contractor should be able to demonstrate
that the IT Department is not subjected to
undue influence from other departments
having the authority to initiate or authorize
transactions. The IT function should be
positioned within the organization a a
level sufficiently high to ensure that its
independence is not compromised. At
small contractors, the IT Department might
not report directly to senior management.
In this situation, the contractor should be
able to demonstrate that the level of man-
agement involved is sufficient to preclude
the perpetration and concealment of mate-
rial errors and misstatements.

d. The contractor should be able to
show that the IT Department exercises
adequate control over the data processed,
and that they do not:

(2) initiate data for input

(2) have custody of or control non-IT
assets

(3) have the authority to originate mas-
ter file changes

The IT function should not correct er-
rors unless the errors are generated as a
result of information technology and they
should a'so be prohibited from initiating or
authorizing transactions.

e. Although the centraization of data
processing activities still exists in current
environments, many large and small enter-

DCAA Contract Audit Manual



530
5-409

prises are moving (distributing) their appli-
cations and data to where they can operate
most efficiently in the enterprise, to some
mix of desktop workstations, local area
network servers, wide area network servers
and Web servers. With each technological
advance comes inherent organizational
changes that may impact internal control
within the enterprise. The auditor must
give proper consideration to the network
computing environment and the overall
impact it has on assessment of internal
controls over the processing of contract
cost data.

5-408.2 Segregation of Duties

a. Just as there should be organiza-
tional independence between functions,
there should also be independence or seg-
regation of functions or duties within the
IT Department. Management should pro-
vide for a segregation of incompatible
duties within the IT Department. Exam-
ples of incompatible duties include:

(1) systems development and computer
operations

I(2) computer operations and data con-
trol

(3) database administration and systems
development

b. Application development personnel
having control over changes made to ap-
plication systems and their eventual im-
plementation, should not have access to
the computer resources which process
those systems. These type controls help
prevent the introduction of unauthorized
changes to the system. Likewise, com-
puter center operations personnel who
actually operate the computer system
hardware should not have access to appli-
cation systems libraries. This type control
helps prevent unauthorized changes from
being made to application software. Most
large corporations employ some type of
database management system (DBMYS)
directed by an administrator responsible
for the control of database elements intro-
duced into the system. Database adminis-
trators (DBA) should not have access to
application systems that access and proc-
ess the data in the system. Segregation of
duties:
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(1) provides an effective cross-check of
the accuracy and propriety of changes in-
troduced into the systems

(2) reduces the opportunity for com-
puter operations personnel to implement
revisions without prior approval and check-
ing

(3) minimizes access to the equipment
by non-operating personnel and other peo-
ple who have knowledge of the system

(4) improves efficiency because the
capabilities, training, and skills required in
carrying out these activities differ greatly

c. The contractor should be able to
show through IT Department organization
charts and position descriptions that duties
and responsibilities are adequately segre-
gated. Small contractors may have organ-
izational structures where some incompati-
ble duties and responsibilities may occur.
The contractor may be able to demonstrate
the existence of compensating controls that
mitigate these problems. For example, data
processing functions might be under the
cognizance of the finance department.
Under these circumstances, the contractor
should ensure that adequate controls are
installed which will preclude undue influ-
ence on data processing operations.

5-409 Softwar e Acquisition,
Development and M odification

a. Information technology has substan-
tially reduced the time available for re-
viewing transactions before the transac-
tions are entered into an organization's
records. Consequently, in poorly con-
trolled systems, the opportunity for detect-
ing transaction errors before they have an
impact on operations may be reduced, es-
pecidly in the case of real-time and data-
base systems where records are subject to
immediate update. To help provide rea
sonable assurance that software systems
contain adequate controls and security,
organizations should employ a standard-
ized methodology when acquiring, devel-
oping, and modifying either systems soft-
ware or applications software. The goa of
this methodology should be to achieve:

(1) system effectiveness

(2) economy and efficiency

(3) dataintegrity
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(4) resource safeguarding
(5) compliance with laws and regula-
tions
b. The methodology to effect software
acquisition and/or development can vary
significantly among contractors and is in-
fluenced by many factors such as:
(1) size
(2) type of business
(3) organizational structure
(4) current business environment
Senior management should issue a written
policy statement establishing a standard
System Development Life Cycle (SDLC)
methodology as a means for structuring and
controlling the process of acquiring, devel-
oping, and maintaining systems and applica
tion software. The SDLC methodology
should include the following controls:
(1) definition of requirement
o (2) participation of appropriate person-
n
(3) software documentation
(4) vaidation, verification and testing
(5) final management approval
c. Software development begins when
the need for an automated solution to a
problem is identified and validated. Defi-
nition of requirements produces the func-
tional requirements and begins the detailed
planning for the development of an oper-
able system. It is critical that internal con-
trol and specific security requirements be
identified during this process. Require-
ments definition should include;
(1) internal audit plan
(2) project plan
(3) functiona requirements document
(4) functional security and internal con-
trol requirements document
(5) data requirements document
(6) description of sensitive and critical
data
d. It is good practice to require partici-
pation of cognizant personnel in the devel-
opment process to provide reasonable as-
surance that internal controls, security,
user, and organizational requirements are
addressed. Participants should include:
(1) IT management
(2) systems security officer
(3) internal auditors
(4) users
(5) quality assurance personnel.
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e. The development methodology
should incorporate standards for systems,
program, and user documentation. Good
documentation policies and procedures
facilitate program modifications, staff
training, and establish a starting point for
a review of control activities. System
documentation should include a description
of the system, information flow, various
programs required, interrelationship with
other systems, computing resources re-
quired, and operating environment. In
addition to narrative, the documentation
should include flowcharts depicting system
operation. Program documentation should
include a detailed narrative explaining the
objective of the program. It should contain
detailed narratives and flowcharts of the
processes incorporated into the program to
accomplish data processing objectives.

f. An effective validation, verifica-
tion, and test plan is an essential part of
any development and program change
methodology. It helps maintain the in-
tegrity of the applications by assuring
that only authorized modifications, revi-
sions, or changes are made. The plan
must provide for the testing of software,
including detailed program specifica-
tions, data set descriptions, internal con-
trols, security specifications, and proce-
dures for all tests, as well as data
reduction and evaluation criteria Re-
sults of the test should be well docu-
mented and reflect any corrective actions
taken as aresult of the test. The decision
to implement a system without exercis-
ing a well-designed test plan presents
serious risks to system integrity, reliabil-
ity, and organizational operations.

g. Signed approvals should be obtained
from the requester, users, quality function,
and IT management, prior to putting into
production new or modified system soft-
ware or applications software. This proce-
dure establishes accountability for system
results and provides an incentive to prop-
erly test and validate a system prior to im-
plementation.

h. The contractor should be able to
explain whether SDLC methodologies are
employed for software acquisition, devel-
opment, or modification and should also
provide policies and procedures that gov-
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ern SDLC implementation. Reviewing at
least one completed or in-process project
processed under the SDLC methodology
may test the adequacy of SDLC imple-
mentation and compliance.

5-409.1 I n-House Softwar e Development

a “In-house software development”
refers to those programming applications
that are developed, supported, and main-
tained by the applications programming
staff of an IT organization.

b. When evaluating in-house devel oped
applications, an important audit procedure
is the review of an organization's systems
development life cycle procedures to de-
termine adherence to generally accepted
system development standards. The pri-
mary goal of the contractor’'s IT organiza-
tion should be to develop a usable, secur-
able, auditable, maintainable, and
controllable application system that pro-
duces consistent results to satisfy user re-
quirements.

5-409.2 Softwar e M odifications

Software modification activity should
be adequately controlled to ensure that
modifications, revisions, or changes to
operational application systems are made
only as authorized, within a controlled and
secured environment. At a minimum, the
following guidelines should be in place to
ensure adherence to management’s stated
objectives:

(1) A standard maintenance policy
should be established regarding application
software modifications.

(2) Users should actively participate in
software change or modification activities.

(3) Each system/software revision or
change should be supported by a ‘ Request
for Change’ form with proper manage-
ment and user approvals.

(4) Adequate systems analysis and
detailed design and/or written software
specifications should exist to support each
system/software revision or change.

(5) There should be evidence of ade-
guate testing and updating of applicable
documentation to support each sys
tem/software revision or change.
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(6) A clearly identifiable and traceable
audit trail should be available for each
software change or modification.

(7) There should be evidence of user
sign-off or other written approvals before
software changes are moved into produc-
tion status. The approvals should be
performed by an individual that is inde-
pendent but yet knowledgeable of the
process.

5-410 IT Computer Operations

Computer operations should provide
reasonabl e assurance of the integrity of all
activities impacting the physical operation
of the computer and all peripheral compo-
nents. Such activities may include system
initiation, operator interaction, help desk
assistance, print operations, and identifi-
cation and correction of hardware and
system software problems. As a mini-
mum, controls should be established over:

(1) system documentation

(2) recording of transactions

(3) hardware and software changes

(4) hardware and software maintenance

(5) operational procedures

(6) telecommunications

5-410.1 System Documentation

a. Each major application system
should be documented in a unique opera-
tions and maintenance manual. The man-
ual should be available for use in all soft-
ware testing and accessible by all
appropriate operations personnel. To help
provide reasonable assurance of the
proper processing of the relevant applica-
tion system, the manual should include:

(1) software function and hardware
requirements

(2) interactive system operation, data-
base involvement

(3) explanation of console messages,
user screens queries, and related responses

(4) proper identification of output file
labels for removable media, such as mag-
netic tape

(5) appropriate restart or notification
procedures for error or failure conditions

(6) checkpoint controls for proper run-
to-run control of program operation
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(7) list of al reports generated by vari-
ous run options for the system

b. The contractor should be asked to
demonstrate that documentation on all sys-
tem software is current and accessible only
to appropriate system software personnel
assigned to install and maintain the operat-
ing system and other system level software.
Contractor data centers may be using on-
line operations documentation in lieu of
hard copy user manuals. Policies and pro-
cedures governing the creation and use of
on-line operations documentation should
be available.

5-410.2 Recor ding of Transactions

Manual and/or automated recording
and reporting of systems processing ac-
tivities are essential for safeguarding the
integrity of the data processed. These
reports, or system logs, provide audit
trails for severa functions, including sys-
tem security, data backup/recovery, and
general problem resolution. Examples of
where system log entries provide opera-
tional assistance include:

(1) update and recovery of databases
and datafiles

(2) system accesses

(3) computer performance

(4) hardware/software failures

(5) corrective actions
System logs are extremely important and
should be implemented at any data cen-
ter, regardless of the size of the data cen-
ter.

a. Access Logs may consist of records
of physical access to data processing areas
and equipment, or records identifying a
system user’s logical access to some appli-
cation or communication network. The
contractor should demonstrate that access
logs are retained for a reasonable period
and that they are periodically reviewed for
compliance with established policies and
procedures.

(1) Physical access logs are normally
contractor maintained manual records that
record visitor access to the data center or
employee access at times other than nor-
mal working hours. Physical access logs
can be automated depending on the type
of access control system employed. For
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example, encoded identification badges
could be electronicaly scanned and
matched to a listing of authorized en-
trants.  The authorized badge holder
would be allowed entry and the badge
number would be recorded.

(2) System access (logical) logs record,
by User ID, al accesses to computer re-
sources or to the data communications
network. System logs help in the detection
of unauthorized attempts to access com-
puter resources and data.

b. Transaction Logs are the audit trail of
al changes made to data elements con-
tained in applications systems, including
batch and interactive systems. These logs
are normally automated and are critical to
data center backup and recovery opera-
tions. Transaction logs should record:

(2) al additions, deletions, and changes
to the application data elements

(2) the user making the changes

(3) the day/time the transaction was
made

The logs provide the primary source of
data recovery if a system failure should
occur. The contractor should be able to
show that application system documenta-
tion provides for these audit trails and that
the logs are fully operational. Documenta-
tion on system testing prior to implementa-
tion should contain information on the op-
erational test of these logs for
backup/recovery and identification of inad-
vertent transaction errors.  The auditor
should request that data center personnel
demonstrate the existence of these logs and
provide documentation of their use during
backup and recovery.

c. System Activity Logs record actua
utilization of the hardware resources within
the data center. These logs would normally
identify:

(2) the level of central processing unit
(CPU) utilization

(2) direct access storage device (DASD)
activity and utilization

(3) number of system users

(4) job activity

(5) other processing measurements
needed to manage the performance and
capacity of the hardware resources

The logs are a primary means of identi-
fying processing problems created by in-
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adequate or failing components. The con-
tractor should be asked whether systems
activity logs are being generated, since
most operating systems provide an option
to either not collect any data or to collect
only alimited amount. The auditor should
also verify the retention period for these
logs. Normally, two to three months of
systems activity data should be stored on
DASD for on-line access, with an addi-
tional twelve to eighteen months of data
stored on magnetic tape.

d. Maintenance Logs record all sched-
uled/preventive maintenance (PM) and cor-
rectivelremedial  maintenance (RM) per-
formed on the hardware components
instaled in the data center. PM provides
reasonable assurance that required checks
and procedures designed to minimize hard-
ware failures are accomplished. RM is per-
formed when hardware failures occur. RM
logs are helpful in resolving recurring prob-
lems and identifying components requiring
replacements. The auditor should determine
whether the contractor maintains the PM
and RM logs on atimely basis. The logs
may be manually maintained or automated.
The PM log should reflect the hardware
manufacturer's basic requirements for peri-
odic maintenance.

e. Problem Logs are maintained by the
data center to identify system and applica-
tion problems and to track the problems
until corrected. The logs may be manually
maintained or automated. The contractor
should be able to show that thelog isin use
and that all recorded problems have been
acted upon. At many contractors, problem
logs are the responsibility of the Help Desk
function. Information systems (IS) prob-
lems or questions are directed to the Help
Desk from throughout the organization.
Help Desk personnel are responsible for
logging the call, identifying the problem,
resolving the problem, and documenting
the series of events. The Help Desk may
transfer the issue to another resolution
source. The functions of the Help Desk
should be documented in a standard proce-
dure approved by IT management and dis-
tributed to al 1S users.

f. Software Change Logs provide a re-
cord of al ingtallations of system level soft-
ware and applicable changes. They are an
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important part of change management and
should be well documented in the policies
and procedures governing change control.
The changes may be vendor supplied or in-
house changes required to customize the
software to the contractor's special needs.
The types of software involved would be
operating systems, utilities, compilers, data-
base management systems (DBMS), and
other non-application software products.
The logs may be manua or automated. The
auditor should determine whether this type
record is maintained, and that it;

(1) contains all changes made to non-
application software

(2) isaccurate

(3) iscurrent

There should be few in-house changes
to operating system, utility, and computer
software. The auditor should obtain copies
of the contractor's work orders to the sys-
tems software devel opers to incorporate in-
house changes in the next release of the
system software.

5-410.3 Operational Procedures

a Most computer hardware has the
capability to detect and record hardware
failures, although some systems are not
designed to take advantage of available
controls. Failure to utilize available hard-
ware controls could result in significant
processing errors. A number of undetected
minor errors can have a cumulative effect
that could result in a magjor system or sub-
system failure.

b. Active preventive maintenance (PM)
and remedia maintenance (RM) programs
are necessary to keep data center equip-
ment operational. The data center should
maintain a current schedule of al PM to be
performed as required by the equipment
manufacturer and should ensure that the
PM is completed as scheduled. Contracts
should be negotiated with equipment
manufacturers or related equipment main-
tenance providers to provide timely RM in
the event of hardware failure. For exam-
ple, response time for making repair to
hardware components that are critical to
the continuity of operations, should, on
average, approximate no more than four
hours.
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c. The auditor should determine
whether the contractor has installed all
vendor supplied failure detection software
and that operations personnel monitor the
output on a routine basis. The auditor
should evaluate the PM schedules and ob-
tain contractor verification that PM has
been performed as scheduled. The con-
tracts for RM should be evaluated on a
selective basis to ensure that maintenance
responses are appropriate for critical hard-
ware components.

5-410.4 Telecommunications

a. Over the years, contractors have
steadily migrated from the traditional
batch processing environment to an on-
line access and processing environment.
Although batch processing remains an
important element of most data center
activity, an even greater number of jobs
are being submitted through on-line ac-
cess procedures. The current environment
also supports significant database activity
as a replacement to storage and retrieval
of data from conventional sequential type
datafiles. Database activity includes cen-
tralized database operations having many
users accessing the same centralized data-
base. It also may include distributed op-
erations where users are accessing only
their portion of the entire database which
may reside at the mainframe data center
or at a local node (connection point) on
the network. A network is a series of
points or nodes interconnected by com-
munication paths. Networks can inter-
connect with other networks and contain
sub-networks.

b. During an audit, the auditor may
encounter various network configura-
tions in use within the contractor’s tele-
communications network. Common
network technologies currently employed
are the Internet, Intranet, Extranet, and
Ethernet:

(1) The Internet is a cooperative public
network of shared information that uses a
subset of the total resources of all the cur-
rently existing public telecommunications
networks. It is a worldwide “network of
networks” that uses the TCP/IP (Trans-
mission Control Protocol/Internet Proto-
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col) which is the universal protocol suite
for Internet communications. TCP man-
ages the packaging of data into packets
that get routed on different paths over the
Internet and reassembled at their destina-
tion. |P manages the address of each data
packet so that it is routed to the right des-
tination.

(2) An Intranet is a network that is con-
tained within an organization and services
it exclusively. It may consist of many
interlinked LANs and may also be linked
to other functional elements of the organi-
zation via a WAN (wide-area network).
Some Intranets, depending on their con-
figuration, may be connected to the Inter-
net through one or more gateways.

(3) An Extranet is a collaborative net-
work that uses Internet technology to link
enterprises with their suppliers, customers,
or other businesses that share common
goals. An Extranet can be viewed either as
an element of afirm’s Intranet that is made
accessible to other companies or as a col-
laborative Internet connection with other
groups.

(4) Ethernet is the most widely installed
LAN technology. It isnormaly comprised
of a network of interconnected worksta-
tions that are sharing resources.

c. The on-line or distributed users
may access mainframe and peripheral
hardware located in the data center
through the contractor's or a commer-
cially available telecommunication net-
work. The telecommunications network
may be a direct connection between the
users and the data center or through other
communication circuits, including land-
lines, microwave transmitters, or dial-up
connections. In general, telecommunica-
tions circuits are vulnerable to access by
unauthorized users; conseguently, the
effectiveness of the contractor's controls
and management of the network should
be closely scrutinized.

d. In evaluating the various aspects of
a telecommunications network, the audi-
tor's attention should be directed at the
internal controls over the financial data
being passed through the network rather
than at the technical aspects of how the
processes take place. If necessary, tech-
nical assistance should be requested to
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supplement the auditor’s knowledge and
experience level. To adequately address
the internal control issues relative to the
telecommunications network, the follow-
ing audit objectives should be consid-
ered:

(1) Evaluating controls over data com-
munication messages and data communica-
tions software.

(2) Reviewing administrative proce-
dures and the effectiveness of the configu-
ration management and network security
functions.

(3) Evaluating controls over system
security software.

(4) Evaluating the adequacy of policies,
procedures, and controls over electronic-
mail system.

(5) Determining the adequacy of secu-
rity and integrity controls over loca area
networks (LANS).

(6) Assessing the adequacy of network
change procedures and controls.

e. The contractor should be asked to
demonstrate that a network management
or other designated group has the respon-
sibility to manage and control telecom-
munications resources.  Standards for
operation of the network should be pub-
lished and distributed to all designated
network users. The auditor should verify
with network management personnel that
all sensitive data in the network have been
identified and that adequate precautions
have been implemented to protect this
data. The network hardware and software
should be secured to minimize the possi-
bility of unauthorized access to the tele-
communication network. See 5- 411 for
additional information on auditing the
physical and logical security requirements
for protection of hardware, software, and
data.

5-410.5 Uninterruptable Power Supply
(UPS)

Larger contractor data centers will
have UPS units installed to furnish auxil-
iary electrical power in the event the nor-
mal power supply is disrupted. UPS con-
figurations can vary between a simple
battery backup to facilitate orderly power
down of the system, to elaborate battery
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and motor-generator units that provide
sufficient electrical power for the system
to continue full operation. The contractor
should have documentation regarding
UPS operation and should demonstrate
that the UPS is tested on a periodic basis.

5-411 Data Processing Security

a. Information is one of the most valu-
able resources an organization poSsSesses.
Access to the computing resources that
process this information should be limited
to users having a documented and author-
ized need for such access. Layers of
physical and logical access controls should
be provided to protect the organization's
computing resources against damage, loss,
or unauthorized use or modification.

b. Responsibility for assuring both the
logical and physical security of the IT De-
partment assets and processed data should
be assigned to a security administration
function that reports to senior management.
The security administrator designee should
have no conflicting job responsibilities or
other incompatible duties assigned which
would reduce the effectiveness of the posi-
tion. For example, he or she should not
perform systems or applications program-
ming functions, operate the mainframe, or
perform data entry duties. Where Security
Administration is a part-time function,
those duties should be performed under an
exclusive User ID and all activities under
this User ID should be logged and regu-
larly reviewed by an appropriate person in
the IT Depatment. The auditor should
determine whether the security administra-
tor position has been established, is cur-
rently filled, and that effective controls are
in operation.

5-411.1 Physical Security

a. Physical access controls help protect
computer center resources from unauthor-
ized modification, theft, and/or destruction.
Data centers should employ these controls
to limit physical access to computing re-
sources to only individuals who have been
authorized to have such access. The audi-
tor should request a demonstration by the
contractor of al physical controls to verify
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that established policies and procedures
have been effected.

b. Facility Security - Physical access to
computer resources should be restricted to
personnel having an authorized need for
the access. Access control can be obtained
by minimizing the number of entrances and
exits at the site and by installing security
devices requiring keys, badges, cipher
codes, or other means to impede and con-
trol entry into the installation. Personnel
access devices such as badges, cipher lock
codes, and keys should be changed or re-
coded periodicaly, especialy when em-
ployees who have had access to the com-
puter center are terminated. Positioning
the computer center in arelatively inacces-
sible area helps provide physical security.
External identification of the facility
should be limited to avoid bringing un-
wanted attention to the data processing
department. 1T personnel should not be
authorized access to all areas of the data
center. For example, computer operators
should be restricted from data entry areas
and systems programmers should be re-
stricted from accessing the operations area.
The auditor should verify that physical
security has been provided for al comput-
ing resources including CPUs, peripherals,
and telecommunications hardware.

c. Personnd Authorization - A current
list of personnel authorized physical access
to the ingtalation should be maintained by
the security administrator.  Procedures
should require the notification of the IT
Department when an employee is no longer
authorized access to the computer facility or
other related resources. These procedures
should aso require that authorized visitors
to the computer facility be escorted while in
the restricted areas. The auditor should ver-
ify that a current list of personnel authorized
entry into the data center is available. Also,
a list of recently terminated or transferred
employees could be obtained and compared
with the latest authorization list to ascertain
the timeliness of the data center access revo-
cation procedure.

d. Inventory - A current inventory of
IT Department computer hardware and
software should be maintained outside the
facility. The inventory could help facili-
tate the replacement of computer process-
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ing equipment following a disaster in
which the data center was damaged or
destroyed.

e. Alternate Storage Facilities - Offsite
storage facilities should be used to store
backup copies of critical data and program
files. The contractor should ensure that
procedures are in effect for the identifica
tion of critical data, system, and application
files, and that there is a requirement for the
routine backup and transportation of these
filesto an offsite storage facility.

f. Environmental Protection - In addi-
tion to the usua fire and safety precautions
normally installed to protect computer
hardware facilities, other special equip-
ment, devices, or methods may be em-
ployed to further help protect sensitive
computer hardware. For example, fire
suppression devices that use dry chemicals
or gas, such as Halon, may be installed.
The auditor should obtain a description of
the environmental safeguards available at
the site, and evauate the applicable poli-
cies and procedures in effect to monitor
their operation.

g. Monitoring - In addition to control-
ling physical access to the computer facil-
ity and computing resources, continuous
monitoring of personnel accessing the fa-
cility and resources should be effected. A
log of all visitors to the data center should
be required. Contractors may have auto-
mated security systems that require the use
of magnetically encoded badges to unlock
doors and automatically log personnel en-
tries and exitsto the facility.

5-411.2 Logical Security

Logical controls are encoded or embed-
ded into systems and application software
with the objective of restricting or permit-
ting access only to users who have been
properly authorized such access. Examples
of logical controls are User IDs, and
uniquely created systems passwords.

a. Systems Software - System logical
security is accomplished through the use of
the security features of the operating sys-
tem or through the use of commercialy
acquired security software. In smaller data
centers, the operating system security fea
tures may be the only software security
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package in service. The security adminis-
trator should control access to the computer
system through the assignment of unique
user identification codes. The effective-
ness of the policies and procedures which
address the assignment of User IDs should
be reviewed. The security administrator
should not assign user IDs unless specifi-
caly authorized by the appropriate man-
agement. Systems users should be required
to periodically change their passwords.
Procedures should require that employees,
who are terminated for any reason, have
their access to system resources immedi-
ately revoked. All User IDs should be re-
certified on a periodic basis and system
access revoked for current employees
whose job duties no longer require access
to system resources. The auditor should
review IT policies and procedures to de-
termine whether logical security options
are identified and in use. The auditor
should verify that:

(1) system access cannot be effected
without avalid User ID and password

(2) password input is masked

(3) passwords contain at least six char-
acters

(4) passwords are changed periodically

b. Application Software - User access
should be restricted to those applications
required to accomplish assigned duties.
Application restriction is effected through
operating system security or commercial
security packages. Commercial security
software normally invokes automated
rules that restrict system users' access to
certain applications or database elements.
These rules are usually established for
certain classes of users. For example,
personnel involved in material inventory
would not be permitted access to financial
data or programs used by payroll person-
nel, and vice versa. Security system rules
may be further profiled to restrict access
to certain users within a class. For exam-
ple, apayroll clerk may not have the same
user rights as the payroll supervisor.
Moreover, read only, write only, and
read/write authorizations over selected
datasets are possible.

c. The auditor should coordinate re-
gional technical assistance, as necessary, to
verify that contractor acquired security
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software have been placed in operation and
that appropriate security rules have been
invoked to protect al systems/application
access/software processed by the data cen-
ter. Contractors have been found to install
expensive logical security packages and
then not use the full security capabilities of
the system. The overall security admini-
stration function should be evaluated for
adequacy, especially at the user level
where access authorization for the various
application is usually effected. Where
database management systems are used, a
database administrator may be the author-
izing agent for assigning access levels to
users. The auditor should verify that secu-
rity personnel who authorize/assign user
access to systems, promptly revoke access
when the user transfers to a function not
needing the level of access authorized or is
terminated.

d. Dia-Up Security - Computer systems
having communications capabilities can be
accessed over common communication
lines. This means that the physical security
that protected the computer may no longer
be effective. Where the computer can be
accessed through a dial-up network (the
CPU has a phone number), any telephone
can theoretically access the system. Once
the computer is accessed from a remote
location, logical security should prevent
unauthorized entry. Several dial-up secu-
rity techniques are used. Some dia-up
security systems call a subscriber back at a
predetermined number; other techniques
involve synchronous and/or encrypted
methodologies. The auditor should review
contractor procedures involving data center
dia-up activity and determine whether
dial-up is properly controlled and moni-
tored.

e. The security software in operation
(i.e.,, commercial security software or the
operating system security software) should
log all system access attempts. This access
logging information should be used to gen-
erate violation and security activity reports
which should be monitored by the contrac-
tor to identify and resolve incidents involv-
ing unauthorized activity. The auditor
should review the contractor's procedures
for monitoring and resolving reports of
security violations and associated activities
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and verify that these procedures are being
followed. The auditor should also deter-
mine that the contractor's records of secu-
rity violations are protected from inadver-
tent or intentional destruction. Repeated
failed access attempts should be identified,
reported by the security system, and inves-
tigated by security personnel to determine
the cause. This could be an indication that
someone is randomly entering User IDs or
passwords in attempting to gain unauthor-
ized access to the system. The auditor
should verify that User IDs that have not
had activity for a reasonable period are
deleted and determine whether terminated
employee User IDs are revoked in atimely
manner.

f. The contractor should provide em-
ployee training in logical access to com-
puter resources. Unambiguous logical
access procedures should be developed and
provided to all employees accessing com-
puter resources. The auditor should verify
that the contractor is providing adequate
staff training in this area.

0. Modern data centers often consist of
several computer platforms (mainframes,
local area networks, workstations, and in-
dividual PCs) and a variety of security
software and application software. Gener-
aly, each software system has its own in-
herent security that must be considered in
order to assess the overal security level in
effect within the data center. Users can
pass through several computer platforms
and security software systems, and possibly
access more than one data center, during a
single session. It is therefore important for
the auditor to determine that security con-
trols are in place over al operating envi-
ronments. Logica security systems should
be in use for the mainframe and its re-
sources. The security software should aso
protect the communications network. Se-
curity software should also be in use for
interactive processing systems and for
database management systems. The audi-
tor should identify the security systems in
use at a data center, and the interaction
among them, in order to verify that the
contractor's data is being adequately pro-
tected from unauthorized access.

h. Application systems that are devel-
oped by the contractor or acquired com-
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mercially should follow a sequence of mi-
grations as part of the implementation
strategy. Data are first placed in atest en-
vironment. When testing is completed, the
data are migrated to an acceptance/training
environment, and finally, to a production
environment. Generaly, there will be a
separate set of users and data for each envi-
ronment. For example, in a database man-
agement systems (DBMS) environment
there would normally be separate operating
copies of the software and data for each
environment. The security should be more
restrictive as the application migrates from
the testing to the production environments.
The auditor should determine whether the
contractor has a software migration strat-
egy which is being used, and that security
access levels for each environment have
been granted based on a demonstrated
need.

i. In a telecommunications network
environment, firewalls play an important
role in ensuring that an access control pol-
icy between two networks is enforced. A
firewall is a program that protects the re-
sources of one network from users from
other networks. For example, an enterprise
with an Intranet that allows its employees
access to the outside Internet, will want a
firewall to prevent outsiders from gaining
access to the enterprise’s private data re-
sources.

5-412 Data Processing Contingency
Planning

Contractor policies and procedures
should contain provisions for the continua-
tion of IT operations in the event of a dis-
aster or falure that renders the IT center
inoperable. Contingency (disaster recov-
ery) plans should be in place for the backup
and recovery of IT department services in
the event of unanticipated interruptions to
IT operations. Contingency planning can
be critical to the resumption of operations
in the event of a major hardware or soft-
ware failure for whatever reason. The plan
should include:

(1) identification of critica processes
and data

(2) provision for an aternate-processing
site
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(3) offsite storage of critical application
programs and data

(4) provisions for periodic testing of the
plan.

The auditor should review the contrac-
tor's IT Disaster Recovery Plan to deter-
mine whether the plan reasonably ad-
dresses the actions to be taken in the event
of a disaster and identifies personnel and
their responsibilities in restoring data proc-
essing operations.

5-412.1 Critical Processes and Data

Contingency planning should provide
for priorities in the establishment of the
processing of specific critical or sensitive
application programs. Critical data proc-
essing applications, operating systems, and
data files need to be identified and placed
on alist of priorities for the establishment
of services based on the nature and extent
of a likely disaster. Priority on the list
should be minimally based on a reasonable
expectation of elapsed time before normal
data processing operations are restored, and
the potentia loss to the organization if the
processing of the application is not restored
in atimely manner.

5-412.2 Alternate Processing Site

Contingency plans should contain pro-
visions for an alternate processing site and
appropriate data processing hardware
needed to restore data processing opera-
tions after a disaster occurs. The contrac-
tor should have a written agreement or
contract with the alternate site specifying
the procedures each party will follow in
the event of a disaster. Criteria for selec-
tion of the alternate site should include:

(1) compatible computer hardware

(2) sufficient time and processing ca-
pacity

(3) periodic tests of alternate site com-
puter hardware
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The auditor should review the contrac-
tor's aternate site plans to determine
whether they are current and address
equipment, capacity, and timing require-
ments. The auditor should review con-
tract provisions the contractor has made
with aternate-site vendors and equipment
providers to determine whether an ade-
guate site and essential computing hard-
ware will be operational within the time
limits prescribed in the contingency plan.

5-412.3 Offsite Storage

Normal systems operations should
include routine back up of data files, ap-
plication programs, and system software.
The auditor should review the contractor's
procedures for storage of these files at a
location that should not be affected in the
event of computer center disruption and
would be available for use in data proc-
essing recovery at the alternate site. The
auditor should also review the contractor's
procedures and actual practices for storing
files offsite.

5-412.4 Contingency Plan Testing

Contingency plans should be tested
periodically to determine their effective-
ness. Results of the tests should be
documented. Deficiencies noted during
the test should be resolved in a timely
manner. The auditor should review the
results of the test plan to determine
whether all elements were tested and that
deficiencies noted during the test were
satisfactorily resolved.

5-413 Internal Control Reporting

The auditor should follow the guid-
ance in 5-110, 10-200 and 10-400 for re-
porting on internal controls relative to the
contractor's accounting and management
systems.
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5-500 Section 5 --- Audit of Contractor Budget and Planning System
Internal Controls

5-501 Introduction

Refer to 5-101 for the auditor's funda-
mental requirements for obtaining and
documenting an understanding of a contrac-
tor's internal controls and assessing control
risk.

5-502 Budgeting and Planning Concepts

a. Plans and budgets are key manageria
tools used to plan and control operations. A
plan or budget identifies expected revenues
to be received and resources to be expended
in achieving an organization's goals during a
specified future period. Plans and budgets
provide a control to measure performance.
In general, aplan or abudget:

(1) isstated in monetary terms

(2) covers a specific period of time
(generally one year for the master budget
and several years for long-range plans)

(3) implies commitment (i.e.,, managers
agree to accept responsibility for attaining
budgeted objectives), and serves as a moti-
vational tool for individuals to strive to
achieve stated goals

(4) is reviewed and approved by a man-
agement level higher than the unit preparing
the budget

(5) can only be changed under specified
conditions

(6) is compared to actua performance,
with variances being analyzed and explained

b. Planning and budgetary systems vary
among companies according to organiza
tiona size and structure, type of product or
service, accounting system, personal prefer-
ences of corporate officials, and other influ-
ences. Planning and budgeting systems can
be manual or automated. However, in larger
companies IT systems are used more exten-
sively to collect and analyze data and pre-
pare plans and budgets. Plans and budgets
may be prepared on either a functional or
organizationd basis. Generally, a contrac-
tor's planning and budgetary system should
have;

(1) A functiona organization with de-
fined organizational responsibilities, a writ-
ten description of the workflow in the plan-
ning and budgeting process, and policies and

procedures for effectively controlling the
process.

(2) A strategic and long-range planning
process to develop the long-term goals and
objectives critical to the operation of the
company.

(3) Effective techniques for preparing
budgets.

(4) Procedures for comparing actua per-
formance to the budget, identifying and
andlyzing variances as work is accom-
plished, studying the impact on remaining
effort, and initiating necessary corrective
action.  Procedures should provide for
promptly revising estimates to complete and
notifying the government of projected over-
runs or underruns.

(5) A replanning capability to react to
significant changes in assumptions, such as
amgjor fluctuation in the forecast volume.

5-502.1 Accessto Budgets

a Plans, budgets, and forecasts meet the
definitions of "records' and "data" contained
in FAR 52.215-2, "Audit and Records -
Negotiation,” and 52.214-26, "Audit and
Records -Seded Bidding." The applicability
of these FAR sections are agreed to by con-
tractors when submitting price proposas and
executing contracts with DoD components.
These contract clauses give the auditor the
right of access to a contractor's planning and
budgetary data after contract award. (Also
see 1-504, Accessto Contractor Records.)

b. Recognizing that planning and budg-
etary data is generaly considered proprie-
tary and sensitive by contractors, sound
judgment must be exercised in determining
which records and data are needed. (For
example, data such as pricing formulas for
commercial products may not concern the
government.) In requesting budgetary data,
informal arrangements acceptable to the
auditor concerning the timing and frequency
of access may be established, but see 1-
504.1f.

¢. Planning and budgetary information
generaly required during the performance
of theinternal control audit includes:

(1) identification of al budget docu-
ments and reports;
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(2) policies and procedures concerning
the preparation, authorization, and approva
of budgets; and

(3) dl current operating plans, budgets
and performance and variance andysis re-
portsfor use in testing system effectiveness.

d. When the contractor denies access to
such records, follow the procedures outlined
in 1-504.

5-503 General Audit Policy

a Refer to 5103 for DCAA's generd
audit policy for the audit of contractor ac-
counting and management systems and re-
lated internal contrals.

b. It is DCAA's policy that contractor
planning and budgetary system interna
control audits be performed at least every
three years at large business contractors
which in their preceding fiscal year re-
ceived DoD prime contracts or subcon-
tracts of at least $50 million which required
cost or pricing data. These audits are of-
tentimes conducted in conjunction with the
estimating system audit (5-1207.3). These
audits may be waived or modified if past
experience and a current assessment (see 3-
300) indicate low risk. This determination
of low risk must be fully documented in the
planning document supporting the program
plan. If the audit risk is considered to be
high, budgetary system audits should be
performed more frequently. These audits
should also be considered at smaller con-
tractor locations where there are indica
tions of significant budgetary system prob-
lems.

c. If the audit risk assessment indicates
that only certain parts of a contractor's
budgetary system are subject to high risk,
only the high risk areas would require a
complete audit. Areas of little or no risk
need not be audited so long as the low risk
determination is adequatel y documented.

d. FAOs with audit cognizance over
corporate and/or group offices allocating
substantial costs to other segments for
ultimate allocation to government con-
tracts are responsible for performing
budget audits at these offices and provid-
ing the results of the audit to the segment
auditors. Auditors at segments receiving
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these allocations are to request such audits
as needed.

5-504 Audit Objectives

a Refer to 5-104 for DCAA's primary
objectives for auditing the contractor's ac-
counting and management systems.

b. The primary audit objective in audit-
ing contractor budgetary systems and datais
to establish that a sound budgetary system is
operating for company planning and cost
control purposes. A secondary objective is
to obtain a comprehensive overview of the
contractor's financial planning process.
Related objectives are to determine whether:

(1) Costs estimated and/or incurred for
government work are developed, re-
corded, and controlled on a basis consis-
tent with management's latest, "most
probable" plans.

(2) Direct and indirect efforts for gov-
ernment contracts are estimated and per-
formed efficiently and economically.

(3) Significant changes in plans and cir-
cumstances are reflected promptly through
controlled and documented revisions to
budgets and estimates to complete.

(4) Reports to the government on ma-
jor contracts and weapon systems are con-
sistent with the contractor's latest budget-
ary data. These latter objectives should
be considered for in-depth coverage dur-
ing audits of forward pricing proposas
and indirect rate forecasts (Chapter 9),
audits of contractor compliance with the
Earned Vaue Management System
(EVMYS) criteria (11-200), and postaward
audits (14-100). To ensure adequate
evaluation of the system and related out-
put, and to preclude any duplication of
effort, programmed surveillance should be
coordinated with the CAO EVMS monitor
(11-204d).

5-505 Scope of Audit

While the nature and extent of audit ef-
fort depends upon contractor size, amount of
government business, and audit risk (materi-
ality and sensitivity), the audit scope should
be consistent with the guidance in 5-105. In
general, the audit scope should include;
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(1) obtaining an understanding of the
contractor's planning and budgeting sys-
tem and related internal controls;

(2) documenting the understanding of
the planning and budgeting system inter-
nal controls;

(3) testing the operational effective-
ness of planning and budgeting system
internal controls;

(4) assessing control risk as a basis to
identify factors relevant to the design of
substantive tests; and

(5) reporting on the understanding of
the internal controls, assessment of con-
trol risk, and adequacy of the system for
government contracts.

5-506 Budgeting and Planning -
Functional Organization

a. The planning and budgeting func-
tion may be organized differently by indi-
vidual contractors because of differences
in their products or services, industry
practices, size and type of organization,
degree of departmentalization, manage-
ment attitudes, personnel capabilities, and
other factors. Responsibility for develop-
ing plans and budgets may be centralized
in a planning or budgeting group or dele-
gated to the various participating depart-
ments. However, the planning and budget-
ing function should be soundly organized
on the basis of a definitive flow of author-
ity and standard policies and procedures
established at a top or upper management
level.

b. The contractor should establish clear
responsibility for preparation, review, and
approval of plans and budgets, to include
establishing and maintaining:

(1) Written documentation of current
organizational responsibilities and the
duties of budgeting personnel.

(2) A system description of the work
flow in the budgeting process from the
development of strategic objectives to
budget execution and revision.

(3) Written policies and procedures.

5-506.1 Organization

Evaluation of a contractor's planning
and budgeting organization requires
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analysis of the relationship of the organ-
izational segments participating in the
planning and budgeting process. When
evaluating the organization of the contrac-
tor's planning and budgeting process, the
auditor should consider whether:

(1) Preparation of required plans and
budgets is effectively controlled either on
acentralized or decentralized basis.

(2) Lines of authority, duties, and re-
sponsibilities are clearly defined, includ-
ing responsibilities for preparing, review-
ing, and approving plans and budgets.

(3) The planning and budgeting proc-
ess is properly coordinated among seg-
ments of the organization responsible for
developing related parts of plans and
budgets.

(4) The department responsible for
overall compilation of the plans and
budgets has authority to review and ques-
tion the reasonableness or accuracy of
feeder information received from other
departments.

5-506.2 System Description

a. The contractor should maintain a
written description of the work flow in the
planning and budgeting process from the
development of strategic objectives to
budget execution and revision. This de-
scription should contain sufficient detail
to allow the auditor to obtain a thorough
understanding of how the planning and
budgeting system operates. The descrip-
tion should include references to written
policies, procedures, and operations
manuals. Information should be provided
for each process or function within the
system as well as existing internal con-
trols.

b. The contractor's system description
should identify the duties of personnel re-
sponsible for preparing, reviewing, and
approving plans and budgets, and the vari-
ous functions contributing to the planning
and budgeting process.

c. If the contractor’s system is fully or
partially automated, the description should
include the IT aspects of the Budget and
Planning system transaction flow, includ-
ing data input, data processing, and data
output.
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5-506.3 Policies and Procedures

a. Written policies and procedures help
ensure that:

(1) delegated duties and responsibilities
are formally documented and communicated
to employees

(2) specific planning and budgeting con-
trols operate consistently from period to
period

(3) established plans and budgets are
consistent with management's goads and
objectives. A forma written statement of
policies and procedures rather than an in-
formal one based on established customs of
the organization should exist at al contrac-
tor locations with substantial government
business.

b. Planning and budgeting policies and
procedures represent the means by which
goas and objectives established by man-
agement are trandated into detailed guid-
ance and direction to personnel engaged in
the planning and budgeting process. Poli-
cies and procedures should cover al aspects
of the planning and budgeting system, be
approved by an appropriate level of man-
agement, communicated to appropriate per-
sonnel, and periodicaly reviewed to ensure
that they are consistent with management's
intentions. When evaluating the contractor's
policies and procedures, the auditor should
consider whether they:

(1) Address al mgjor duties and respon-
sibilities in the planning and budgeting sys-
tem. The auditor should be alert for aspects
of the planning and budgeting process which
are not covered by policies and procedures.
Additionally, the auditor should note any
instances where actual practices are incon-
sistent with established policies and proce-
dures. In these instances, the auditor should
consider the underlying cause for these in-
consistencies (i.e., falure to adequately
communicate changes in established policies
and procedures).

(2) Are approved by an appropriate
level of management to signify the dele-
gation of authority and to effectively con-
vey management's commitment to follow-
ing established policies and procedures.
The auditor should carefully assess the
level of management approval to deter-
mine if it is appropriate given the nature
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of the duties and responsibilities being
assigned. While not inherently indicative
of poor policies and procedures, failure to
involve an appropriate level of manage-
ment in the approval process can result in
a perceived lack of importance and ulti-
mately alack of compliance.

(3) Were communicated to those indi-
viduals within the organization who are
responsible for executing them. This com-
munication involves not only making sure
that appropriate employees are aware of
established policies and procedures but pro-
viding the necessary training to ensure that
they understand how to execute them.

(4) Have been subject to periodic re-
views to ensure that they are consistent with
current management intentions and actual
planning and budgeting practices. Failureto
keep established policies and procedures
current is indicative of a poor internal con-
trol environment and typically leads to inef-
fective internal controls over the planning
and budgeting process. For this reason,
management should have a systematic proc-
ess in place to periodically review and up-
date the planning and budgeting policies and
procedures, including applicable IT policies
and procedures. The required frequency and
depth of these audits depends on the nature
of the contractor's business. If the contractor
is undergoing significant organizational
changes or magjor restructuring of its busi-
ness operations, the planning and budgeting
system should be closely monitored to en-
sure that it continues to produce plans and
budgets which are consistent with manage-
ment's goals and objectives.

5-507 Budgeting and Planning - Strategic
or Long-Range Goals

a. Strategic or long-range planning
refers to the process of developing general
goals and objectives for a business unit,
and the broad strategies to be used to at-
tain them. It provides general direction
covering a three- to ten-year period and
forms the basis from which a more de-
tailed plan, encompassing a shorter period
and generaly known as the master
budget, is devel oped.

b. The strategic plan is generaly a nar-
rative document. It affects the physical,
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financial, and organizational structure in
which operations are carried out and ad-
dresses the direction of the company re-
garding new markets, market share, profit
objectives, sources of new capital, and the
acquisition or elimination of segments,
facilities, or product lines. Based on these
considerations, a plan for future operations
which provides for aternative courses of
action under various conditions that may
arise is developed. Contractors should
review these plans periodically and revise
them when new information yields differ-
ent conclusions.

c. Long-range plans may include fore-
casted financial statements, cash flow pro-
jections, and various other data. This data
is sometimes in graphic form and similar to
that contained in short-range budgets. A
typical long-range plan contains informa-
tion on predicted sales and profit trends by
major product line, backlog, potential
awards, new product lines, diversification
plans, planned plant facilities, staffing re-
quirements, and independent research and
development plans.

d. Strategic or long-range plans of
major defense contractors generally in-
clude information which significantly
affects proposals and contracts for long-
term government work. They may reflect
contemplated substantial increases or de-
creases in future work load affecting plant
population (payroll costs), plant expan-
sion (depreciation or lease costs), physical
moves (relocation costs), idle or excess
facilities, and bases for determining over-
head rates. In addition, they may reflect
possible future financial problems in peri-
ods beyond those reflected in master
budgets.

e. An adequate strategic and long-
range planning process will ensure that
important information related to the
physical, financial, and organizationa
structure of the organization are available
for the development of effective budgets.
The development of a strategic or long-
range plan is the first step towards identi-
fying and documenting how management
intends to accomplish the goals and objec-
tives of the organization. Strategic and
long-range plans, while broad in nature,
set the foundation for more detailed plan-
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ning and budgeting decisions. When
evaluating the effectiveness of the con-
tractor's strategic and long-range planning
process, the auditor should consider
whether these plans:

(1) Cover al areas which impact the
overal operation of the company.

(2) Are documented in sufficient detail
to enable assessment of the reasonable-
ness of the underlying assumptions.

(3) Are communicated to personnel re-
sponsible for preparing long-range plans
and related budgets.

5-507.1 Scope of Planning Activities

Strategic and long-range plans should
cover al areas which have an impact on
government contract pricing, costing,
billing, or related reporting requirements.
These areas may include such things as
projected business volume, planned reor-
ganizations, anticipated plant expan-
sions/retirements, etc. Contractor strate-
gic and long-range plans should cover, at
a minimum, the length of current and
forecasted government contract activity to
ensure that sufficient information exists to
prepare related contract reporting re-
guirements (i.e., estimates at completion)
and proposals for anticipated contract
awards.

5-507.2 Documentation of Plans

Strategic and long-range plans should
contain sufficient documentation for the
auditor to assess the reasonableness of un-
derlying assumptions and to facilitate the
communication of key information to per-
sonnel responsible for preparing related
budgets. For example, contractor plans
regarding future sales volume should con-
tain sufficient detail and documentation to
assess the reasonableness of the assump-
tions used to arrive at firm and projected
government and commercial business.
While contractors are not expected to de-
velop infalible estimates, they should be
able to present evidence in support of the
reasonableness of such estimates in cases
where those estimates will impact the pric-
ing, costing, billing, or related reporting on
government contracts.
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5-507.3 Communication of Planning In-
formation

Key financial and related information
contained in the strategic and long-range
plans should be communicated to person-
nel responsible for preparing related
budgets. While most contractors will not
routinely release their strategic or long-
range plans to the general work force,
they should have in place a process for
releasing key information to those indi-
viduals who are responsible for preparing
budgets. This communication is essential
to ensuring that budgeted amounts accu-
rately reflect management's current busi-
ness plans and forecasts.

5-508 Budgeting and Planning
Preparation

Budgets are detailed and comprehensive
plans for the immediate budget period, nor-
mally covering one year. They are developed
through the coordinated planning of al func-
tions and activities within an organization and
consist of two mgjor e ements, the operating
budget and the financial budget. The entire
master budget is usudly distributed only to
executives and top-level managers. Lower
level managers usualy receive only those
sections for which they are responsible.

a Operating budget. An operating
budget is a forecasted net income statement
consisting of severa sub-budgets (e.g.
sales, cost of goods sold, direct and indirect
expenses) and summarizing the individual
budgets of each department or function
within an organization.

(1) Sdesbudget. The sales budget isthe
starting point for the entire master budget.
From the sdes budget, resource require-
ments are devel oped for work aready under
contract, new work expected during the
budget period, administrative functions, and
independent research and development ef-
forts. Required resources include total staff-
ing needs, space, capital expenditures, utility
requirements, direct and indirect material
needs, employee fringe benefit costs, and
others.

(2) Program or production budgets. A
program or production budget is part of the
operating budget. It is a summary type
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document used to project direct and indirect
resource requirements needed to meet fore-
casted sdles volume. It typicdly includes a
series of sub-budgets. These sub-budgets are
generdly for direct labor, direct materid,
other direct costs, and overhead. It may adso
include quantity and scheduling information
on parts, mgjor assemblies, and deliverable
hardware. Once quantity requirements are
defined, each of the various sub-budgets is
developed based upon those requirements.
Program budgets are generaly prepared for
each accounting period by contract, program,
or product line. The level of detail in a pro-
gram budget varies, based on program size
and contractual requirements. The estimated
effort in the program budget should reconcile
to smilar data in the operating budget, and
the overal management controls imposed by
the operating budget aso apply to individua
program or contract costs. Automated sys-
tems used in the process should include con-
trols which identify and report reconciliation
erors. Some small tolerances may be built
into the system; for example, insignificant
dollar amounts or percentages. However,
these should be clearly identified with con-
trols in place to prevent changes without
proper authorization.

(3) Staffing budget. The staffing budget
shows staffing requirements for both direct
and indirect employees.

b. Fnancia budget. The financid
budget is a forecasted balance sheet consist-
ing of sub-budgets, typically the capital
expenditure plan and cash flow projections.
A capital budget shows total planned capital
asset acquisitions, each designed to contrib-
ute to the productive facilities required to
support planned volume. It formalizes capi-
tal expenditure funding and is typicaly ap-
proved by a specia appropriations commit-
tee. (See 14-600.)

c. Motivational budgeting.  Some
companies use a budgeting philosophy
known as motivational budgeting whereby
management establishes extremely tight
goals and targets as a means of motivating
better performance and cost reductions.
When such techniques are used, they are
usually reflected in the budgets of lower
level managers from whom resources
expected to be available are held back.
Sometimes these resources are ultimately
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distributed. On the other hand, top man-
agement may never intend to allocate
these resources to the operating managers
but instead use them as a control device
against which to offset unfavorable vari-
ances. By using this technique, top man-
agement establishes different goals or
levels of expected performance for se-
lected segments of its organization. Ac-
cordingly, the auditor must determine that
staffing level forecasts and supporting
expense projections in operating level
budgets reconcile with the higher level
master budget. If significant differences
are found, the auditor should obtain an
explanation, and assess the reasonableness
of any management reserves.

d. An adequate budgeting process will
ensure that budgeted amounts reflect the
reasonable cost of work to be performed.
The preparation of effective budgets is an
essential part of any contractor cost con-
trol effort. It not only serves as a baseline
for evaluating performance but also helps
identify areas requiring specia attention.
When evaluating the effectiveness of the
contractor's budget preparation process,
the auditor should consider whether con-
trols are in place to ensure that budgets
are:

(1) prepared for appropriate time peri-
ods and in all areas which impact govern-
ment contracts;

(2) prepared in atimely manner;

(3) consistent with strategic and long-
range plans;

(4) aggressive but attainable;

(5) approved by an appropriate level of
management; and

(6) communicated to appropriate indi-
viduals within the organization.

5-508.1 Scope of Budgets

Budgets should be prepared for al
major aspects of the contractor's operations
which have an impact on government
contracts. The auditor should be alert for
areas of the contractor's operations in
which budgets are not prepared or prepared
in insufficient detail to serve as a baseline
for controlling costs. In addition, budgets
should cover a sufficient period of time to
alow for the effective management of the
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operations being budgeted. For example,
budgets for overhead or genera and
administrative expenses typically cover a
single operating period while program
budgets or capital expenditure budgets may
cover severa years. The auditor must
exercise considerable care in evaluating the
scope of the contractor's budgeting
activities and the effect that it has on other
contract audit effort, particularly contract
pricing.

5-508.2 Timeliness of Budgets

Budgets should be prepared and final-
ized early enough in the budget cycle to
maximize the amount of time individual
managers have to meet the budget objec-
tives. Failure to develop budgets early in
the budget cycle can result in ineffective
control over cost incurred prior to imple-
mentation of the budget. This can often
create additional pressure for managers to
redirect costs in an effort to meet the
budget objectives. The auditor should con-
sider whether or not the contractor estab-
lishes a formal timetable for the budget
preparation process and controls the proc-
ess to identified milestones.

5-508.3 Consistency with Strategic and
Long-Range Plans

Budgeted amounts should reflect the
goals and objectives contained in the
contractor's strategic and long-range
plans. Since a major purpose of budgets
is to help achieve the strategic and long-
range goals of the company, it is impor-
tant that those objectives be considered
in the budget preparation process. For
example, the auditor should consider
whether:

(1) strategic and long-range planning
information is communicated to budgeting
personnel at the beginning of the budget
preparation process;

(2) budget objective guidance is pre-
pared and distributed by individuals who
are familiar with strategic and long-range
goals; and

(3) budgets are reviewed for consis-
tency with strategic and long-range objec-
tives prior to final approval.
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5-508.4 Development of Budget Amounts

Budgets that are not sufficiently ag-
gressive may not maximize the contrac-
tor's opportunity to achieve strategic or
long-range objectives. Conversely,
budgets that are too aggressive increase
the risk that individual managers will
misallocate resources in an attempt to
meet budgets, or not attempt to meet
budgets they perceive as unattainable.
For example, the auditor should consider
whether:

(1) guidelines are established for the
use of scientific/technical studies (e.g.,
work measurement standards), historical
performance, cost/benefit analysis, ac-
cepted economic indices, and/or other
objective technigues,

(2) budgets are coordinated with ap-
propriate personnel, particularly individ-
ual managers responsible for performing
within budgets, by soliciting their input,
and obtaining their concurrence before
finalizing budgets; and

(3) supporting data and rationale is re-
quired to be documented for use in the
preparation of future budgets.

5-508.5 M anagement Approval

Final budgets should be reviewed and
approved by an appropriate level of man-
agement. Formal requirements for man-
agement approval help ensure that man-
agement is aware of specific budgetary
objectives, and evidence of management
approval increases the authority of budgets
by demonstrating management support for
budgetary objectives. For example, the
auditor should consider whether:

(1) Budgetary documents require man-
agement approval.

(2) The level of management ap-
proval for different budgets has been
identified.

(3) Managers are adlowed sufficient time
to effectively review budgets prior to ap-
proval.

(4) Documentation standards exist for
management review, adjustments, and
approval to ensure that individual manag-
ers are aware of management's support for
budget objectives.
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5-508.6 Communication of Budget In-
formation

Budget information should be distributed
to individual managers responsible for meet-
ing budgetary objectives and to personnel
responsible for monitoring budget perform-
ance. For budgets to be effective, these
individuals must have the specific informa-
tion they need to perform their duties. For
example, the auditor should consider
whether budget formats are formalized to
ensure that relevant information is distrib-
uted to the individual managers and moni-
toring personndl; and, a distribution list is
maintained showing the appropriate budget
formats and/or relevant budget information
to be distributed to individual managers and
monitoring personnel.

5-509 Budget Performance and
M easur ement

Actual performance should be periodi-
caly compared to budgeted amounts to
alow for the prompt identification of vari-
ances and implementation of necessary
corrective actions. Budgets are designed to
serve as a baseline for comparing actual
performance with established strategic or
long-range goals. To effectively accom-
plish this, contractors should have a formal
system for monitoring actual budget per-
formance. A budgetary reporting system
may provide adeguate report, but the re-
ports may not be analyzed and acted upon.
Accordingly, in evaluating the effective-
ness of the contractor's monitoring, the
auditor should consider whether actua
performance is periodicaly compared to
budgeted amounts and that variances are
identified and reported; and, necessary
corrective actions are identified and im-
plemented in atimely manner.

5-509.1 Comparison of Actual and Budg-
eted Amounts

Periodic comparison of actual per-
formance and budgeted amounts increases
the likelihood that budgetary objectives
will be met by providing individual man-
agers with the opportunity to take correc-
tive actions to control potentially signifi-
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cant variances. To accomplish this, the
contractor should have a forma system
which identifies:

(1) variance analysis reporting thresh-
olds or other criteria to define what man-
agement considers to be a reportable vari-
ance

(2) variance computation guidelines to
help identify potentially significant vari-
ances

(3) standard variance report formats to
facilitate monitoring of significant variances
by providing consistency and comparability
between reporting periods

(4) forma variance anadysis reporting
periods

(5) distribution of detailed variance
analysis reports to individual managers sub-
ject to budgetary control

(6) distribution of summary variance
analysis reports to upper management so
they can monitor budget performance in
relation to strategic and long-range objec-
tives to determine if revisions to strategic
or long-range plans are needed.

5-510 Budget Performance - Revisions

Budget revisions, when necessary,
should be controlled to ensure that they are
justified, documented, approved, and proc-
essed in a timely manner. While budget
revisions are inevitable, contractors should
have a forma system for submitting, re-
viewing and approving requests for such
revisions., Failure to establish such a sys-
tem can result in excessive or unnecessary
budget revisions and undermine the integ-
rity of the entire budgeting process. In
evaluating the effectiveness of the contrac-
tor's budget revision process, the auditor
should consider whether procedures are in
place to ensure that budget revisions are
justified and necessary budget revisions are
made in atimely manner.

5-510.1 Justification for Budget Revisions

Requests for budget revisions should be
carefully screened to ensure that a valid
reason exists for adjusting the budgeted
amounts. Failure to meet budget objectives
should not be considered a valid reason for
making adjustments. The contractor
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should establish a formal decision making
process to review, document, and approve
all requests for budget revisions. This pro-
cess should include:

(1) A forma management policy on
budget revisions to ensure that corrective
actions or other measures are attempted
before revising budgets.

(2) Criteria for evaluating requested
revisions to ensure approvals are consis-
tent with management policy.

(3) Thresholds established to minimize
requests for immaterial revisions.

(4) Provisions for upper management to
initiate budget revisions based on changesin
strategic or long-range plans.

(5) Criteria for reviewing and approv-
ing requests for budget revisions that main-
tain the same level of control as those es-
tablished for preparation of initial budgets.

5-510.2 Timely Implementation of Budget
Revisions

Timely review and approval of budget
revisions increases the likelihood that
revised budgetary objectives will be met
by maintaining the integrity (reasonable-
ness/attainability) of the budget and by
providing individual managers as much
time as possible to achieve the revised
objectives.  For example, the auditor
should consider whether:

(1) corrective actions are monitored to

identify when budget revisions may be nec-
essary.
(2) there is periodic communication be-
tween the budget department (or other or-
ganizational element responsible for re-
viewing and approving budget revisions)
and individual managers to identify the
need for budget revisions as soon as possi-
ble.

(3) standardized request formats and
procedures are used to expedite process-
ing of requests for budget revisions.

5-511 Budgeting and Planning System -
Information Technology System Internal
Contrals

a. Where information technology (IT) is
used in significant financial applications,
control activities are sometimes defined by
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classifying them into two types, IT general
controls or IT application controls.
Whether the control activities are classified
by the auditor as genera or applications
controls, the objectives of control activities
remain the same:

(1) to provide reasonable, but not nec-
essarily absolute, assurance that assets are
safeguarded from unauthorized use or dis-
position, and

(2) that financial and cost records are
sufficiently reliable to permit the prepara-
tion of financial statements and cost repre-
sentations.

b. The auditor should audit the IT gen-
eral controls and the Budgeting System ap-
plication controls to determine if they have
been designed according to management
direction, GAAP, and applicable govern-
ment regulations and that interna controls
are operating effectively to provide reliabil-
ity of and security over the data processed.

c. General controls are comprised of:

(1) organization and operational con-
trols,

(2) systems development and docu-
mentation controls,

(3) hardware and systems software
controls, and

(4) data and procedural controls.

(See 5-400 for a more detailed explana-
tion of general internal controls.)

d. Budget System application control
activities are applied to the input, process-
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ing, and output phases of this single IT
application. In contrast, IT general con-
trols affect all system applications and
operational elements of all IT systems.
Separate control activities are developed
for each unique application system, such
as labor, compensation, and in this in-
stance, budgeting. Although some appli-
cation control activities affect only one or
just a few control objectives, most of the
control activities are designed to prevent
or detect several types of errorsin most or
all phases of the application. (See 5-1400
for amore detailed explanation of applica-
tion internal controls.)

5-512 Reporting Audit Results

a. The auditor should follow the guid-
ance in 5-110, 10-200 and 10-400 for re-
porting on compliance with laws and
regulations and on internal controls rela-
tive to the contractor's accounting and
management systems.

b. Conduct an exit conference in accor-
dance with 4-304. Include the contractor's
reactions in the working papers and the
report.

c. If deficiencies have been disclosed
and/or recommendations are presented in
the report, schedule a follow-up audit to
be performed within a reasonable period
of time.
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5-600 Section 6 --- Audit of Purchasing System Internal Controls

5-601 Introduction

a. Refer to 5-101 for the auditor's fun-
damental requirements for obtaining and
documenting an understanding of a con-
tractor's internal controls and assessing
control risk.

b. This section presents guidance for
auditing a contractor's internal controls of
both a manual and automated nature over
purchasing and subcontracting. The
guidelines relate to the assessment of con-
trol risk based on an audit of the contrac-
tor's policies, procedures, and internal
controls.  Guidance on audits of other
components affecting incurred material
cost isin 5-700.

5-602 Background Information

a. The purchasing and subcontracting
function includes make or buy decisions,
the selection of vendors, analysis of quoted
prices, negotiation of prices with vendors,
placing and administering of orders, and
expediting delivery of materials.

b. Purchasing systems vary among
companies according to organizational
size and structure, IT capabilities, ac-
counting system, personal preferences of
corporate officials, and other influences.
In general, the critical control objectives a
contractor's purchasing system should
have include:

(1) Interna audits or management au-
dits, training, and policies and procedures
for the purchasing department to ensure the
integrity of the purchasing system.

(2) Policies and procedures to assure
purchase orders and subcontracts contain
al flow down clauses, including terms
and conditions required by the prime con-
tract, as well as any clauses needed to
carry out the requirements of the prime
contract.

(3) An organizational and administra-
tive structure that ensures effective and
efficient procurement of required quality
materials and parts at the most economical
cost from responsible/reliable sources.

(4) Selection processes to ensure the
most responsive and responsible sources
for furnishing required quality parts and

materials and to promote competitive
sourcing among dependable suppliers so
that purchases are reasonably priced and
from sources that meet contractor quality
requirements.

(5) Price or cost anaysis performed
with every purchasing action.

(6) Procedures to ensure that proper
types of subcontracts are selected and that
there are controls including oversight and
surveillance of subcontracted effort.

5-603 General Audit Policy

a. Refer to 5-103 for DCAA's generd
audit policy for the evaluation of contractor
accounting and management systems and
related internal controls.

b. The administrative contracting offi-
cer (ACO) is responsible for reviewing the
contractor's purchasing systems. In accor-
dance with FAR 44.3, the need for a con-
tractor purchasing system review (CPSR)
shall be determined at least every three
years for each contractor whose sales to the
government  (excluding  competitively
awarded FFP contracts, competitively
awarded fixed price contracts with eco-
nomic price adjustment, and sales of com-
mercia items pursuant to FAR Part 12) are
expected to exceed $25 million during the
next 12 months. In accordance with
DFARS 244.301, members of other or-
ganizations such as audit or program man-
agement activities should not conduct sepa-
rate reviews for these contractors, but may
participate in a review conducted for the
ACO by the DLA CPSR team. These or-
ganizations may, if they suspect a problem,
recommend that the ACO initiate a specia
review.

c. DCAA's audit objective is the ade-
guacy of the internal controls over the
system and the contractor's monitoring of
compliance with its controls. The DLA
CPSR team normally covers many DCAA
concerns regarding internal control objec-
tives but not always all of them. There-
fore, it is extremely important that prior to
commencing any audit of the contractor's
purchasing system, the auditor coordinate
with the contracting officer (see 5-1300
and FAR Part 44 for discussion of
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DCAA's participation on joint CPSR re-
views). If a CPSR is planned, the DCAA
auditor should be a member of the CPSR
team and the scope of the review should
be discussed. There should be mutual
agreement in the planning stage on what
additional audit steps will be necessary to
address any DCAA concerns. During the
CPSR, it is not the auditor's responsibility
to review the quality of the CPSR team's
work. However, the auditor should un-
derstand the scope of the work being per-
formed in order to assess whether addi-
tional steps are required to satisfy any
DCAA concerns. The auditor will make
maximum use of the work performed and
the conclusions reached during these re-
views in establishing the extent of any
separate coverage and audit tests to be
undertaken in this area (see Appendix D-
300).

d. If there is no CPSR scheduled within
the normal DCAA cycle for accounting or
management system audits (see 5-103) the
auditor should perform a purchasing sys-
tem internal control audit in accordance
with guidance set forth in the following
paragraphs.

e. Purchasing system audits should also
be considered at smaller contractor loca-
tions where there are indications of signifi-
cant purchasing system problems. Such
audits may be performed in conjunction
with estimating system surveys (see 5-
1200).

5-604 Audit Objectives

a. The purpose of this audit is to evalu-
ate the adequacy of and the contractor's
compliance with the purchasing system's
internal controls.  Refer to 5-104 for
DCAA's primary objectives for auditing
the contractor's accounting and manage-
ment systems.

b. The primary objective in auditing a
contractor's purchasing system is to obtain
a sufficient understanding to plan related
contract audit effort. This requires that
the auditor assess the adequacy of the
contractor's purchasing policies and pro-
cedures, whether they have been imple-
mented, and if they are working effec-
tively.
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5-605 Audit Scope - Purchasing Controls

a. While the nature and extent of audit
effort depends upon contractor size,
amount of government business, and audit
risk (materiality and sensitivity), the audit
scope should be consistent with the guid-
ancein 5-105.

b. The extent of audit effort should be
influenced by:

(1) reviews by other agencies (CPSRs);

(2) the types of government contracts
and their materiality;

(3) the adequacy of the contractor's
policies, procedures, and internal structure
on other major systems;

(4) the results of prior reviews,

(5) deficiencies noted in ongoing audits
(audit leads);

(6) the extent and results of contractor
self assessment reviews;

(7) the extent of automation; and

(8) contract provisions.

General information regarding these scope
areas is provided in 3-104 and additional
considerations specific to the purchasing
system are discussed below. Working pa-
pers will include a risk assessment docu-
menting the impact of the above eight areas
on audit scope.

c. The mgority of non-labor expenses
may flow through the accounts payable
system. Therefore, the auditor should per-
form arisk assessment and based on mate-
riality and sensitivity, consider performing
an audit of the contractor’s accounts pay-
able system internal controls as a subsys-
tem of the purchasing system. If this audit
is performed, consider steps set forth in 5-
612.

5-606 Compliance Audits, Training, and
Policiesand Procedures

The contractor should have policies and
procedures for monitoring its purchasing
systems, training its employees, and ensur-
ing the integrity of the purchasing system.

5-606.1 Compliance Audits
Systems with weak or nonexistent in-

terna control structures only increase the
risk of cost mischarging or misallocation.
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The existence of strong self-controls in-
creases the reliance that can be placed on
the cost representations from that system.
Therefore, the contractor should conduct
regular internal compliance audits. These
compliance audits should address the fol-
lowing areas: the adequacy of written pro-
cedures, employee knowledge and compli-
ance with policies and procedures,
consistency with which the policies and
procedures are applied and by whom, and
timely follow-up action on deficiencies.

a. Types of Audits. The contractor may
perform internal compliance audits using
auditors or nonauditors, rely on monitoring
in the form of physical observation, rely on
system audits or exception reports, request
externa audits, or use a combination of
techniques.

The contractor may have severa func-
tions performing the audits. The contractor
may also have various performance criteria
and reporting requirements to upper man-
agement which relate to the timeliness and
effectiveness of the purchasing function.
For example, excessive number of days to
process requisitions, work stoppages result-
ing from delays in receiving material, how
many orders are issued per day per buyer,
etc.

b. Adequacy of Procedures. Whatever
the form of the audits, there should be pro-
cedures which identify the intervals of per-
formance of the reviews, the personnel
responsible for performance of the review,
the areas to be covered during the reviews,
documentary evidence that the review has
been performed, and the requirements for
follow-up action. The procedures should
address coverage of the following areas:
review of the adequacy and consistency of
application of the written procedures by
buyers, IT interface with the purchasing
system, employee knowledge and compli-
ance with these written procedures, and
responsiveness to required corrective ac-
tions. Policies and procedures should as-
sure that purchasing personnel are comply-
ing with applicable public laws and
implementing government  regulations,
(e.g. Truth in Negotiations).

c. Adequacy of Reviews. The adequacy
of the reviews should be assessed in accor-
dance with the criteriain 4-1000. The re-
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views should be performed in accordance
with written procedures and by personnel
possessing a level of competence, inde-
pendence, and objectivity required of a
reviewer. The scope and depth of audit
should be consistent with the contractor's
risk assessment level and sufficient to iden-
tify outdated written procedures, inconsis-
tent application of the procedures, lack of
employee knowledge or compliance with
the written procedures, the adequacy of the
contractor's ethics program, and untimely
follow-up actions.

d. Policies and procedures should sup-
port a system that provides for tracking
responses to and resolution of required
corrective actions in atimely manner. The
auditor should determine whether the cor-
rective actions are:

(1) communicated to the management
level responsible for action,

(2) monitored for timely resolution, and

(3) documented and verified.

5-606.2 Training

Training of Employees. A well trained
staff results in current, accurate, effective,
and efficient purchases. Contractor per-
sonnel need to be specialy trained in gov-
ernment purchasing regulations, contract
clauses, and contractor procedures. Addi-
tionally, purchasing department personnel
should have sufficient supplier and techni-
ca knowledge to make it unnecessary to
depend wholly on engineers and other
technicians to dictate the source of supply
or price. Therefore, the contractor should
have standards for the quadlification, train-
ing, and experience of its purchasing per-
sonnel.

a Types of Training. The contractor
may require that personnel responsible for
various types of procurement have specia
guaifications prior to their being hired.
The contractor may provide opportunities
for personnel to take outside educationa
courses or provide internal courses. The
contractor may aso provide detailed on-
the-job training and/or detailed desk proce-
dures.

b. Adequacy of Training Procedures.
Procedures should identify the minimum
required course topics, the frequency of the
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training, and the criteria for documentation
of completion. If specific procedures are
not available, the auditor should have the
contractor identify its practice in the above
areas for later verification with employees.
The procedures should require the training
program be updated to cover current gov-
ernment rules and regulations and adjusted
to comply with revisions to the contractor's
system. These areas may be covered under
more than one training class and some may
be covered by memorandums, bulletins, or
pamphlets.

c¢. Adequacy of Training Topics. Train-
ing programs may include:

(1) an overview of the contractor's ac-
counting system;

(2) an overview of written purchasing
policies and procedures;

(3) purchasing file requirements and
standard forms;

(4) instructions on required contract
clauses (such asthose in 5-607);

(5) ethics procedures (conflict of inter-
est, gifts, gratuities and anti-kickbacks);

(6) a description on the review and ap-
proval process; and

(7) information on penalties associated
with the statutes on false claims and false
statements.

5-606.3 Policies and Procedures

Written policies and procedures that
encompass the purchasing operation help
ensure that;

(1) delegated duties and responsibili-
ties are formally documented and com-
municated to employees,

(2) specific controls operate consis-
tently from period to period,

(3) established purchasing practices
are consistent with management's goals
and objectives, and

(4) are based on authorized require-

ments.
A formal written statement of policies and
procedures rather than an informal one
based on established customs of the or-
ganization should exist at all contractor
locations with substantial government
business. When evaluating the contrac-
tor's policies and procedures, the auditor
should consider whether they:
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a. Address all major duties and respon-
sibilities in the purchasing system. They
should be comprehensive and easily un-
derstood in order to minimize the risk of
errors arising from causes such as misun-
derstood instructions, and mistakes in
judgment. The auditor should be aert for
aspects of the purchasing system process
which are not covered by policies and
procedures.  Additionally, the auditor
should note any instances where actual
practices are inconsistent with established
policies and procedures. In these in-
stances, the auditor should consider the
underlying cause for these inconsistencies
(e.g., failure to adequately communicate
changes in established policies and proce-
dures).

b. Are approved by an appropriate
level of management to signify the dele-
gation of authority and to effectively con-
vey management's commitment to adher-
ing to established policies and procedures,
and complying with FAR and other appli-
cable regulations. The auditor should
carefully assess the level of management
approval to determine if it is appropriate
given the nature of the duties and respon-
sibilities being assigned. While not inher-
ently indicative of poor policies and pro-
cedures, failure to involve an appropriate
level of management in the approval
process can result in a perceived lack of
importance and ultimately a lack of
compliance.

c. Were communicated to those indi-
viduals within the organization who are
responsible for executing them.  This
communication involves not only making
sure that appropriate employees are aware
of established policies and procedures, but
also providing the necessary training to
ensure that they understand how to inter-
pret and execute them.

5-607 Purchasing System -- Contract
Clause Flow Down

The contractor should have policies
and procedures to ensure that all applica-
ble purchase orders and subcontracts con-
tain al flow down clauses, including
terms and conditions and any other
clauses needed to carry out the require-
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ments of the prime contract. Purchasing
personnel must be aware of the distinction
between general or standard contract pro-
visions, and those which are special (used
only when warranted). Manual or com-
puterized forms may be used with desk
procedures or help menus that explain the
criteria used to designate which clauses
are special. A legal specialist may assist
the CPSR team in performing the clause
review.

5-608 Pur chasing Management and
Administration (Make or Buy)

The contractor should organize and
administer the purchasing department to
ensure the effective and efficient procure-
ment of required quality materials and parts
at the most economical cost from responsi-
ble/reliable sources.

5-608.1 Organizational | ndependence

The purchasing department should have
an organizational plan which establishes
clear lines of authority and responsibility.
Items to consider include:

a. The purchasing department is inde-
pendent of other departments and is re-
sponsible for procuring al materials, sup-
plies, services, and equipment.

b. The receiving function is performed
by personnel independent of the buying
function (6-311).

c. All purchasing department person-
nel should understand their assigned re-
sponsibilities, authority, and limitations.

d. There should be procedures delegating
who has the authority to make commitments
and to question quality and quantity of mate-
rial requisitioned or received.

5-608.2 Administrative Controls

In addition to controls related to Source
Selection (5-609), Pricing/Cost Analysis
and Negotiation (5-610), and Subcontract
Award and Administration (5-611), man-
agement should have the following con-
trols in place over placement and admini-
stration of purchase orders:

a. Purchase orders are based on author-
ized requisitions (6-308). The requisi-
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tions should indicate the specific contract,
project, department, or account (i.e., cost
objective) to which the materials or ser-
vices will be charged.

b. Effective numerical document con-
trols or status registers are maintained to
record the receipt of purchase requisitions
and the actions taken to accomplish the
purchase.

c. The purchasing department notifies
originators of purchase requisitions and
other personnel concerned with the receipt
of requisitions, the result of purchase ac-
tions, and other pertinent matters affecting
the purchase.

d. The purchasing department has ade-
guate controls to prevent the unauthorized
use of canceled or voided purchase requisi-
tions.

e. Purchase orders are prenumbered and
all numbers are accounted for.

f. Purchase orders are specific and
complete as to nomenclature, specification,
delivery dates, freight, discounts, price, and
clauses of any type required by the terms of
the prime contract.

g. Copies of purchase orders are fur-
nished when issued to the receiving and
accounts payable functions and when ap-
propriate to the expediting department.

h. Procedures preclude issuing numer-
ous purchase orders for small amounts.

i. The purchasing department maintains
specifications for all materials and services
used by the contractor.

j. Procedures require complete history
files for items purchased frequently and for
all major procurements.

k. The contractor develops alternate
sources when possible.

I. The purchasing department main-
tains and uses, as a means of effecting
economies, price history data and a cur-
rent copy of a priced bill of materials to
ensure that:

(1) Material specifications recorded on
the requisitions and purchase orders
match the specifications on the bill of
materials;

(2) Possible economies for ordering
required material, recognizing the total
needs as reflected in the bill of materials
and the stock level requirements, are con-
sidered (6-308);
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(3) Nonrecurring tooling/setup, and
sirgilar type charges are not paid twice;
an

(4) The price agreed to at the time of
purchase is comparable to the price pro-
jected in the bill of materials, or that price
increases (see 5-610) are fully explained.

m. The contractor has written policies
explaining what types of activity are pro-
hibited by purchasing agents (e.g., accep-
tance of kickbacks).

5-608.3 Pur chasing File Data

Purchasing and subcontracting files
must be adequately documented so as to
provide a complete and accurate history of
purchase transactions to support the vendor
selected and the price paid. If documenta
tion is not available (i.e., certificate of cur-
rent cost or pricing data), request an expla-
nation.

Case Files. The contractor should
maintain a case file of all pertinent ac-
tions affecting each contract and subcon-
tract. In evaluating the adequacy of pur-
chasing files, determine whether the files
include:

a. Copies of the purchase order and
requisition, invitations to bid (or requests
for proposal), responses to solicitations,
resulting subcontracts, and any subcontract
changes.

b. Bid tabulations that summarize and
compare vendor quotations.

c. Vendor surveys of production and
financial capabilities.

d. Certificates for the rent/rent-free use
of government facilities.

e. As applicable, price and cost analysis
to assess reasonableness of the proposed
price. A certificate of Current Cost or Pric-
ing Data (FAR 15.406-2) when required in
FAR 52.215-12.

f. Evidence of evaluation and actions
taken by the contractor to ensure (1) that
the subcontractor has complied with the
requirements to submit accurate, complete,
and current cost or pricing data as required
by FAR 52.215-12; and (2) that where
prices are based on "adequate price compe-
tition" or "catalog or market prices," these
terms are verified to have meaning as de-
fined by FAR 15.403-1.
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g. Records of any negotiations con-
ducted, including justification for the selec-
tion of the successful bidder, basis for se-
lection of contract type, and evidence that
the contractor used the results of its exami-
nation of the subcontractor's proposal in
the negotiations.

h. Copies of technical data.

i. Price redetermination or termination
data.

j. Correspondence between the purchas-
ing department and the bidders.

k. Evidence of Small and Disadvan-
taged Business enterprise considerations.

I. Information concerning the use of
specia terms and conditions and approval
thereof.

m. Written approvals or determina-
tions of the contractor's reviewing authori-
ties.

n. Administrative Contracting Officer
approval of purchase orders when re-
quired.

5-608.4 Make or Buy Program

a. The contractor should have make or
buy policies and procedures. The contrac-
tor's make or buy decisions determine
which components, assemblies, subassem-
blies, or parts are to be manufactured and
which are to be purchased. The contrac-
tor's decison to manufacture in lieu of
purchase may be in the best interests of the
company, but not in the best interests of the
government. When a contractor decides to
manufacture a part or component not nor-
mally within its experience or production
capabilities or which had been purchased in
the past, the basis for that decision and the
resulting cost impact should be reviewed.
For example, the contractor may desire to
gain experience in a particular manufactur-
ing or fabricating process. Another con-
sideration which may influence a contrac-
tor's make or buy decisions involves the
extent of available idle facilities. FAR
15.407-2 requires contractors to develop
make or buy programs for certain contracts
based on adollar threshold.

b. As a minimum, consider internal
controls related to the following when
evaluating make or buy policies and proce-
dures:
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(1) Determine whether the contractor
has a formal make or buy committee, or-
ganization, or function.

(2) If a function has been established,
ascertain the basis for assigning personnel
to the function. Usually, the function is
composed of representatives from various
departments, including purchasing.

(3) Evauate the contractor's estab-
lished make or buy policies and proce-
dures for propriety and acceptability. If
the contractor deviates from the estab-
lished policies and procedures for indi-
vidual actions, evaluate the basis for de-
viation.

(4) Evauate the basis for specific
make or buy decisions to determine
whether the contractor's policies and pro-
cedures are reasonable and effectively
implemented.

(5) Determine whether procedures are
in effect which provide for the prompt noti-
fication to the contracting officer of
changes in make or buy decisions.

(6) The guidance in 14-600 for capita
investments is equally applicable in the
evaluation of make or buy determinations.

5-608.5 System Reporting

There should be a system of reports
and controls that reflects performance and
provides the means through which the
purchasing organization reports its per-
formance to company management. For
example, the contractor may have a status
report reflecting the number of days to
furnish supplier quotes and negotiated
price data for use in proposal preparation,
aging of requisitions, number of purchase
orders issued per buyer, on time deliver-
ies, etc.

5-609 Pur chasing Sour ce Selections

There should be procedures to provide
for the selection of the most responsible
and reliable sources for furnishing required
quality parts and materials. These proce-
dures should also promote competitive
sourcing among dependable suppliers in
order to obtain the most reasonable prices
from sources that meet contractor quality
requirements.
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5-609.1 Competitive Sourcing

In order to ensure acquisition of the
least expensive material consistent with
contract specifications, the contractor's
procedures should provide for bid solicita-
tions from a sufficient number of prospec-
tive sources to promote effective competi-
tion commensurate with the nature and
dollar value of the purchase action. The
contractor should use competition to the
maximum extent practical.

a. Management should promote com-
petitive sourcing by:

(1) requiring regular reports on com-
petitive buying which in addition to identi-
fying the number of competitive bids
would also identify suspect situations
where the lowest bidder may always be the
same and always dlightly under the next
lowest;

(2) providing historical part number and
vendor data bases; and

(3) performing marketing surveys to
determine alternative sources.

b. Bidders Lists. The purchasing de-
partment should maintain bidders lists or
other appropriate reference files of poten-
tial vendors who may be solicited for the
various items of supply and service re-
quired for company operations. These
lists aid in locating supply sources and in
soliciting competitive bids. The contrac-
tor's files should reflect the financial re-
sponsibility, technical capability, and his-
tory of past performance of suppliers,
particularly those from which the contrac-
tor has purchased items on a noncompeti-
tive basis. An evaluation of this area
should determine if bidders lists are main-
tained on a current basis to ensure maxi-
mum useful ness.

c. Purchasing Bid Procedures. The
auditor's review of purchasing procedures
should determine whether:

(1) Bid sdlicitation procedures provide
that:

(a) all quotations for major procurements
areinwriting;

(b) each prospective supplier is furnished
complete sets of specifications for the item
or service to be procured, and sufficient lead
time is allowed for the preparation of the
proposal;

DCAA Contract Audit Manual



558
5-610

(c) the purchasing office establishes case
filgs reflecting a ready record of al actions;
an

(d) al government directives are re-
viewed for specia considerations concern-
ing small business and labor surplus aress.

(2) Procedures provide for sufficient
justification for awarding intracompany
purchases or work orders. Files are re-
viewed independently within the company
for any evidence of "bid-matching” on
orders issued to affiliates, subsidiaries, or
other divisions. In "bid-matching" the
buyer waits until outside bidders respond
and then informs the "inside" company of
the low bid (see 6-313).

(3) Procedures provide for justifica-
tion when the low bidder is not selected.

(4) Procedures ensure that debarred or
suspended contractors are excluded from
receiving contracts, unless the acquiring
agency's head or a designee determines that
there is a compelling reason for such ac-
tion, as explained in FAR 9.405-2, 9.406-
1(c), and 9.407-1(d). An important crite-
rion in determining the propriety and al-
lowability of payments for materia pur-
chases or subcontracts is the "consent"
requirement of specific contracts. FAR
52.244-1 through 52.244-5 are the perti-
nent solicitation provisions and contract
clauses which, if included in a contract,
delineate the "consent" requirements by
types and categories of contracts. If by the
terms of the contract, prior consent is re-
quired of the ACO in subcontract-
ing/purchasing, the ACO is prohibited from
consenting to award to a debarred contrac-
tor. "Consent" here means to consent to
contract with a particular entity or person;
not consent to make a purchase. If prior
consent is not required or if it is required
for approval to make purchases only, a
prime contractor is free to solicit from any
sources available, including debarred, sus-
pended, or ineligible contractors.

5-609.2 Vendor Performance Evaluation

The contractor should use a vendor
evaluation system when selecting sources.
The system should provide for the review
of price, quality, delivery, technical capa
bilities, financial capabilities, and service.
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The contractor should document vendor
evaluations on each buy or have a vendor
rating system. If the contractor has a rating
system, the system should allow for consis-
tency of comparisons among competing
subcontractors, protect rating information,
provide documentation for each element
rated, alow opportunity for new subcon-
tractors to compete, provide for evaluation
by functional areas and be kept current and
accurate.

5-609.3 Sole/Single Source

Contractor policies should view each
single or sole-source purchase as an ex-
ception. The policies and procedures
should require justification, cost/price
analysis, if applicable, and approva by a
responsible company official. Factors to
be considered when evaluating purchases
involving noncompetitive items, which
could affect the evaluation of the purchas-
ing procedures, are whether (a) the vendor
was designated by the contracting officer
who awarded the prime contract and (b)
the purchase, if made from a sole source
supplier, was approved by a responsible
company official.

5-610 Pricing/Cost Analysisand
Negotiated Purchases

The contractor ensures that some form
of price or cost analysis is performed in
connection with every purchasing action.

5-610.1 Cost/Price Analysis and Techni-
cal Evaluation

a. The contractor should perform
cost/price analysis and technical evalua-
tion of its subcontractor's and supplier's
proposals/quotations. The scope and con-
clusions of the analysis should be docu-
mented and included in the purchase order
file. The contractor should obtain a cer-
tificate of current cost and pricing data
when applicable.

b. Buyers should document the purchase
order file to explain price increases (over
previous buys or over bill of materia esti-
mates) and lack of decreases in price when
circumstances indicate that the price should
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be lower (when quarntity is increased over a
previous buy or vendor quote, or when
learning or other factors indicate lesser costs
than in a previous buy).

5-610.2 Negotiation

The auditor's review of purchasing
procedures should determine whether:

a. Buyers are required to negotiate
separate price breakdowns for significant
elements of the purchase (such as for fa-
cilities, tooling, engineering, setup, test-
ing, and special packaging) to alow sepa-
rate cost control of these significant
elements.

b. Prices are established at the time the
order is placed for goods manufactured to
order, rather than on an "advise price"
basis.

c. Procedures require sufficient evi-
dence of negotiation when it is necessary
to establish a reasonable price because the
item is nonstandard or an insufficient
number of bids have been received.

d. Awards have been made to other
than the low bidder on the basis of deliv-
ery. If so, the purchase order should pro-
vide for a downward price adjustment if
delivery schedules are not met.

e. The contractor's procedures provide
for the timely implementation of repric-
ing clauses included in subcontracts or
purchase orders. The contractor's repric-
ing procedures should require that the:

(1) revised contract prices are negoti-
ated or arrived at as provided by contrac-
tual requirements;

(2) cost or pricing data which was
used as the basis for repricing is current,
accurate, and complete; and

(3) results of the repricing action are
in the best interests of the government.

5-610.3 Purchase Discounts, Quantity
and Payment

The contractor is responsible for hav-
ing a system in place for seeking and tak-
ing advantage of cash discounts, trade
discounts, quantity discounts, rebates, and
freight allowances. The contractor should
combine requirements where appropriate.
Usualy this is part of the requirements
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system (6-308) at larger contractors. Ad-
ditionally, contractors may have a corpo-
rate purchasing system to provide volume
discount advantages for the whole com-
pany. The contractor should have a meth-
odology for handling high volume, low
value orders, such as subcontracting with
distributors, competing long term blanket
orders (FAR 13.2) or opened ended sub-
contracts.

5-611 Subcontract Award and
Administration

The contractor ensures the proper types
of contracts are selected and that there are
controls including oversight and surveil-
lance of subcontracted effort.

5-611.1 Types of Contracts

a. The contractor should have policies
and procedures in place for determining the
types of subcontracts to be awarded and
under what circumstances they are to be
awarded. FAR 16.1 can be used as a
guideline when evaluating the contractor's
policies and procedures.

b. Unalowable Procurement. Deter-
mine whether the contractor's procedures
prohibit the issuance of cost-plus-a
percentage-of-cost  subcontracts  (FAR
44.203(b)(2). Under this type of procure-
ment, the subcontractor would receive
payment for, and the prime contractor
would pass on to the government as cost of
its contract, the costs incurred in perform-
ing the contract, plus a specified percent-
age of such costs as a profit or fee. Thus,
the fee would increase in direct proportion
to any increase in cost.

5-611.2 Subcontract Surveillance

Administration of Subcontracts. Ad-
vantages gained by prudent and capable
efforts in planning and negotiating subcon-
tracts can be dissipated through the failure
of upper-tier contractors to administer sub-
contracts properly. Upper-tier contractors
must be aware of the progress of the sub-
contracts to ensure timely delivery of an
acceptable product. When the subcontract
is other than firm-fixed-price, the upper-
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tier contractor must also maintain surveil-
lance over subcontract costs to keep current
with the financial aspects of the upper-tier
contract. The cognizant auditor should
review and evaluate the upper-tier contrac-
tor's policies and practices pertaining to the
administrative and technical controls exer-
cised over delivery schedules, change or-
ders, modification notices, and overal
costs. The contractor should have a policy
and procedures for aerting the government
on award of al auditable subcontracts
(those requiring interim and final audits)
and a method for notifying the government
of potential significant sub contract prob-
lems that may impact delivery, quality, or
price.

a. In evaluating the upper-tier contrac-
tor's procedures for controlling delivery
schedul es, determine whether:

(1) some form of register or control is
maintained to "flag" delivery due dates;

(2) procedures are in effect to expedite
delivery of subcontract material, particu-
larly when it is apparent that the supplier
will not meet the established delivery date,
or isin fact delinquent; and

(3) corrective action is taken when the
supplier is delinquent in delivery schedules
including, where appropriate, adjustment of
the purchase price.

b. In evaluating the upper-tier contrac-
tor's procedures for controlling change
orders and modification notices, determine:

(2) if the upper-tier contractor evaluates
the delivery schedules when engineering
changes have been introduced;

(2) the timeliness of notification from
the upper-tier contractor to subcontractors
when modifications are introduced into
production; and

(3) the adequacy of the action taken by
upper-tier contractors when change orders
or modification notices affect cost.

c. The evaluation of the upper-tier con-
tractor's procedures relative to cost controls
should be directed to the:

(1) production and financia controls,
with emphasis on those controls which
ensure that physical progress of production
is commensurate with reimbursement;

(2) timeliness and adequacy of the re-
pricing action when production is per-
formed under redeterminable subcontracts
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(including a determination of the timeliness
of recoveries resulting from downward
repricing actions);

(3) propriety of the costs generated by
the subcontractor, particularly when the
upper-tier contractor is also a subcontractor
to éhe same or a lower-tier subcontractor;
and,

(4) audit of progress payments (refer to
5-1107.7 billing system audit of subcon-
tractor progress payments).

d. In evaluating the upper-tier contrac-
tor's procedures for adegquate documenta-
tion, determine whether contractor repre-
sentatives are required to prepare trip
reports covering each visit to a subcontrac-
tor. Procedures should require timely re-
porting of significant and relevant issues
including additional funding actions and
status of physica progress in relation to
costs incurred.  Subcontractor financial
reports should be adequately supported by
trip report documentation.

€. Subcontract Changes. Procedures
should be in place to document and justify
the reasons for subcontract changes which
affect cost or price. The government is at
risk when the cost of the subcontract, be-
fore the change, has exceeded or is ex-
pected to exceed original estimates. Lack
of adequate procedures could result in
changes which have been overpriced to
avoid an overal loss or to provide total
profit or fee in accordance with origina
contract estimates.

f. Audit of Subcontracts. Timely con-
sideration of redeterminable, incentive,
and cost-type subcontracts is essential to
the audit of upper-tier contracts. The
government's interest in these types of
subcontracts is similar to its interests in
costs of variable-price prime contracts
when the subcontract awards are made in
a chain unbroken by a firm-fixed-price
subcontract. When the upper-tier contrac-
tor proposes to audit records of a subcon-
tractor, evaluate:

(1) the procedures which address the
extent of coordination between the contrac-
tor's purchasing and audit function;

(2) criteria established by the contractor
for waiving audits;

(3) established procedures for ensuring
that the government is notified when access
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to subcontractor records is denied the up-
per-tier contractor (6-800);

(4) independence and qualifications of
the contractor's auditors; and

(5) adequacy of their audit programs
and working papers (see aso 4-1000).
Procedures should ensure that adequate
controls are maintained for early identifica-
tion of auditable subcontracts (see 6-802).

5-612 Purchasing System - I nformation
Technology System Internal Controls

a. Where information technology (1T)
is used in significant financial applica-
tions, control activities are sometimes
defined by classifying them into two
types, IT genera controls and IT applica-
tion controls. Whether the control activi-
ties are classified by the auditor as general
or applications controls, the objectives of
control activities remain the same: to
provide reasonable, but not necessarily
absolute, assurance that assets are safe-
guarded from unauthorized use or disposi-
tion and that financial and cost records are
reliable to permit the preparation of finan-
cial statements and cost representations.

b. The auditor should review the IT
genera controls and the Purchasing System
application controls to determine if they
have been designed according to manage-
ment direction, GAAP, and applicable
government regulations and that internal
controls are operating effectively to pro-
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vide reliability of and security over the data
processed.

c. Genera controls are composed of (i)
organization and operation controls, (ii)
systems development and documentation
controls, (iii) hardware and systems soft-
ware controls, and (iv) data and procedural
controls. (See 5-400 for a more detailed
explanation of general interna controls.)

d. Purchasing system application con-
trol activities are applied to the input, proc-
essing, and output phases of this single IT
application. In contrast, IT genera con-
trols affect al system applications and op-
erational elements of al IT systems. Sepa-
rate control activities are developed for
each unique application system, such as
labor distribution, inventory control, and in
this instance, purchasing. Although some
application control activities affect only
one or just a few control objectives, most
of the control activities are designed to
prevent or detect several types of errorsin
most or all phases of the application. (See
5-1400 for a more detailed explanation of
application interna controls.)

5-613 Internal Control Reporting

The auditor should follow the guidance
in 5-110, 10-200 and 10-400 for reporting
on compliance with laws and regulations
and on interna controls relative to the con-
tractor's accounting and management sys-
tems.
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5-700 Section 7 --- Audit of Material Management and Accounting System (MMAS)
Internal Controls-- Standards 1 Through 10

5-701 Introduction

a. Refer to 5-101 for the auditor's fun-
damental requirements for obtaining and
documenting an understanding of a con-
tractor's internal controls and assessing
control risk.

b. This section provides audit guidance
for evaluating the contractor's internal
controls for material accounting (5-100)
and compliance with DFARS 252.242-
7004, Contractor Material Management
and Accounting Systems (MMAYS). If a
contractor does not have contracts that
include DFARS 252.242-7004, this audit
guidance can be used to determine if the
contractor's MMAS meets CAS and FAR
reguirements.

5-702 Background Information

MMAS can range from highly auto-
mated to manual systems. The require-
ments of DFARS 242.72 apply equally to
automated or manual systems. MMAS are
normally comprised of a material re-
guirements planning (MRP) system and
material accounting systems. For back-
ground information, MRP systems are
briefly discussed, as follows:

a Many contractors have an automated
system for determining requirements. A
material requirements planning (MRP) sys-
tem is a system for identifying requirements,
initiating procurement, and maintaining
current and future materials necessary to
support production operations. Hence, MRP
is a method of inventory control, not inven-
tory costing. However, an MRP system does
initiate inventory transactions and provides
information used for costing those transac-
tions. It takes into account the specific tim-
ing of materia requirements, with the objec-
tive of minimizing inventory investment
consistent with meeting a given production
plan. An effective MRP system will result in
having the optimum amount of material
available for planned production. Conse-
quently, a contractor's investment in inven-
toriesis minimized.

b. MRP system configurations can
vary depending upon needs. However, the

following features are common to all de-
signs:

(1) Highly Automated Systems. Exten-
sive use of information technology (IT)
enables MRP systems to react instantly to
changed conditions.

(2) Balance of Requirements (often re-
ferred to as RQ) and Replenishments (often
referred to as RP). MRP systems maintain
a balance between all the requirements for
a part and al the replenishments for the
part. Replenishments generate the need for
procurement actions or releases to produc-
tion for the needed parts. The replenish-
ments can be in various stages of comple-
tion or can be available from stock. A
requirement may be a record for a deliver-
able item (independent RQ) or arecord for
a reguirement to be consumed in a next
assembly (dependent RQ). Key data ingre-
dients in each requirement record are the
required quantity, need or schedule date,
and requirement origin (i.e., contract spare
item, shipping date).

(3) Netting Process. The netting proc-
ess involves comparing requirements with
replenishments to determine the need for
parts. It begins with the total bill of mate-
rial for the requirement for each specific
part being netted. If the requirement is for
an assembly, each part incorporated into
the assembly must be separately netted.
The system nets requirements against the
replenishments for that part. The most
basic form of the netting formulais:

STATUS OF A PART = Replenishments

less Requirements

o |If dstatus is zero, replenishment and re-
quirements are in balance.

» If statusis negative, then replenishments
are needed.

» If dtatus is positive, then excess replen-
ishments (parts) exist.

(4) Dynamic Rescheduling. Dynamic
rescheduling of all items in the production
process can result from a timing change or
an introduction or deletion of items in the
production process. Depending on loca-
tion, the rescheduling may be automatic
or may require a manual "go/no go" deci-
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sion. Changes in schedule may result in
different numbers of requirements, replen-
ishments, or both. The timing difference
wil: change the status of the netting for-
mula.

5-702.1 DFARS 242.72

a In December 2000, the Director of
Defense Procurement (DDP) issued a final
rule revising DFARS 242.72 and the re-
lated material management and accounting
system (MMAS) contract clause (DFARS
252.242-7004). The revised rule was effec-
tive on and applicable to contracts awarded
on or after December 13, 2000. Subse-
guently, the DDP, in a policy memorandum
dated August 3, 2001, directed contracting
officers to retroactively apply the revised
rule to the maximum extent possible to
contracts awarded prior to December 13,
2000. The revised DFARS rule specifically
eliminated the requirement for the contrac-
tor to demonstrate compliance with MMAS
policies, procedures and operating instruc-
tions. In lieu of the demonstration re-
quirement, the contractor is required to
accurately describe its MMAS policies,
procedures and practices and provide suffi-
cient detail for the government to reasona
bly make an informed judgement regarding
the adequacy of the MMAS. Contractors
are also required to provide the govern-
ment, upon request, the results of internal
reviews conducted to ensure compliance
with established MMAS policies, proce-
dures and operating instructions. Accord-
ingly, the government continues to have
the same access to contractor records it had
prior to the issuance of the fina rule.
DFARS 242.72 and the related MMAS
contract clause (DFARS 252.242-7004)
continue to prescribe policies, procedures,
and standards for use in the evaluation of a
contractor's MMAS. DFARS requires ap-
plicable contractors to assess their MMAS
and take reasonable action to comply with
MMAS standards. Considering applicabil-
ity reguirements, some contractors may
also be required to disclose their compli-
ance with MMAS standards. The cognizant
auditor should advise and assist the ACO
in evaluating both the contractor's MMAS
and the contractor's correction of any defi-
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ciencies. “Contractor” means a business
unit as defined in section 31.001 of the
FAR.

b. DFARS 242.72 ordinarily requires
the contractor to conform to MMAS stan-
dards on al prime contracts that (i) exceed
the simplified acquisition threshold and (ii)
are cost—-reimbursement contracts or fixed-
price contracts that provide for progress
payments based on costs. Contracts
awarded to small businesses, educational
institutions, or nonprofit organizations are
exempted. Additional requirements are as
follows:

(1) The government may review any
large business contractor's MMAS when
the contractor has received qualifying sales
of DoD prime contracts or subcontracts
totaling $40 million or more in its preced-
ing fiscal year and the ACO, with advice
from the auditor, determines that an
MMAS review is needed based on a risk
assessment of the contractor’s past experi-
ence and current vulnerability. Qualifying
sales are sales for which cost or pricing
data were required under 10 U.S.C. 23063,
as implemented in FAR 15.403, or that are
contracts priced on other than afirm-fixed-
priced or fixed price with economic price
adjustment basis.

(2) The cognizant contract administra-
tion office and the auditor must jointly
establish and manage programs for evaluat-
ing the MMAS systems of contractors and
must annually establish a schedule of con-
tractors to be reviewed. The MMAS re-
views must be a team effort. The auditor
participates as a team member or serves as
team leader and is required to issue an au-
dit report to be incorporated into the team
MMAS report. The MMAS review must be
tailored to take full advantage of the day-
to-day work done by the contract admini-
stration office and the auditor.

c. DoD policy stipulates that al con-
tractors must have an MMAS that reasona-
bly forecasts material requirements, assures
proper charging and allocation of pur-
chased and fabricated material (based on
valid time-phased requirements), and main-
tains a consistent, equitable, and unbiased
logic for costing of material transactions.
The MMAS contract clause (DFARS
252.242-7004(e)) specifies that MMAS
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must have adequate internal accounting
and administrative controls to assure sys-
tem and data integrity and must comply
with ten specific MMAS standards.

d. For contractors required to disclose
and maintain compliance of their
MMAS, DFARS 252.242-7004(c) pro-
vides system disclosure and maintenance
requirements.

(1) MMAS disclosure is adequate
when the contractor has provided the cog-
nizant ACO documentation which accu-
rately describes MMAS policies, proce-
dures, and practices in sufficient detail for
the government to reasonably make an
informed judgment regarding the ade-
quacy of the contractor's MMAS currently
being used. The contractor is aso required
to provide the ACO, upon reguest, the
results of internal reviews that it has con-
ducted to ensure compliance with estab-
lished MMAS policies, procedures and
operating instructions. Anticipated
changes to the existing system would be
subject to future audits after implementa-
tion. Significant changes to the MMAS
must be disclosed to the cognizant ACO
at least 30 days prior to their implementa-
tion per DFARS 252.242-7004(c)(3).

(2) If the contractor receives a report
from the ACO that identifies any deficien-
ciesinits MMAS and the contractor agrees
with the report findings and recommenda-
tions, the contractor shall, within 30 days
(or such other time period as may be mutu-
ally agreed to by the ACO and the contrac-
tor), state its agreement in writing. After
submitting its agreement in writing, the
contractor has 60 days (or such other time
period as may be mutually agreed to by the
ACO and the contractor), to correct the
deficiencies or submit a corrective action
plan showing milestones and actions to
eliminate the deficiencies. If the contractor
disagrees with the report findings and rec-
ommendations, the contractor has 30 days
(or such other time period as may be mutu-
ally agreed to by the ACO and the contrac-
tor), to state its rationale for each area of
disagreement.

(3) The ACO is required to evaluate
the contractor’s response and notify the
contractor in writing of the determination
concerning any remaining deficiencies,
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adequacy of any proposed or completed
corrective action plan; and the need for
any new or revised corrective action
plan.

(4) If the ACO determines the MMAS
deficiencies have a material impact on
Government contract costs, the ACO must
reduce progress payments by an appropri-
ate percentage based on affected costs (in
accordance with FAR 32.503-6) and/or
disallow vouchered costs on vouchers (in
accordance with FAR 42.803) until the
ACO determines that the deficiencies are
corrected or the amount of the impact is
immaterial.

5-703 General Audit Palicy

a. Refer to 5-103 for DCAA's genera
audit policy for the audit of contractor
accounting and management systems and
related internal controls.

b. It is DCAA's policy to assist the
ACO in evauating the contractor's
MMAS. When appropriate, DCAA
should provide the ACO with an assess-
ment of the significance of contractor
deficiencies and an estimate of the result-
ing adverse material impact to the gov-
ernment. Also, DCAA should assist the
ACO in evaluating the contractor's correc-
tion of deficiencies.

c. DFARS 242.7203(c) requires that
cognizant contract administration and
audit activities will jointly establish and
manage programs for evauating the
MMAS of contractors subject to disclo-
sure and maintenance requirements and
will annually establish a schedule of con-
tractors to be reviewed (see 5-702.1b).
MMAS audits should be accomplished as
ateam effort with ateam leader appointed
by the ACO. These audits should be con-
ducted where the ACO (in consultation
with the auditor) determines that the gov-
ernment is subject to high risk.

d. The guidance contained in the fol-
lowing paragraphs can be applied to con-
tractors who are not subject to the disclo-
sure and maintenance requirements.
However, prior to initiating any such au-
dit, the auditor should coordinate with the
regional audit manager and cognizant
ACO.
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5-704 Audit Objectives

a. The purpose of the audit is to express
an opinion on the adequacy of the contrac-
tor's MMAS internal controls and deter-
mine the cost impact, if any, resulting from
any system noncompliance.

Refer to 5-104 for DCAA's primary
objectives for auditing the contractor's ac-
counting and management systems. The
MMAS standards are stated in DFARS
252.242-7004(€).

b. The contractor is responsible for pro-
viding sufficient evidence that its policies,
procedures, operating instructions and re-
lated interna reviews ensure compliance
with the 10 MMAS standards outlined in
the contract clause a8 DFARS 252.242-
7004(e), specificdly MMAS standard
number 1. This standard requires the con-
tractor to have an adequate system descrip-
tion including policies, procedures, and
operating instructions that comply with the
FAR and Defense FAR Supplement. Fur-
ther, DFARS 242.7203(c)(2) requires the
auditor take full advantage of the day to
day work done by the contract administra-
tion office. Accordingly, the auditor should
determine the level of reliance that can be
placed on the work of others (4-1000).

¢. The auditor should scope the audit to
meet the objective of determining compli-
ance with MMAS standards. If the contrac-
tor refuses to provide sufficient documen-
tation that its policies, procedures and
operating instructions comply with the
MMAS standards, the auditor (after a rea-
sonable period of time) should notify the
ACO for assistance in obtaining the re-
quired documentation. Actions which
could be considered by the ACO would
include reductions or suspension of pro-
gress payments under FAR 32.503-6, disal-
lowing vouchered costs under FAR 42.803,
disapproval of the contractor's cost ac-
counting system and/or cost estimating
system, and/or recommendations concern-
ing award of future contracts. The auditor
should implement audit steps to identify
the potential harm to the government as the
basis for any recommended ACO with-
holding. The FAO and ACO must coordi-
nate with the contractor as early as possi-
ble, preferably at the time of requirements
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planning. This early coordination should
assure an understanding of government
expectations, audit timing, and methods for
system disclosure and maintenance.

d. For contractors that do not have con-
tracts containing DFARS 252.242-7004,
MMAS audits will be conducted when
material costs are significant and a vulner-
ability assessment projects the need. The
objective of the audit is to determine
whether the contractor's MMAS adequately
conformsto CAS and FAR requirements as
amplified by MMAS standards. In these
circumstances, the auditor should conduct
an audit to determine the degree of compli-
ance with MMAS standards. For any non-
compliance disclosed, the report will iden-
tify appropriate FAR/CAS citations and
pertinent contract clauses.

5-705 Scope of Audit

a. While the nature and extent of audit
effort depends upon contractor size,
amount of government business and audit
risk (materiality and sensitivity), the scope
should be consistent with the guidance in
5-105. DFARS 242.7203 states that re-
views of the contractor's MMAS will be
done as a contract administration office and
contract audit team effort; therefore, the
scope of audit must be coordinated closely
with the ACO. The evaluation will be
based on the disclosures provided by the
contractor, transaction testing and other
testing as necessary.

(1) Where the contractor meets the cri-
teria in DFARS 242.7203(a), the auditor
should request that the contractor provide
the results of any system testing which has
been done (see 5-715).

(2) In determining the scope of audit,
the auditor should consider how much reli-
ance can be placed on the contractor's
transaction testing and disclosure of inter-
nal controls, and day to day work done by
the contract administration office (see 4-
1000).

b. The auditor should also review com-
pleted audits related to MMAS, including,
as a minimum:

(1) Billing system audits

(2) 1T audits (general and application
controls) of MMAS
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(3) Estimating system audits

(4) MMAS operations audits

(5) Material incurred cost audits

(6) Defective pricing audits

(7) Contractor purchasing system audits

c. The auditor should coordinate with
DCAA auditors at other contractor divi-
sions/segments, the ACO, and the contrac-
tor. To ensure positions and interpretations
are consistent, the auditor should contact
the CAC, CHOA, or other segment audi-
tors to determine similarities of systems
among segments, deficiencies found at
other divisions, and interpretations of com-
pliance/noncompliance to specific stan-
dards. Coordinate the audit with the ACO
to assure full understanding of the overall
scope and areas of responsibilities. Since
the review deals primarily with financia
and accounting issues, the ACO should be
encouraged to assign DCAA as the team
|leader. Further, the auditor should coordi-
nate closely with other responsible gov-
ernment representatives such as govern-
ment property specialists and engineering
and other technical representatives. Team
tasks must be clearly defined to take ad-
vantage of the available government exper-
tise and mission requirements of all mem-
bers. Most important, the team must make
every effort to avoid duplication of effort.
Early discussions with the contractor
should be established to assure adequate
disclosures in a reasonable period. Be sure
that the contractor and ACO have a good
understanding of what is expected in terms
of the format and timing of the disclosures
and the expected level of detail (including
sufficient evidence).

5-705.1 I nadequate Disclosure and
Maintenance

a. DFARS 252.242-7004(c) requires
contractors to have policies, procedures
and operating instructions that adequately
describe their MMAS and to provide to the
ACO, upon request, the results of internal
reviews that have been conducted to ensure
compliance with established MMAS poli-
cies, procedures and operating instructions.
The DFARS also requires contractors to
disclose to the ACO significant changes to
their MMAS at least 30 days prior to im-
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plementation. Audit considerations related
to each of the 10 MMAS standards are
discussed in the following paragraphs.

b. If the contractor does not adequately
describe its MMAS or fails to provide the
ACO with the results of internal reviews,
and the auditor has identified potential
harm relative to premature or excess bill-
ings, calculate any estimated harm to the
government and recommend that the ACO
implement a withhold to protect the gov-
ernment's financial interests. The following
steps can be used to help determine the
potentiadl harm relative to premature or
excess hillings.

(1) Review current inventory to identify
materials that are in excess of known re-
quirements by comparing the contractor's
listing of contract regquirements (parts lists,
etc.) to the on hand inventory.

(2) Review the materid months on
hand, e.g., date received to the date of us-
age, to determine if materials appear to be
unreasonably time phased.

(3) Review contractor inventory cycle
count data if available or sample inventory
to determine the level of record accuracy.

(4) Sample materia transfer activity to
determine if transfers of costs or loan pay-
back procedures resulted in noncompliance
with MMAS Standard 7 and increased or
duplicated costs to the government.

(5) Tailor other steps that would iden-
tify potential harm to the government based
on leads or information available to the
FAO.

(6) Notify the ACO of the disclosure
and maintenance problems and identify
deficiencies found in the above steps.

(7) Recommend that the ACO withhold
the amount of the potential impact to the
government (the effect of the identified
procedural and/or control deficiencies)
identified through the above steps until the
contractor adequately describes its MMAS
and/or provide the requested results of in-
terna reviews. See 5-717 for guidance on
computing cost impacts.

5-706 System Description (MMAS
Standard 1)

MMAS Standard 1 (DFARS 252.242-
7004(e)(1)). This standard requires the
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contractor to provide an adequate system
description including policies, procedures,
and operating instructions compliant with
FAR and DFARS. While the contractor is
required to provide a broad range of
documents, the auditor should focus atten-
tion on the adequacy of the policies, pro-
cedures, and operating instructions related
to MMAS Standards 2 through 10.

a The contractor should establish and
maintain descriptions of the mgor manual
and automated systems that comprise the
MMAS. These descriptions should cover all
integrated component systems and include;

(1) narrative descriptions of each of the
component IT systems and the interaction
with one another,

(2) detailed flowcharts for each of the
component IT systems,

(3) identification and purpose of all
MMAS related transactions, tables, sched-
ules, files, and reports for each component
IT system,

(4) descriptions of available historical
data files, retention periods, and storage
format, and

(5) identification of the programming
languages used to implement, process, and
query the system.

b. The contractor should provide a writ-
ten description of its MMAS in enough
detail to allow the auditor to get a thorough
understanding of how the MMAS operates.
The contractor's write-up should include
references to written policies, procedures,
and operations manuals. Information
should be provided for each process or
function within the system as well as exist-
ing internal controls.

c. The system write-up should identify
the generation of material requirements,
bills of material, and development of lead
times. The contractor should provide in-
formation on how this information is used
to purchase material. All data input
(whether manual or automated) should be
identified. This should include a descrip-
tion of how the materia is:

(1) ordered and tracked once a pur-
chase order isissued;

(2) tracked once it arrives at the con-
tractor's warehouse or plant;

(3) handled and accounted for in stor-
age locations;
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(4) issued to atask;

(5) billed to the government;

(6) accounted for when it is moved
among tasks or inventories and incorpo-
rated into the end item; and

(7) disposed of during contract per-
formance and at contract completion.

5-707 Material Requirements (MMAS
Standard 2)

MMAS  Standaad 2  (DFARS
252.242.7004(¢)(2)). MMAS Standard 2
requires contractors to assure that pur-
chased and fabricated material charged to
contracts are based on "valid time-phased
requirements." Costing practices are valid
and time-phased when material is pur-
chased and/or fabricated for a specific
production plan and the cost is charged
and billed within areasonable time related
to production process needs.

a. There is no standard number of days
(months) that constitute adequate time
phasing. Time phasing is the product of
good material management and internal
controls. Reasonable time phasing en-
sures all material management processes
are justified and followed. In turn, mate-
rial management processes should ensure
that materials are received as close to
manufacturing need dates as possible un-
der existing circumstances.

b. The auditor's primary goal is to de-
termine that sufficient procedures and con-
trols are established to assure contracts are
charged based on valid time-phased re-
quirements. The standard specifies accu-
racy goals as a validity measure to assure
that the bill of material (BOM) or master
production schedule (MPS) reflects the
most accurate, complete, and current in-
formation. The auditor should review IT
related policies and procedures that address
the system'’s automated operations. Current
flowcharts of the material time-phasing
process and the processes used to deter-
mine BOM and MPS accuracies should be
reviewed, analyzed, and a conclusion made
regarding the adequacy of the automated
process. Internal controls over access to
component IT systems should be reviewed
to determine that only users needing access
to perform their duties are allowed onto the
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system (see 5-1406.1). Data entry sources
and related material system transactions
should be identified and their applicable
security system authorization tables exam-
ined to determine that transaction authori-
ties (e.g., read, update, delete) are ade-
quately controlled (see 5-1406.2).

c. Auditors must be alert for situations
where the contractor's current systems are
accurate (the BOM system is generating
valid requirements and the MPS system is
identifying accurate material need dates)
but contracts include invalid or unrea-
sonably time-phased materials. However,
this should be the exception---an accurate
system should generate valid time-phased
material costs. Even though the current
system is functioning accurately, prior
deficiencies or other circumstances may
have alowed invalid or unreasonably
time-phased materials to be charged to the
contracts. This would be noncompliant
with the objective of the standard if con-
trols were not instituted to relieve the
government of the impact of this unallow-
able practice.

d. The auditor should verify contractor
use of the BOM and MPS as a basis for
material costing and review measures of
performance that assure charges or alloca-
tions are based on valid time-phased re-
quirements. Standard 2 states that a 98
percent BOM accuracy and a 95 percent
MPS accuracy (see 5-707.1d. and 5-
707.2b. respectively, for discussions on
the accuracy calculations) are desirable
goals to assure that requirements are valid
and time-phased. If the system accuracy
is lower, the contractor must provide ade-
quate evidence that there is no material
harm to the government and that the cost
to meet the accuracy goals is excessive in
relation to impact on the government.
Reviews of the BOM and MPS require
close coordination with government tech-
nical representatives.

e. As the auditor evaluates contractor
compliance with the 10 MMAS standards,
observations in other areas may provide
indicators of problems with the MPS and
BOM. A large number of material expe-
diters, substantial excess inventory, and
frequent inventory shortages can all be
strong indicators that formal MPS and
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BOM systems are not providing accurate
information or that established policies
and procedures are not being followed.
These circumstances can also be indica-
tors that the contractor is operating under
an informal system and ignoring problems
reported by formal MPS and BOM sys-
tems. This can lead to problems with
excess inventory and financing of material
far in advance of need.

5-707.1 Bill of Material Accuracy

a. Requirements are considered valid
when material is purchased or fabricated
to provide quantities necessary to com-
plete specific production units. The bill
of material (BOM) identifies materials
and quantities required to manufacture
the assembly. An accurate BOM repre-
sents contractually required materials.
By combining the requirements for the
various assemblies, the contractor can
determine total contract requirements.
Total requirements can then be compared
with material charges to the contract.
This process can identify the existence of
costs that:

(1) are not based on requirements

(2) exceed contract requirements

(3) represent requirements for which no
costs have been incurred

b. The contractor should have BOM
policies and procedures addressing:

(1) BOMs for assemblies and
fabricated parts that generate requirements

(2) the development of original ma-
terial requirements and subsequent
changes

(3) approva authority for releasing
and maintaining bills of material

(4) material requirement adjustments
for engineering changes

(5) controls for converting engineering
BOMsto manufacturing BOMs

(6) materials used on an "as re-
quired" basis (no specified quantity re-
quirement)

(7) substitute material to include con-
trols that prevent requirements from being
input for both primary and substitute ma-
terials

(8) how and when bills of material re-
cords are maintained and purged
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(9) a reasonable basis for measuring
the accuracy of the bill of material

c. The contractor's system should pro-
vide for systematic testing of the bills of
material for accuracy, appropriate correc-
tive measures as warranted, and a record
of the results of such tests.

d. The techniques for calculating the
accuracy percentage for BOMs will vary
from contractor to contractor. The tech-
nique used is dependent on BOM prepara-
tion methods and the production process.
BOM accuracy indicates whether the
BOM represents the actual material re-
quired to produce the product. Using
traditional methods, material requirements
on an "as-built" basis is the best measure
of accuracy. However, the BOMs which
are loaded into the system and drive pur-
chase and fabrication orders are the ones
affecting billing and costing.  These
BOMs are the most appropriate for meas-
uring to assure they reflect the most cur-
rent, accurate, and complete information.
The contractor should have procedures
and internal controls for ensuring accurate
BOMs and a reasonable method for calcu-
lating BOM accuracy. An example of one
formulafollows:

BOM Accuracy =

e. Each level of production (i.e., fabri-
cated parts, subassemblies, assemblies,
and line replaceable units) has BOMs that
may be tested for accuracy. BOMs can be
inaccurate at any level. In order for the
auditor to assess BOM accuracy, selected
BOMs must be compared to appropriate
data (e.g., engineering BOM, part draw-
ings, engineering changes) to ensure that
98 percent of the BOMs driving procure-
ment are accurate. Necessary adjustments
for the actual calculation of the BOM
accuracy must be made as circumstances
warrant.

5-707.2 Master Production Schedule Ac-
curacy

a. The contractor should have a docu-
ment(s) that represents the master produc-

569
5-707

tion schedule (MPS). The MPS details
what and how much material, labor, and
capacity is required and when these re-
sources are needed. The contractor
should have MPS policies that address:

(2) level of approvd and identification of
gpproving officia

(2) whether or not past due effort is a-
lowed (past due effort is unplanned effort and
should be reschedul ed)

(3) methods for evauating reasonable-
ness of capacity constraints

(4) definition of planning horizon and
identification of planning time increments.

(5) techniques for systematic testing for
accuracy and appropriate corrective meas-
ures, as warranted

(6) procedures and identification of au-
thorities for changing policies

(7) methods for periodically verifying
the reasonableness of lead and flow
times

(8) timely processing of changes

(9) product changes being planned and
implemented to minimize disruption to
the master schedule, scrap, rework, and
obsolete material

b. An accurate MPS and related poli-
cies and procedures should provide time
phasing of production materials. The
techniques for calculating the accuracy
percentage for MPS will vary, depending
on the method used to prepare the MPS
and the nature of the production process.
Although there are some common meth-
ods used for measuring MPS, no specific
method is required. Each contractor
should assess its own system and then
identify the most appropriate method to
provide evidence that the system gener-
ates realistic need dates for material. Tra-
ditional MPS accuracy measures consider
historical performance by comparing end
item deliveries accomplished versus end
item deliveries planned for a given time
period, determined as follows:

PERFORMANCE =

c. The accuracy measure must be sup-
ported by adequate evidence of the reliabil-
ity of the schedules being measured. The
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contractor should provide documentation
identifying the various lead times and
process flows and show the justification for
times used. This includes documentation
showing that the data used in the MPS is
consistent actual shop floor practice. The
documentation should include all processes
that contribute to timely scheduling of ma-
terial receipts and end item completion at
the point that the measure is taken. The
contractor is expected to establish a rea-
sonable basis for accuracy measurements,
and a program for on-going measurement
and improvement of accuracy levels to
reach desired accuracy goals.

d. Another example of a measure of
MPS accuracy is:

In this example, the contractor will
determine the universe of contractual end
items and their applicable delivery dates.
Once the universe is identified, a determi-
nation is made as to whether these con-
tractual end items are included in the
schedule and that the schedule reflects
contractual due dates. When basing the
measurement on prospective contractual
end item delivery dates as shown in the
above example, be aware that contracts
may allow a "window" in which to deliver
or alow early delivery of contractual end
items.

e. The auditor should ensure that these
types of measures are not misleading.
The critical points are the accuracy of the
lead and process times used in the sched-
ules being measured. Before these types
of measures can be of value, the contrac-
tor must demonstrate the accuracy of the
data within the schedules and its consis-
tency with practice.

f. The auditor should evaluate the reason-
ableness of whatever measure the contractor
chooses to employ and render a judgment on
whether that measurement appropriately de-
picts the schedule accuracy and assures that
materids required in the manufacturing proc-
ess will be reasonably time-phased to need in
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the manufacturing process. In addition, the
contractor and auditor should evauate the
reasons for identified variances to determine
the causes of inaccuracies.

g. To assure that contract costing or bill-
ings are time-phased, the contractor should
provide an anaysis of inventory turnover
and/or "months-on-hand" of current inven-
tory. The documentation will vary from
contractor to contractor. The auditor should
evaluate the reasonableness of whatever
approach the contractor chooses to employ
and render ajudgment on whether or not the
contractor has adequately justified materials
carried for long periods of time. In addition,
the contractor and auditor should evaluate
the reasons for premature costing or billings
to determine the cause and any potentia
harm to the government.

5-707.3 Justification of Exceptions

a. Even though the contractor's system
achieves the desired BOM and MPS accu-
racy levels, it is possible for invalid or
unreasonably time-phased material to get
into contract costs and current hillings.
These situations can be caused by prior
system deficiencies that have not been
corrected, minimum buy requirements, or
other circumstances. Therefore, it isim-
portant that the contractor have policies
and procedures in place to identify when
such situations may exist, investigate the
causes, and take necessary corrective ac-
tions to ensure that the government is not
over billed.

b. The contractor should have con-
trols in place to identify situations where
materials in excess of contract require-
ments or significantly before production
need dates are charged to government
contracts. While these conditions are not
necessarily unreasonable, it is important
that they be identified and investigated to
ensure that the MMAS is continuing to
operate effectively. In addition, the con-
tractor should ensure that the government
is not billed for unreasonable material
Costs.

c. For example, because of minimum
buy and/or economic order quantity re-
strictions for some items of material, ma-
terial quantities greater than valid time-
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phased requirements may be purchased or
fabricated and charged to a cost objective.
In these instances, the contractor should
demonstrate that its method reduces over-
all costs of purchases and fabrication and
that receipt and costing of the materialsis
done as close to the need date as possible
to take advantage of available price reduc-
tions. Normally, the contractor should not
charge contracts for materials when a
requirement does not exist. However,
consideration must be given when mini-
mum buy or other necessary circum-
stances are imposed on the contractor to
buy greater quantities than immediately
needed.

5-708 System Monitoring (MMAS
Standard 3)

MMAS Standard 3 (DFARS 252.242-
7004(e)(3). Standard 3 requires the con-
tractor to provide a mechanism to identify,
report, and resolve system control weak-
nesses and manual overrides. As with any
system, sufficient internal controls should
exist so any significant irregularity will be
identified through normal system opera-
tion. The MMAS system should include
policies and procedures that describe how
and when operational exceptions are to be
identified, reported, and resolved. Opera-
tional exceptions are irregular situations
that result from system logic (analysis and
correction of errors and irregularities) or
system overrides.

a. The standard specificaly cites excess
inventory as one area that needs control
mechanisms. The system should identify
excess inventory as soon as known. MRP
activity can mask any excess by constantly
causing it to be moved because of new
requirements or changed priorities.

b. Experience has shown that inappro-
priate costing can result from contractor
use of excess inventory on spares contracts.
Excess parts are sometimes used on spares
contracts at no cost (i.e., never transferring
the cost or the replacement part), understat-
ing actual recorded contract costs on the
gaining contract and overstating cost on the
losing contract. Further, nondisclosure of
such activity (i.e., proposing purchase or
fabrication costs when the parts will be
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used at no cost) at spares contract price
negotiation could result in defective pric-
ing.

¢. While reporting mechanisms for ex-
cess/residual inventory are critical ones,
they are not the only exceptions or prob-
lems the auditor should be concerned with.
The auditor should look at the contractor's
entire exception reporting system to verify
the existence, and adequacy, of major con-
trols in al areas that need to be identified.
These areas include, but are not limited to:

(1) unauthorized changes to BOMs,

(2) materials charged to contracts in
excess of requirements;

(3) materias charged to contracts prior
to its production need date (time-phasing);

(4) monitoring of attrition, rework,
scrap, and lost/found material;

(5) transfers and loan/paybacks; and

(6) manua overrides (i.e., material ad-
justments).

d. The most common method used by
contractors to facilitate the identification of
system irregularities, or problems, is the
"exception report.” The auditor should
obtain alisting of all exception reports and
their usage. If there are a significant num-
ber of exception reports that are either no
longer in existence or not currently used,
this should be brought to management's
attention.

e. The contractor's policies and proce-
dures should address the resolution of re-
ported exceptions. To be fully compliant
with the intent of this standard, the contrac-
tor should do whatever is necessary to pre-
vent exceptions, where feasible, or at least
minimize their recurrence.

5-709 Audit Trail (MMAS Standard 4)

MMAS  Standard 4  (DFARS
252.242.7004(e)(4). This standard requires
adequate MMAS audit trails and necessary
records to evaluate system logic and to
verify through transaction testing that the
system is operating as desired. The auditor
should determine that (a) al original en-
tries and subsequent transactions are re-
corded in the system, (b) there is an appro-
priate audit trail, and (c) sufficient
evidential matter exists to allow the expres-
sion of an audit opinion.
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a. All transactions, both origina and
subsequent entries, should be recorded in
the system to enable verification of system
performance. The auditor should be aert
for situations where entries, especialy ad-
justments, can be entered into the system
without evidence of the entry being re-
corded. The contractor should identify
each type of transaction covered by the
MMAS and the controls for ensuring that
these transactions are properly recorded in
the system.

b. An audit trail refers to the ability to
trace transactions from their authorization
through any intermediate books and re-
cords to the books and records of fina en-
try, and vice versa. The contractor should
be able to show how both purchased and
fabricated parts flow through its system
from beginning to end. At a minimum, the
auditor should trace a few transactions
through each significant aspect of the con-
tractor's system. If this effort was accom-
plished to support the auditor's basic un-
derstanding of the system it need not be
duplicated here.

¢. The contractor must be able to pro-
vide sufficient evidence, through transac-
tion testing, that its MMAS system is reli-
able. To fully comply with this standard,
the contractor's system should provide for
periodic transaction testing to ensure that
the system is continuing to operate as
designed. This testing may be included as
part of Standard 10.

d. The auditor should carefully assess
the adequacy and sufficiency of the con-
tractor's transaction testing and revise the
scope of audit accordingly (see 4-1000).
In addition, the contractor's transaction
testing may fulfill some or al of the re-
quired substantive testing necessary to
issue an opinion on the allowability of
incurred material costs. Therefore, the
nature and results of the contractor's test-
ing efforts should be considered in scop-
ing the extent of our annual evaluation of
incurred material costs (see 6-300).

5-710 Physical Inventories(MMAS
Standard 5)

MMAS Standard 5 (DFARS 252.242-
7004(e)(5)). The main objective of this
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standard is the requirement to maintain
accurate recorded inventory validated
through periodic reconciliation of re-
corded to physical inventory gquantities.
This will help to ensure that purchases do
not exceed reguirements, progress pay-
ments are based on valid inventory re-
cords, and physical inventory information
is accurate for estimating and pricing pur-
poses. The standard specifies 95 percent
accuracy as adesirable goal. If this accu-
racy goal is not achieved, the contractor
must provide adequate evidence that there
is no harm to the government and that
costs to meet the goal are excessive (con-
sidering the potential harm to the govern-
ment). See 6-306 for additional guidance
on physical inventories.

5-710.1 Receipt and | nspection of
Material

a. The contractor should establish and
maintain policies and procedures for re-
ceipt and inspection of material. The re-
ceiving activity is responsible for the re-
ceipt and inspection of incoming materials
and the movement of these materials to
the areas where the storage and usage
functions are carried out. Common re-
sponsibilities include:

(1) unloading, unpacking, identifying,
sorting, and verifying that the quantity and
quality of materials received agree with
purchase order requirements

(2) noting shortages, damage, and de-
fects

~ (3) reporting receipts and discrepan-
cies

(4) moving materials to storage or other
appropriate activities

(5) providing appropriate transaction
inputs to the inventory requirements and
accounting systems

b. In evaluating interna controls, as a
minimum determine the following condi-
tions and procedures are used as a means of
controlling the activities of the receiving
and inspection department:

(1) The receiving function is independ-
ent of the purchasing, invoice processing,
and shipping functions.

(2) Incoming materia is centrally con-
trolled.
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(3) Receiving reports, signed by an au-
thorized representative, are prepared for al
material received, and a copy is furnished
to the accounting department.

(4) The receiving department is ad-
vised, by copy of the purchase order, of the
type of material purchased.

(5) Quantities of materials received are
verified by actua count, weight, or
measurement by the receiving department.

(6) Quality inspection is evidenced by
inspection reports, notations on receiving
reports, or other acceptable records.

(7) Procedures are in effect which
control defective and damaged material,
overshipments, returned material, material
received but not ordered, and claims
against carriers and vendors, with related
responsibilities for the issuance of debit
memorandums.

(8) Where the contractor accepts and
reworks defective vendor-furnished mate-
rial instead of rejecting and returning it,
government contracts are not charged
with the cost of rework, unless this is
clearly justified in the circumstances.

(9) Material returns are routed to the
shipping department and are controlled by
authorized shipping advises or material
releases.

(10) Procedures are in effect for con-
trolling the distribution of material from
the receiving area to stores or to produc-
tion areas.

(12) The flow of accounting documenta:
tion is controlled by use of prenumbered
forms, batch transmittals and/or other appro-
priate means.

c. The pervasiveness of modern IT
systems requires the auditor to obtain
reasonable assurance that the authority of
data origination, accuracy of data input,
integrity of processing, and verification
and distribution of output within the re-
ceiving and inspection functions are ade-
guately controlled (see 5-716). The re-
sults of the most recent IT System
General Internal Control audit and other
related systems audits should be reviewed
for reported deficiencies which could ad-
versely impact interna control of the re-
ceiving and inspections functions. The
following elements should be considered
when reviewing internal controls related
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to automated material
inspection systems:

(1) The contractor's representation of
recelving and inspection systems internal
controls.  This representation should in-
clude identification of system transactions
and related security, material processing
and exception reporting, inspection proc-
essing, adjustments, etc. System operation
and the identification of al related system
policies, practices, and procedures.

(2) The number of employees having
access to material and inspection system
data should be reasonable and based on
need. Adequate security controls (logical
and physical) should be incorporated to
control access to the system (see 5-1406.1)
and to control specific material transaction
capabilities. Authority to make changes to
receiving and inspection data should be
limited, logged, and closely monitored (see
5-1406.2).

(3) Current receiving and inspection
system/subsystem flowcharts showing data
input characteristics, internal  control
points, internal control tables, and output
reports. System operation should be veri-
fied to the policies, practices, procedures,
and flowchart.

(4) Test system internal controls by
tracking selected receipt transactions to
their source purchasing documents. Ver-
ify the results of the test to the related
bills of material or contract. Any differ-
ences must be resolved with the contrac-
tor. Consider using CAATSs to expedite
the process.

receiving and

5-710.2 Storage and | ssuance of M aterial

a. The storing and issuing function is re-
sponsiblefor:

(1) Protecting and preserving material
in storage, including appropriate safe-
guards for items of a sensitive nature and
items subject to deterioration by the ele-
ments.

(2) Accessing fast moving items.

(3) Examining materid requisitions for
the appropriate stock number, nomenclature,
and authorized usage.

(4) Substituting, if appropriate, an-
other item when a requisitioned item is
not available.
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(5) Issuing material timely when pre-
sented with an authorized requisition.

(6) Initiating purchase requisitions
when stock levels reach the reorder point
or when authorized requisitions cannot
be filled, duly noting due-ins and due-
outs.

(7) Reviewing stock for slow moving
items and items in long supply and initiat-
ing appropriate action for consumption or
disposal.

(8) Providing appropriate transaction in-
puts to the inventory requirements and ac-
counting systems.

b. In evauating the interna controls in
this area, determine the extent to which the
contractor employs the procedures listed
below:

(1) separate accountability is maintained
for contractor-owned and government-owned
materials for each class of materid

(2) material received is delivered di-
rectly to the warehouse, storeroom, or
production area, via an inspection area if
appropriate

(3) when materia received is ddivered
directly to a production area, procedures in-
sure that proper documentary and accounting
control is maintained

(4) excess stock is not permitted to accu-
mulate in production areas

(5) stores records are maintained by em-
ployees functionaly independent of store-
keepers

(6) there are adequate controls to pre-
vent theft or diversion of material. Unau-
thorized persons are denied access to store-
rooms. There are special safeguards for
high dollar value materia and materia
susceptible to personal use or sale

(7) materials are stored to facilitate lo-
cating, withdrawing, handling, and count-
ing

(8) procedures provide for the timely
reporting of slow moving, obsolete, and
overstocked material, such as electronic,
automotive and truck parts, or copper,
brass, or other high value metals or com-
ponents

(9) procedures provide for the release
of materials only upon the receipt of a
properly approved requisition

(10) requisitions applicable to gov-
ernment-owned materials are distinguish-
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able from requisitions for contractor-
owned materials

(11) controls provide for proper
charges and credits when materia is trans-
ferred between/among contracts

(12) procedures provide that appropri-
ate credits are issued when unused material
is returned to stock, or where material is
diverted to other work

(13) procedures are in effect to control
the collection, segregation, and disposition
of scrap and the issuance of appropriate
credits (see 6-308)

(14) procedures are in effect which
control and account for returnable items
such as reels, containers, skids, boxes, and
barrels

(15) procedures provide for issuing
materials subject to spoilage or shrinkage
on afirstinfirst out basis

(16) the flow of accounting documen-
tation is controlled by use of prenumbered
forms, batch transmittals and/or other
appropriate means

5-710.3 Inventory Accuracy

a. The contractor should have estab-
lished procedures that prescribe how inven-
tory record accuracy is verified as to quan-
tity and location. Prior audits have found
accuracy rates to be far below the recom-
mended 95 percent level. A large number
of material expediters, substantial excess
inventory, and frequent shortages of mate-
rial to satisfy production needs can al be
strong indicators that the formal system is
not providing accurate information. Spe-
cific attention should be accorded the poli-
cies, practices, and procedures governing
the classification, location, requisition, and
responsibilities for contract inventory.
Although not normally part of the testing
of inventory accuracy, the MMAS proce-
dures should include requirements for shop
floor accountability of materialsin the pro-
duction process.

b. For MMAS purposes, accuracy
should not be determined based on the
dollar value of an aggregate inventory.
This technique is not representative of the
physical accuracy of the inventory be-
cause the netting process and material
planners rely on the accuracy of recorded
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inventory quantities when deciding to fill
requirements and generate orders. A
highly accurate inventory is necessary for
the netting process to function reliably.

c. Inventory record accuracy attests to
the accuracy of the on hand inventory as
opposed to the physical (recorded count)
inventory.  Inventory record accuracy
should be at or above 95 percent within
preestablished tolerances (see 5-710.3e.).
Inventory records used by the contractor
to make decisions regarding the purchas-
ing or fabrication of materials should be
used when counting the on-hand inven-
tory. An example of a formula for calcu-
lating inventory accuracy is.

INVENTORY ACCURACY =

d. An inventory classification system
may be used by a contractor to focus avail-
able resources on controlling those materi-
als posing the greatest risk. An example of
this is the ABC inventory method. This
system classifies inventory items in a de-
creasing order of annua dollar volume or
other criteria. This array is then split into
classes A, B, and C. Class A contains
items with the highest annual dollar vol-
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ume and receives the most attention. The
medium class B receives less attention
while class C, which contains low dollar
items, has minimum controls. The princi-
ple behind the ABC method is that effort
will be saved through relaxed controls on
low value items that do not pose a signifi-
cant risk. Effort can then be applied to
reduce inventories and maintain stricter
accountability of high value items.

e. The precision or degree of accuracy
(tolerance) will vary by types of inven-
tory. In the ABC inventory method, the
acceptable tolerance for an item count of a
particular part within a preestablished
range will vary depending on its A, B, or
C classification. Toleranceisvery similar
in nature to precision as used in statistical
sampling (i.e., +/- 5 percent). If avariable
falls within a preestablished range, then
results are considered acceptable. For
inventory accuracy, the difference be-
tween recorded and physical inventory is
computed and compared to the preestab-
lished acceptable tolerance. The more
expensive items or items crucial to main-
taining production have tighter tolerance
ranges.

f. The following table depicts the test
results for 10 parts within a particular
classification.

On-Hand Per | On-Hand Per
Part Records Physical Difference
No. Count Tolerance* | Accurate?
1 100 100 0 5 Yes
2 80 78 2 4 Yes
3 100 95 5 5 Yes
4 200 206 6 10 Yes
5 120 130 10 6 No
6 80 80 0 4 Yes
7 100 90 10 5 No
8 150 145 5 8 Yes
9 100 100 0 5 Yes
10 80 80 0 4 Yes
Number of parts accurate = 8
Number of parts counted = 10
Accuracy of thisclass = 80% (8/10)

* Assume acceptable class tolerance of 5 percent
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g. Accuracy is based on counts within
established tolerances. In the example
above, the class tested has a preestab-
lished tolerance of 5 percent. This means
that for a recorded quantity of 100, units
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physically counted during a cycle count
must fall between 95 and 105 to be re-
corded as accurate. The following is an
example of summarizing tests for inven-
tory accuracy:

@) &)
Class Parts Sampled | Part Countsin Tolerance | Count Accuracy by Class*
A 50 50 100%
B 500 400 80%
C 1,000 950 95%
1550 1400 90.3%

h. Audit steps must include observa-
tions of contractor count procedures.
Count procedures should ensure integrity
of the process and include "blind
counts."

5-710.4 Inventory Adjustments

The contractor should have established
policies and procedures for making ad-
justments for the difference between
booked and physical inventory counts,
including the costing of such adjustments
in the accounting records, if appropriate.
The government has an interest in whether
the contractor makes an adequate investi-
gation of inventory adjustments and
whether losses are acceptable as a reason-
able cost on government contracts. Ad-
justments of losses and overrates and dete-
rioration of inventory items may indicate
inadequate inventory control and storage
procedures. Adjustments of items that are
surplus or obsolete may indicate the con-
tractor is purchasing excessive quantities.
The auditor should evaluate the contractor's
policies and procedures to ensure that they
provide for the proper investigation of in-
ventory adjustments and follow-up to help
reduce the need for future adjustments.

5-711 Material Transfers(MMAS
Standard 6)

MMAS Standard 6 (DFARS 252.242-
7004(e)(6)). Standard 6 was established
to assure that physical transfers of parts
are based on valid reasons. Under normal
circumstances, contractors are required to

*Col (2)/Col (1)

account for costs by contract. This stan-
dard recognizes that there may be times
when it makes good business sense to
transfer material from one contract to
another with a more immediate need.
However, prior audits have disclosed that
in many instances transfers (physical,
financial, or both) may occur with no ap-
parent necessity. This standard requires
the contractor to provide the government
and users of the system descriptive rea-
sons for transfer activity. In addition, the
contractor should have controlsin place to
ensure that material transfers which are
inconsistent with these reasons are identi-
fied, reported, and resolved on a timely
basis.

5-712 Costing of M aterial Transactions
(MMAS Standard 7)

MMAS Standard 7 (DFARS 252.242-
7004(€)(7)). This standard requires con-
sistency in the methods used for costing
material transactions. The costing meth-
odology may be standard cost, actual
cost, or any inventory costing method
discussed in CAS 411-50(b). Consis-
tency must be maintained across all con-
tract and customer types and accounting
periods. The contractor must maintain
and disclose written policies describing
transfer methodology and the loan pay-
back technique.

5-712.1 Costing M ethodology

The contractor's system should clearly
describe the methodology to be used in
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the costing of material transactions. The
contractor may use standard or actual
costs or any of the inventory costing
methods in CAS 411-50(b). The audit of
the contractor's compliance with CAS 407
or CAS 411 should satisfy the require-
ments related to this area.

5-712.2 Sensitive Areas of Cost

The contractor's system should clearly
describe how sensitive material transactions
are to be costed. Sensitive transactions may
be any materia transactions identified by
the government and contractor including
areas such as interorganizationa transfers
(see 6-313); government furnished mate-
rial/equipment (see 9-604.2); or special tool-
ing and specid test equipment (see 9-605.2).
The auditor should identify all sensitive
areas of material cost applicable to the con-
tractor and related costing methodologies.

5-712.3 Costing of Transferred Parts

a. The MMAS system should transfer
parts and associated costs within the same
billing period. The billing period implied
is amonthly accounting period.

b. For initiad and subsequent transfer
charging methods, the standard does not
require contractors to use the same method
for costing both an initial charge and a
transfer charge. For any specific item, the
value used for the transfer transaction may
be different than the value(s) previously
used to charge the item to inventory or to
the contract from which it is being trans-
ferred. Transfers from one contract to an-
other may be based on any CAS 411 valua-
tion method. Selected valuation procedures
must be documented, disclosed, and con-
sistently applied to al subject transfers
regardless of the nature of the fina cost
(government or commercial) or type of
contract (cost reimbursable or fixed price).

c. When it is not appropriate to transfer
parts and costs within the same period, a
loan payback technique may be used if
approved by the ACO. A loan payback
occurs when parts purchased or fabricated
for one or more cost objectives are as-
signed or used on another cost objective
without a corresponding transfer of cost.

577
5-713

The need for a loan payback is typically
caused by the borrowing contract's need for
a particular part earlier than the loaning
contract, which still has a need for the part.
When this technique is used, the auditor
should verify that controls are in place to
ensure that parts are paid back expedi-
tioudly, corrections are made for any over-
billings, the borrowing contract and loan
date are identified, and the cost of the re-
placement part is charged to the borrowing
contract.

d. Prior audits have disclosed condi-
tions where:

(1) borrowed parts may not be paid
back on a timely basis or are never paid
back;

(2) progress and/or fina payments
may be received by the contractor for the
same parts on more than one cost objec-
tive resulting in over recovery of cost;

(3) no audit trail exists providing visi-
bility of the lending or borrowing contract
or when the parts were borrowed and/or
paid back; and

(4) the borrowing contract may not be
charged for the cost of the replacement
parts.

e. The contractor should disclose written
policies describing the transfer methodology
used for manufactured parts. This would
include parts that may be transferred at a
sub-level, for which actual cost data is not
accumulated. If the method provides a rea
sonable estimation of actual cost, it complies
with the requirements of Standard 7.

5-713 Inventory Allocations(MMAS
Standard 8)

MMAS Standard 8 (DFARS 252.242-
7004(e)(8)). When adlocations from com-
mon inventory accounts are used, controls
are needed in addition to the requirements
of MMAS Standards 2 and 7. These con-
trols will ensure that reallocations and any
credit due are processed no less frequently
than the routine billing cycle, inventories
retained for requirements which are not
under contract are not allocated to con-
tracts, and algorithms are maintained based
on valid and current data.

a. Common inventory represents those
parts in inventory that are required for use on
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more than one cost objective. Prior audits
have disclosed that alocations have not been
based on valid time-phased requirements, or
were not costed using consistent, equitable, or
unbiased methodologies.

b. This standard addresses alocations
of common inventory but requires that the
contractor's system handle alocations in
such a manner as to preclude improper
costing.

c. Evaluate the contractor's submission to
determine the magnitude of contractor cost
dlocaions from common inventories.  If
dlocations are immaterid, further effort may
not be required.

d. The auditor should determine that the
classifications are appropriate for types of
materials costed as common inventory.
Common materials allocated must benefit
contracts charged (when requirements ex-
ist). Allocations should not be too far in
advance of required production dates with-
out sufficient justification, such as avail-
ability of quantity discounts, economic
order quantities, and known or expected
vendor problems.

e. Assess the contractor's andlysis of the
common inventory being alocated to de-
termine that the pool of common inventory
allocated is accurate.

f. Evaluate the contractor's analysis
and any tests that assure billings show
common inventory costs were properly
calculated (automated or manually) and
costed on a current basis. Where common
inventory is reallocated on a periodic ba-
sis, evaluate the contractor's analysis per-
formed to determine the reasonableness of
the basis and method for reallocation.
Evaluate the contractor's evidence that
shows the total adjustments (deb-
its/credits) of reallocations are accurately
reflected in billings.

5-714 Commingled Inventories(MMAS
Standard 9)

MMAS Standard 9 (DFARS 252.242-
7004(€)(9)). This standard specifies that
MMAS Standards 1 through 8 apply to com-
mingled materids for which costs are charged
or dlocated to fixed price, cost-reimbursement,
and commercia contracts. A contractor au-
thorized to use a multi-contract cost and mate-
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rid control system under FAR 45.505-3(f) is
not exempted from meeting the reguirements
of MMAS Standards 1 through 8.

5-715 Internal Audits (MMAS Standard
10)

a MMAS Standard 10 (DFARS
252.242-7004(e)(10)). The MMAS system
must be subjected to periodic internal au-
dits to ensure compliance with established
policies and procedures. This standard rec-
ognizes the contractor's commitment to
self-governance and its contractual respon-
sibility for systems and accounting internal
controls. The contractor should be conduct-
ing on-going, self-initiated reviews of vari-
ous aspects of its MMAS in atimely man-
ner. Contractors may comply with this
standard using in-house staff efforts or
through the services of outside consultants.

b. Our interpretation of "interna audits’
for purposes of compliance with this stan-
dard includes reviews performed by func-
tiona units as well as the internal audit
staff. The auditor should be aware of the
requirements of 4-1000, Relying on the
Work of Others. The level of objectivity
and competence of personnel performing
the reviews will have a significant impact
on the reliability of the reviews. This
should be clearly communicated to the
contractor. Both the auditor and the con-
tractor should be aware that the objectiveis
to ensure that adequate MMAS procedures
and controls are in place and being fol-
lowed, and that system adequacy is main-
tained on areal-time basis.

c. The auditor should ensure that the
system is subjected to periodic internal
audit. Although this standard does not cre-
ate additional access requirements beyond
those identified in FAR 52.215-2 and 1-
504, the contract clause a DFARS
252.242-7004(c)(2) (Disclosure and Main-
tenance Regquirements) specificaly re-
quires the contractor to provide the ACO,
upon request, the results of internal reviews
that it has conducted to ensure compliance
with established MMAS policies, practices
and operating instructions. Consideration
should be given to both the contractor's
internal audit schedule of completed audits
and audits performed by functiona units
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that meet the objective of Standard 10. If
the contractor contends that such reviews
have been performed but is unwilling to
make them available to DCAA in any
form, the auditor may be unable to deter-
mine if the contractor has complied with
the standard. The auditor should evaluate
the need for such access. If the auditor
determines that access to interna reviews
is required, the auditor should immediately
contact the ACO and advise the ACO to
request that the contractor provide access
to its internal reviews. If the contractor
refuses to provide the requested informa-
tion, the auditor should advise the ACO to
cite the contractor for noncompliance with
the Disclosure and Maintenance Require-
ments of the contract clause. The auditor
should also determine whether the denial of
access to records has a material impact on
the government contract costs. If so, the
auditor should advise the ACO to reduce
requested progress payments and interim
voucher amounts by an appropriate per-
centage until the denial of access issue is
resolved. Continued denial of access to
relevant data should be escalated in accor-
dance with 1-504.

d. If a contractor is not performing pe-
riodic reviews of its MMAS, then it should
be cited for noncompliance with standard
10. This should be cited as a serious inter-
nal control weakness in light of the com-
plexity of MMAS and the risk of inaccu-
rate costs being charged to contracts and
included in billings. This control weakness
should also be tied to cost impacts found
during the audit and to FAR 32.503-6,
Suspension or reduction of payments.

5-716 MMAS - I nfor mation Technology
System Internal Controls

a. Where information technology (IT) is
used in significant financial applications,
control activities are sometimes defined by
classifying them into two types, IT general
controls and IT application controls.
Whether the control activities are classified
by the auditor as genera or applications
controls, the objectives of control activities
remain the same, to provide reasonable, but
not necessarily absolute, assurance that
assets are safeguarded from unauthorized

579
5-716

use or disposition and that financia and
cost records are reliable to permit the
preparation of financial statements and cost
representations.

b. The auditor should evaluate the IT
genera controls and the MMAS applica
tion controls to determine if they have been
designed according to management direc-
tion, GAAP, and applicable government
regulations and that internal controls are
operating effectively to provide reliability
of and security over the data processed.

c. Genera controls are composed of (1)
organization and operation controls, (2)
systems development and documentation
controls, (3) hardware and systems soft-
ware controls, and (4) data and procedural
controls. (See 5-400 for a more detailed
explanation of general interna controls.)

d. MMAS application control activities
are applied to the input, processing, and
output phases of this IT application. In con-
trast, IT genera controls affect al system
applications and operational elements of all
IT systems. Separate control activities are
developed for each unique application sys-
tem, such as estimating, purchasing, and in
this instance, the comprehensive MMAS.
Although some application control activities
affect only one or just a few control objec-
tives, most of the control activities are de-
signed to prevent or detect severa types of
errors in most or al phases of the applica
tion. (See5-1400 for a more detailed expla-
nation of application internal controls.)

5-717 Reporting on the Results of Audit

a. The auditor should follow the guidance
in 5-110, 10-200, and 10-400 for reporting on
compliance with laws and regulations and on
internal controls relative to the contractor's
accounting and management systems.

b. The auditor should formulate an opin-
ion as to the contractor's compliance with the
ten MMAS sandards. Where deficiencies
are disclosed, the auditor should quantify the
impact. If the impact is considered signifi-
cant, the auditor should recommend with-
holding appropriate amounts to protect the
government's interest pending contractor
corrective action.

c. The team leader should inform the
contractor and the ACO of significant find-
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ings during the conduct of the evaluation.
Although DCAA is a team member, obser-
vation and recommendations will be for-
warded via a separate internal control audit
report (10-400) for incorporation in the
team evaluation report. If the audit dis-
closes significant deficiencies, the report
will provide an estimate of the adverse
impact on the government (the effect of
deficiencies in procedures and/or controls).
The report will aso include a recommenda
tion about the acceptability of the contrac-
tor's corrective action plan to the extent it
is included in the contractor's response to
our draft statements of conditions and rec-
ommendations. Until significant deficien-
cies are corrected, al field pricing reports
for that contractor will contain a recom-
mendation about proposed cost and pricing
data adjustments necessary to protect the
government's interest. Contract audit fol-
low-up procedures under DoD 7640.2
(Section 15-600) apply to these reports.
MMAS deficiencies should be identified as
material accounting system deficiencies
which are recorded in the permanent file
Internal Control Audit Planning Summary
(ICAPS) form (see 3-300) and the status of
corrective action should be reported in the
Contractor's Organization and Systems
section of field pricing reports (10-306).

5-718 Disposition and Audit Follow-Up

a. On receipt of the MMAS report, the
ACO will provide a copy to the contractor
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and allow 30 days, or a reasonable exten-
sion, for a written response. If no signifi-
cant deficiencies are identified, the ACO
will notify the contractor in a timely man-
ner.

b. When the ACO determines there is a
significant MMAS deficiency, the ACO
will act in accordance with FAR 32.503-6
to suspend an appropriate percentage of
affected costs on progress payment claims
and public vouchers. After acceptance of
the corrective action plan, but before com-
plete implementation, the ACO will reduce
the suspension, as appropriate, to reflect
the contractor's progress. However, total
amounts of affected costs will not be ap-
proved for progress payments or public
vouchers until the contractor's system is
determined to be acceptable for govern-
ment contracting or the amount of impact
is determined to be immaterial.

c. The specific procedures for comput-
ing a cost impact will vary significantly
based on the contractor's operations, condi-
tions of the deficiencies, and compensating
controls.  The auditor should make every
effort to quantify the effect of the specific
deficiencies found during the audit. The
auditor should:

(1) develop an independent quantifica-
tion of the identified deficiency

(2) ensure that the methodology is
representative of the specific conditions

(3) ensure it provides a reasonable es-
timate of the harm to the government at
the specific location.
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5-800 Section 8 --- Compensation System Reviews (CSR) and Audit of
Internal Control

5-801 Introduction

Refer to 5-100 for the auditor's funda-
mental requirements for obtaining and
documenting an understanding of a con-
tractor's internal controls and assessing
control risk. This section provides guid-
ancefor:

(1) evaluating contractor compensation
systems and related internal controls, and

(2) determining whether compensation

costs resulting from the system are allow-
able and reasonable in accordance with the
requirements of the FAR.
The audit guidance described in the follow-
ing paragraphs applies primarily to major
contractors, but can aso be adapted for use
at non-magjor contractors where audit risk
warrants a detailed audit of the contractor's
compensation system.

5-802 Background Information

a. Compensation for personal services
is one of the largest components of cost
incurred under government contracts. It
includes al remuneration paid currently or
accrued, in whatever form, and whether
paid immediately or deferred, for services
rendered by employees to contractors dur-
ing contract performance. The objective of
a compensation system is to provide the
level of pay and benefits necessary to at-
tract, retain, and motivate employees to
direct their efforts toward achieving the
goals of the organization. To be considered
adequate, a contractor's compensation sys-
tem must be reliable, be subject to applica
ble management control objectives and
activities, and result in alowable, alocable
and reasonable compensation costs charged
to government contracts in accordance with
FAR provisions.

b. The regulatory foundation for audits
of contractor compensation systems resides
in FAR 42.302, FAR 31.201-3 and FAR
31.205-6. FAR 42.302(a)(1) provides that
the contract administration office will re-
view a contractor’s compensation structure.
FAR 31.201-3, “Determining reasonable-
ness,” provides general criteria for deter-
mining whether a cost is reasonable in its

nature and amount, and FAR 31.205-6,

“Compensation for persona services,”

provides both general criteria and addi-

tiona requirements for evaluating the al-
lowability, alocability and reasonableness
of the different elements of compensation.

c. Asprovided in FAR 31.205-6(3), to be
allowable, compensation costsin total:

(1) must be for work performed by the
employee in the current year and must not
represent a retroactive adjustment of prior
years' salaries or wages,

(2) must be reasonable for the work
performed, and

(3) must be based upon and conform to
the terms and conditions of the contractor's
established compensation plan or practice
followed so consistently as to imply, in
effect, an agreement to make the payment.

d. As provided in FAR 31.205-6(b),
compensation costs for non-bargaining unit
employees are considered reasonable if each
of the allowable elements making up the
employee's compensation package is rea
sonable. The reasonableness of compensa
tion is directly influenced by the compensa:
tion practices of other firms and by the
supply and demand for a job as measured in
the labor market for the job being evaluated.
Factors to consider when evduating the
reasonableness of compensation paid by a
contractor for a particular job include those
factors determined to be relevant by the
contracting officer as well as those factors
identified at subparagraph (b)(1) of the cost
principle. Theseinclude:

e The compensation practices of other
firms of the same size,

»  The compensation practices of other
firmsin the same industry,

»  The compensation practices of firms
in the same geographic area,

e The compensation practices of firms
engaged in predominantly non-
Government work, and

e The cost of comparable services ob-
tainable from outside sources.

e. Certain elements of compensation are
made expressly unalowable by FAR
31.205-6. These include compensation
based upon changes in the prices of corpo-
rate securities (31.205-6(i)) and compensa-
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tion in excess of specific limitations on the
allowability of compensation for certain
contractor personnel (31.205-6(p)).

f. As provided in FAR 31.205-6(c) La-
bor Management Agreements, specia pro-
visions exist for determining the reason-
ableness of compensation amounts
established under “arms-length” labor-
management agreements. Refer to the
guidance at 6-413.1 for evaluating com-
pensation costs set by the provisions of a
|abor-management agreement.

g. As provided in FAR 31.205-6(b)(2),
compensation costs under certain condi-
tions give rise to the need for special con-
sideration. Included is compensation paid
to owners, executives, and other employees
who pose a higher risk of unreasonable
compensation. Refer to 6-414 for guidance
on evaluating the reasonableness and a-
lowability of compensation costs paid to
owners, executives, and other employees
who pose a higher risk of unreasonable
compensation.

5-802.1 Description of a Compensation
System

a. An adequate compensation system is
considered an inherent part of establishing
reasonable compensation. A system in-
cludes the organizational structure; estab-
lished lines of authority, duties, and re-
sponsibilities; internal  controls and
managerial reviews, and internal and ex-
terna consistency, pay structures, budget-
ing, merit and incentive pay programs, and
benefits program. A contractor may estab-
lish one compensation system to administer
the compensation programs for hourly,
administrative, technical, professional, and
executive employees or establish separate
systems for each group. The guidance
provided is generaly applicable to each
situation, but should be adapted to the cir-
cumstances of the audit.

b. When auditing a contractor's com-
pensation system, consideration should be
given to the presence of characteristics that
are generdly indicative of an adeguate
system. An adequate compensation sys-
tem:

(1) Requires periodic interna reviews
of policy compliance, administrative proc-
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ess measures, adequacy of documentation,
and reports to management on the results
of reviews and recommendations for im-
provements; and requires corrective action
plans to be developed, implemented, and
tested.

(2) Is organized based on a definitive
flow of authority.

(3) Includes written policies and proce-
dures that specificaly: (a) set forth the
contractor’s compensation package includ-
ing cash and fringe benefit items, jobs, job
families and career levels, pay grade as-
signments and changes to the pay structure,
job analysis and job description require-
ments, external equity and market compari-
son process, performance management
system, and employee benefits programs,
and (b) ensure that compensation paid to
employees for services rendered under
government contracts complies with FAR
31.205-6.

(4) Provides for sufficient training, ex-
perience, and skills to perform pay admini-
stration tasks in accordance with the con-
tractor's  established  policies  and
procedures and current compensation the-
ory.

5-802.2 System Deficiencies

Refer to 5-109 for guidance on deter-
mining whether an interna control system
deficiency is significant. Significant com-
pensation system deficiencies mean short-
comings in the compensation system inter-
nal control that (1) result in a determination
that additional audit procedures must be
performed in related audits to protect the
government’s interest or (2) may directly
result in or cause unreasonable compensa-
tion costs for the employee services ren-
dered.

5-803 General Audit Policy for
Compensation System Review(s) (CSR)

a. Refer to 5-103 for general audit pol-
icy for the audit of contractor accounting
and management systems and related inter-
nal controls.

b. It is DCAA's policy that Compensa-
tion System Reviews (CSRs) need only be
routinely planned and performed for major
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contractors. However, if the field audit
office has sufficiently documented that the
compensation system for a particular non-
major contractor presents a significant au-
dit risk, then a CSR should be planned and
performed for that contractor. Audits at
major contractors may be waived or modi-
fied if past experience has been favorable
and current audit risk is considered to be
low. This determination of low risk must
be fully documented in the planning docu-
ments supporting the program plan. If
audit risk is considered to be high, CSRs
should be performed more frequently.
Most compensation audits will be per-
formed as separate assignments. At
smaller contractor locations, selected com-
pensation audit steps may be added to ex-
isting incurred cost or forward pricing audit
programs.

5-803.1 Audit of Executive Compensa-
tion

a. The contractor's executive compen-
sation system should be evaluated sepa-
rately, even if the contractor does not
have a separate pay structure for execu-
tives. FAR 31.205-6(b)(1) provides for
the audit of the reasonableness of any
individual element or the sum of the indi-
vidual elements of compensation paid or
accrued to particular employees. Policies
and procedures for administering the
compensation of executives should be
evaluated using the guidance in 5-808 as
appropriate to the circumstances. Some
executives are also owners or in some
other manner may directly influence their
own compensation levels. See 6-414 for
criteria to use in evaluating compensation
under those circumstances.

b. The contractor's organizational struc-
ture should identify the contractor’s execu-
tive positions. Generally, the list of con-
tractor executives would include anyone
with the title of vice president or above,
and normally includes all individuals re-
sponsible for managing these primary func-
tional areas:

(1) executive office,

(2) controller-accounting,

(3) legal counsel,

(4) engineering,
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(5) manufacturing,

(6) purchasing,

(7) contracts, and

(8) individuals responsible for major

programs or product lines.

c. Top executive positions are unique
and must be audited individually. Position
descriptions emphasize rank, function,
responsibility areas, goas to be attained,
impact of decisions, and number of em-
ployees directed. Divisiona executives
can be distinguished from corporate home
office executives by their reporting level.
Executives are not a class of employees.
Overpayment of one cannot normally be
offset against underpayment of another.
However, in large organizations there may
be a class of vice-presidents who have
similar rank, function, and responsibility.
In these cases, offsets may be appropriate.

d. Executives may be rewarded not only
for their contribution to the organization,
but aso on the profitability of their func-
tional unit as well as the overall profitabil-
ity of the company. Pay packages include
short- and long-term incentive pay as well
as base pay, benefits, perquisites, and ser-
vices. For publicly traded companies, the
board of directors normally sets executive
pay packages based on the compensation
committee’ s recommendations. Details of
the compensation committee’s meetings
and research are available in the proxy
Statement.

e. An audit of the contractor's executive
compensation system should include:

(1) Evaluation of the compensation
system as appropriate in 5-806 to 5-811.

(2) Determination that the policies and
procedures provide a description for how
executive compensation levels are estab-
lished and who approves these levels; and
eligibility criteria and basis for determina-
tion of how base salary, cash bonuses,
long-term perquisites, benefits, services,
and incentive pay bonuses are established.

(3) Supplemental Benefits. In many
cases executives have available to them
enhanced or supplemental benefits which
are not available to the maority of the
workforce. These supplementa benefits or
executive benefits should be evaluated on a
case by case basis. The supplemental plans
should be evaluated in accordance with the
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applicable subparts of FAR 31.205-6 and
CAS. These benefits should be evaluated
for reasonableness based on market sur-
veys or any other available data The
prevalence of such plans should aso be
considered in determining reasonableness.
For example, if a survey states that the
average Long-Term Incentive (LTI) Pay-
ment for a contractor is 10% of base salary,
a 10% LTI plan would not necessarily be
reasonable. The reasonable amount could
be significantly different, or the payment
could be unreasonable altogether if only a
small percentage of the participating com-
panies have LTI plans. A few of the sup-
plemental or enhanced executive benefits
that should be audited in detail are de-
scribed below:

(@) Supplement Executive Retirement
Plans (SERPs). These plans are designed
to provide the executive with earned bene-
fits in excess of amounts payable under
qualified retirement plans. These plans are
often referred to as ERISA Excess Plans.
These plans should be evaluated in accor-
dance with FAR 31.205-6(j) and CAS 412.
It is the contractor’s responsibility to dem-
onstrate the reasonableness of a SERP by
providing the auditor with comparable
market data. If the contractor is unable to
provide measurable market data for com-
parison purposes, the auditor should at-
tempt to determine a reasonable amount or
reasonable percentage of base salary for
total pension expenses based on surveys or
other sources. If the auditor is unable to
obtain comparable market data to demon-
strate the reasonableness of material SERP
costs, the auditor should challenge the
costs and report this as a significant defi-
ciency.

(b) Deferred Compensation. Deferred
compensation is an award given by an em-
ployer as compensation to an employee in
a future cost accounting period or periods
for services rendered in one or more cost
accounting periods before the date of re-
ceipt by the employee. The cost of de-
ferred awards shall be measured, allocated,
and accounted for in compliance with CAS
415 in order to be alowable. There are
many forms of deferred compensation such
as Split-Dollar Life Insurance and “rabbi
trust.” Split Dollar Life Insurance is a plan
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that gives both the employer and employee
an interest in a cash vaue life insurance
policy on the employee’slife. A rabbi trust
is used to accumulate deferred compensa-
tion, usually to fund a SERP. The amount
of the award should aso be evaluated for
reasonableness if the contractor’'s award is
determined to have been made in accor-
dance with CAS 415.

(c) Long-Term Incentive plans. LTI
plans are compensation plans that have an
award period of two or more years. These
payments are typically based on achieve-
ment of long-term business goals or as a
method of retaining key executive talent.
The most common LTI plans are based on
stock options that are unallowable per FAR
31.205-6(i). Long Term Incentive pay-
ments should be evaluated on a case-by-
case basis, including prevalence of such
plans, in order to determine reasonable-
ness.

(d) Executive Severance. Severance
payments should be evaluated in accor-
dance with FAR 31.205-6(g). Most sever-
ance policies are based on a formula that
relies on length of service/lemployment as
the determining criterion in the calculation
of the severance amount. In many cases
executives are awarded severance in excess
of the normal or established policy. Con-
tractors often argue that severance pay-
ments are based on executive employment
contracts. However, the fact that a sever-
ance payment is based on an executive
employment contract does not necessarily
support the amount as reasonable. This
amount should be evaluated based on sev-
erance policies of comparable executive
positions in accordance with FAR 31.205-
6(b). Refer to 7-2107 for additiona guid-
ance on severance payments.

(4) The costs of “ golden parachute”
benefits were made expressly unallowable
in FAR 31.205-6(1)(1) effective April 4,
1988. Refer to 7-2107.8 for additional
guidance on the evaluation of "golden
parachute" benefits.

(5) A comparison of executive pay
(salaries, bonuses, and deferred compensa:
tion) for the current year to several past
years for the purpose of establishing trends.
The auditor should obtain the contractor's
explanation and justification for significant
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increases. Also, consider the company's
financia performance trends relative to the
trends in executive compensation. (See 6-
414)

f. When evauating the contractor's
market comparisons of top executive pay
(see 5-808.8), the executive compensation
components being evaluated should be
consistent with that shown in executive
compensation survey data. Survey data
most frequently includes base pay and cash
bonuses combined and long-term incentive
pay as a percentage of base pay.

g. Often contractors will propose that
their executives should be paid more than
110 percent of the reasonable compensa-
tion based on the average compensation
paid by comparable firms for executives
with similar duties. For an executive with
responsibility for overall management of a
segment or firm, such a proposal may be
justified by clearly superior performance as
documented by financia performance that
exceeds the particular industry's average.

(1) Examples of such financial per-
formance measurements may include the
following:

*  Revenue Growth

Net Income

Return on Shareholder's Equity

Return on Assets

Return on Sales

Earnings per Share

Return on Capital

Cost Savings

Market Share
(2) The contractor must show that the
measure chosen is representative of the
executive's performance.  Consideration
should be given to the competitive envi-
ronment in which the contractor operates.
There should be no extra compensation
awarded because of high performance
measured by a standard which is not af-
fected by the executive's performance and
certainly there should be no extra compen-
sation due to performance which results
primarily from the contractor being a gov-
ernment contractor.

(3) Use of a particular criterion to jus-
tify higher than average compensation
should be applied consistently over a pe-
riod of years, with both increases and de-
creases in the performance measure re-
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flected in the changes to compensation
claimed as reasonable.

h. If the audit of the contractor's execu-
tive compensation system determines that
significant system deficiencies exist or the
contractor has established pay policies or
procedures that appear to promote unrea-
sonable compensation levels, conduct spe-
cific testing of the reasonableness of the
executive compensation under FAR
31.205-6(b) as outlined in 6-414.

5-803.2 CAC/CHOA Network Coordina-
tion

a The CAC/CHOA should consider
coordinating compensation audits at all
major network components. The amount
of coordination will depend on the degree
of centralization of the contractor's com-
pensation system and the location of the
contractor component responsible for the
administration and control of each signifi-
cant element of the compensation package.
For instance, a large multi-segmented gov-
ernment contractor may administer and
control both the executive compensation
plan and the fringe benefit packages for
non-bargaining unit employees from the
corporate office, the incentive compensa
tion plan for mid-management personnel
out of a group office, and salary admini-
stration for the personnel providing ser-
vices in the performance of government
contracts at the division level. Considera-
tion must be given to such factors when
programming and performing a CSR at a
large multi-segmented contractor. When
control over executive compensation or
some other component of compensation is
at another location or another corporate
level, do not complete a segment/division
CSR without obtaining input from the audi-
tor at the other location or level on the
compensation component administered at
that location or level.

b. For compensation audits to be effec-
tive and completed on atimely basis, early
and adequate CAC/CHOA coordination,
planning, and audit initiation is required.
Lack of coordination and planning can
cause increased audit effort and inconsis-
tency among network components. A
CAC/CHOA network planning meeting
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may be necessary for this purpose. (See
15-200 for guidance on DCAA's CAC pro-
gram.)

c. Establish each segment/divison CSR
within a CAC/CHOA network as a separate
assignment. Follow this procedure even for
network segments/divisions located within
the same region regardless of the degree of
centralization of the contractor's compensa-
tion system. Issue a separate audit report for
each segment/divison CSR performed and
forward a copy to the CAC/CHOA. The
CAC/CHOA may consolidate these reports
into one overal report if al CSR issues
from al segmentgdivisions are to be ad-
dressed at the corporate level by the corpo-
rate ACO (CACO).

5-803.3 ACO and PCO Coordination

a FAR 31.205-6(b) provides the con-
tracting officer with the authority for de-
termining whether compensation paid or
accrued for services rendered on govern-
ment contractsis reasonable. The authority
includes the determination of the factors to
be considered relevant when evaluating the
reasonableness of compensation, and the
consideration to be afforded offsetting
compensation elements introduced by the
contractor. It is important that the auditor
seek a mutual understanding with the con-
tracting officer at the start of the audit re-
garding the (1) factors to be considered
relevant when evaluating the contractor’s
level of pay in relation to the labor market,
(2) approach for evaluating compensation
by particular employee, job classes of em-
ployees and/or by job grade, and (3) treat-
ment of contractor offsets.

b. Before the scheduled starting date
of a CSR, meet with the ACO to discuss
the scope and audit objectives of the
CSR. Advise the ACO regarding DCAA
audit policy for determining and evaluat-
ing the contractor’s use of the relevant
factors identified in FAR 31.205-6(b)(1)
and request the ACO to provide the audi-
tor with any other factors the ACO may
consider relevant under the circum-
stances. Also advise the ACO regarding
the planned audit approach for testing
reasonableness by particular employee
for contractor executives and by job
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classes of employees and job grade for
non-executive/non-bargaining unit em-
ployees. Request comments on any
problems or special areas of interest re-
lating to the contractor's compensation
policies, procedures, and practices for
consideration in the CSR.

c. Coordination with the ACO is es-
sential throughout a compensation audit.
Actively solicit ACO participation at the
entrance and exit conferences, and keep
the ACO informed of all significant audit
developments. After completion of the
field work but before the draft report is
released to the contractor, review all sig-
nificant findings and recommendations
with the ACO (see 5-811). Report dis-
agreements with the ACO that cannot be
resolved locally to the regional office.

5-803.4 Coordination with the Contrac-
tor

Inform the contractor of the upcoming
CSR by sending a letter to the management
executive responsible for the organizational
unit to be audited. Describe the purpose
and general scope of the audit, indicate the
tentative starting date, identify the auditor
in charge, and request the name of a con-
tractor representative with whom audit
matters can be coordinated. Identify spe-
cific data needed at the start of the audit
(e.g., alist of all individuals who develop
the compensation policy) and state the pro-
posed date for an entrance conference.
Also suggest the contractor present an ori-
entation briefing on its compensation sys-
tem, policies (including the process used to
develop them), procedures, and other rele-
vant data. Provide an information copy of
this letter to the ACO.

5-804 Audit Objectives

The audit of a contractor’s compensation
system has two objectives. The first objec-
tive is to assess contral risk to determine the
degree of reliance that can be placed on the
contractor's internal controls as a basis for
planning the scope of other related audits.
The second objectiveis to perform sufficient
audit procedures to demonstrate that a con-
tractor's compensation system results in
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allowable and reasonable compensation on
government contracts. Refer to 5-104 for
guidance relating to the primary objectives
for auditing the contractor's accounting and
management internal control systems. Refer
to 5-108 for guidance on the auditor’s tests
of controls. Testing controls involves se-
lecting a limited sample of transactions and
evaluaing whether they were executed in
accordance with established policies and
procedures. They provide the auditor with
evidential matter to support a determination
that interna controls are designed and oper-
ating effectively to prevent or detect mate-
rial misstatementsin atimely manner. Tests
of controls are necessary to support a control
risk assessment below the maximum.

5-805 Scope of the Audit

a. While the nature and extent of audit
effort depends upon contractor size,
amount of government business, and audit
risk (materiality and sensitivity), the audit
scope should be consistent with the guid-
ancein 5-105.

b. In establishing the scope of audit
effort, the auditor should carefully con-
sider the nature and extent of documenta-
tion available from prior system audits,
related audit effort, permanent files, and
the results of contractor’s self assessment
efforts and internal audits (see 4-1000,
Reliance on the Work of Others). Reli-
ance on this information allows the audi-
tor to better focus current audit efforts on
areas of greatest risk.

c. Additionally, contractor management
has the responsibility to establish and
maintain effective internal control over the
compensation system. This includes the
control activities established to provide
reasonable assurance that compensation
paid or accrued to employees for services
rendered on government contracts complies
with the requirements of the FAR, includ-
ing FAR 31.205-6. As part of the prelimi-
nary audit effort, the contractor should be
requested to disclose its compensation sys-
tem, how the control objectives outlined
below are accomplished, and what efforts
management has made to evaluate the con-
tinued effectiveness of control procedures.

d. The determination that the contractor
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has established and maintained an adequate
compensation system and has demonstrated
that it is compliant with the requirements
of FAR 31.205-6 as set forth in the guid-
ance will negate the necessity to perform
independent tests of reasonableness. Only
in the specific circumstance identified at 5-
808.9b(1) will the auditor perform an inde-
pendent test of reasonableness as provided
for in 6-413.2.

e. The evauation of a compensation
system that governs compensation estab-
lished in accordance with an arm's-length
negotiated  labor-management  (union)
agreement and the reasonableness of com-
pensation costs resulting from such agree-
ments will be limited to the guidance in 6-
413.1.

f. The Service Contract Act of 1965
requires contractors to pay minimum
wages and fringe benefits in accordance
with Department of Labor (DOL) wage
determinations to employees performing on
service contracts with the government.
Covered employees do not include those
employees in an executive, administrative,
or professional capacity. If contractors
subject to the Act are compensating em-
ployees in accordance with DOL determi-
nations on prevailing wages in the area, no
determination of the reasonableness of
compensation should be made for these
employees. Therefore, audit guidance con-
tained in 6-413.2 is not applicable.

g. Other wage laws that require pay-
ment of prevailing wages as determined by
DOL are the Davis-Bacon Act of 1931 and
the Walsh-Healy Public Contracts Act of
1936. Accordingly, audit guidance con-
tained in 6-413.2 does not apply to em-
ployees' wages covered by these laws.

h. Cost principles for educational insti-
tutions are contained in OMB Circular A-
21. Refer to 13-210, 13-406 and OMB
Circular A-21 for the general audit ap-
proach for the audit of a compensation
system at an educational institution.

5-806 M anagement Reviews of the
Compensation System

a. Company management should moni-
tor its compensation programs to ensure
that they are properly administered and
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maintained and result in compensation
costs paid for services rendered on gov-
ernment contracts that comply with the
requirements of FAR. Monitoring is one of
the five interrelated components of internal
control. It is the process that assesses the
quality of internal control performance
over time (refer to 5-102).

b. Periodic monitoring should serve to
assess the effectiveness of the pay admini-
stration system and the company policies
to achieve specified pay objectives. A
contractor’s monitoring system should be
designed to provide reasonable assurance
that financial related transactions resulting
from the compensation system are re-
corded properly to permit the preparation
of government contract cost representa-
tions in accordance with applicable laws
and regulations. In addition, the results of
the contractor’s monitoring efforts should
provide feedback to management by iden-
tifying problem areas for directing future
development and design efforts.

c. The contractor should have policies
and procedures relating to its monitoring
of the compensation system. These poli-
cies and procedures should outline who
will perform the monitoring function,
what will be reviewed and under what
circumstances the review will be per-
formed. The policies and procedures
should specify the role that the contrac-
tor's internal audit department will have
in monitoring the compensation system.

d. A team or committee should be
formed with experience in compensation
to perform the periodic internal reviews.
At the conclusion of its review, this com-
mittee should provide management a de-
tailed report of its review along with any
recommendations. Management should
review the results and recommendations,
prioritize the improvements that are re-
quired, allocate the necessary resources,
and follow up to ensure that the work is
completed.

e. Evaluate the contractor's system of
monitoring to determine that:

(1) Contractor management has estab-
lished policies and procedures for periodi-
caly monitoring the compensation pro-
gram to ensure that resulting costs comply
with the requirements of FAR.
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(2) The contractor has qualified person-
nel performing the monitoring function that
receive specific training relating to the field
of compensation or whose work experience
isrelevant.

(3) Reviews are performed and the
frequency of the reviews (such as semi-
annual, annual, two-year cycle) is ade-
quate.

(4) Recommendations from the review
are implemented or other aternatives as-
sessed within a reasonable period. Reasons
for not implementing recommendations are
documented.

f. The scope of the audit to be per-
formed on the contractor's compensation
system should be adjusted to consider the
extent that the contractor's internal re-
view of the system can be relied upon.
Refer to 4-1000, Relying on the Work of
Others.

5-807 Evaluation of Organization and
Assignment of Responsibility

a. The compensation function may be
organized differently by individual con-
tractors because of the nature of their
products and services, size and type of
organization, degree of decentralization,
management attitudes, capabilities of per-
sonnel, and other factors. Decentraliza-
tion of the compensation function refersto
a management strategy of giving separate
organizational units the responsibility to
design and administer their own systems.
In contrast, a centralized system locates
the design and administration responsibili-
ties in a single corporate unit. Determine
early in the audit the degree of centraliza-
tion of the compensation function in order
to adequately plan the audit scope when
an organization with multiple operating
units is involved. Refer to the guidance
on CAC coordination on multiple unit
audits in 5-803.2.

b. Another structure variation sets up
the corporate compensation function as if
it were an internal consultant with pay
professionals required to market their pay
programs and services to operating units.
Normally, certain compensation plans
such as health and medical plans, pen-
sions, and corporate-wide profit sharing
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plans remain under the control of the cor-
porate group. However, the responsibili-
ties for other compensation functions,
such as job analysis, evaluation, surveys,
and pay structure design, are delegated to
the operating units.

c. The compensation function should be
organized on the basis of a definitive flow
of authority and standard policies and pro-
cedures established at a top or upper man-
agement level. Each contractor should
maintain a written description of the or-
ganization and duties of the personnel re-
sponsible for the design and administration
of the compensation function.

d. Evaluation of the contractor's or-
ganization requires an analysis of the rela-
tionship of the organizationa segments
participating in the compensation func-
tion. For this purpose, the contractor
should provide:

(1) organization charts,

(2) written procedures or directives
describing the organizational structure and
responsibilities of the compensation de-
sign and administration group(s) and con-
tributing departments, and

(3) flow charts showing the work flow
of the compensation system design and
administration.

e. The evauation should disclose
whether:

(1) The total compensation function is
effectively controlled, either on a central-
ized or decentralized basis.

(2) Lines of authority, duties, and re-
sponsibilities are clearly defined, includ-
ing responsibilities for establishing, re-
viewing, and approving changes to the
cash and non-cash compensation plans.

(3) The organization structure clearly
identifies the unit responsible for ensuring
that the value of the total compensation
package (cash plus other benefits) offered
employees for services rendered in the
performance of government contracts is
allowable and reasonable in accordance
with the FAR.

(4) The organization structure clearly
identifies the unit responsible for ensuring
the contractor complies with FAR 31.205-
6(a)(4) by coordinating major revisions to
its existing plan or new plans with the
cognizant ACO.

589
5-808

5-808 Evaluation of Palicies and
Proceduresfor Non-Bargaining Unit
Employee Compensation

a. Contractor management is responsi-
ble for establishing and maintaining ade-
quate internal control. As defined by SAS
No. 78, internal control is “a process ef-
fected by an entity's board of directors,
management, and other personnel, de-
signed to provide reasonable assurance
regarding the achievement of objectives in
the following categories:

(2) reliability of financial reporting,

(2) effectiveness and efficiency of op-
erations, and

(3) compliance with applicable laws

and regulations.”
Control activities, one of the five interre-
lated components of internal control, are
the policies and procedures that help ensure
that management directives are carried out
(refer to 5-102). The compensation system
of a company is of sufficient importance
that direction and guidance for the imple-
mentation of the company's compensation
objectives must be in a form that ensures
understanding and avoids misinterpreta-
tion. As an internal control measure, a
formal statement of policies and proce-
dures, rather than an informal one based on
established customs of the company, is
expected to exist at al contractor locations
with substantial government business.

b. Policies are management's statements
of principles for accomplishing the con-
tractor's compensation objectives. These
include:

(1) basic policies used by proprietor(s)
or board(s) of directors to guide the course
of business and to make the most effective
use of resources including employee ser-
vices,

(2) supplemental and broad policies by
top management to explain and carry out
the board's basic compensation decisions,
and

(3) operational policies issued at lower
management levels expanding the com-
pany's broad compensation policies as they
apply to subordinate organizational ele-
ments.

c. Policies and procedures should cover
such areas as the contractor’s:
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(1) total compensation package includ-
ing cash and fringe benefit items,

(2) jobs, job families and career levels,

(3) pay grade assignments and changes
to the pay structure,

(4) job anaysis and job descriptions,

(5) job evaluation processes,

(6) external equity and market compari-
SON Processes,

(7) employee benefits programs, and

(8) compliance with government laws
and regulations including FAR 31.205-6.

d. Determine whether the contractor's
compensation policies are:

(1) adequately documented,

(2) consistent with prudent business
practices,

(3) adequate to provide sufficient
control and accomplish management
goals,

(4) consistent with FAR, promulgated
cost accounting standards, government
laws and regulations, and contractua
requirements,

(5) periodically reviewed and updated,
and

(6) effectively implemented by ade-
quate procedures.

5-808.1 Evaluation of the Total Compen-
sation Package

a. Contractor management is responsi-
ble for designing a total compensation
package that takes into consideration the
mix of cash and benefits needed to attract,
retain and motivate the kinds of personnel
needed to accomplish the entity’s mission.
Cash compensation is any type of cash
payments made to employees in exchange
for their contributions to the entity. It in-
cludes wages and salaries, cost of living
allowances, bonuses, incentives, and merit
adjustments. Benefits include all forms of
non-cash compensation made to employees
including health coverage, life insurance,
pension plans, FICA/FUTA payments, and
paid time off. Additionally, payment of
some elements of the compensation pack-
age may be deferred to later accounting
periods. The total compensation package
design and any proposed changes to it
should take into consideration budgetary
constraints, employee expectations, the
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needs of the company and management, as
well as cost/benefit analyses.

b. Evaluate and test the contractor's
control activity over the compensation
function to determine that policies and
procedures exist for:

(1) ldentifying and communicating to
employees the specific elements of the total
compensation package.

(2) Ensuring that each element of the
total compensation package complies with
the alowability and allocability require-
ments of FAR 31.205-6, and that the com-
pensation by individua element and in
total is reasonable in accordance with FAR
31.205-6(b). Refer to 6-413.2 for guidance
regarding evaluation of reasonableness on
Non-Bargaining Unit Compensation in
accordance with FAR 31.205.6(b). Also
refer to 6-413.4a for guidance regarding
auditor use of the 10 percent range of rea-
sonableness when evaluating compensation
costs.

(3) Providing that, where necessary,
offsets are available to shelter an unreason-
able element of the compensation package
as provided by FAR 31.205-6(b)(1). Refer
to 6-413.7 for guidance regarding offsets.

5-808.2 Evaluation of Jobs, Job Families
and Career Levels

a A job is a cluster of work tasks, the
completion of which serves an enduring
purpose for the organization. At FAR
31.001, definitions are provided for each of
the following terms: job, job class of em-
ployees, and labor markets. Theseterms are
central to the regulatory provisions for de-
termining reasonableness found in FAR
31.205-6(b). The cost principle provides
that the reasonableness of compensation
costs shall be tested by individual employee
or job class of employees. In compensation
practice, jobs are categorized into job fami-
lies, which include jobs involving work of
the same nature, but requiring different skill
and responsibility levels. The FAR defini-
tions for job and job class of employees
match the concept of ajob family as used in
the field of compensation. A job family
represents the career level progression for a
job. For instance, the job family of engi-
neers would include the job of junior engi-
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neer, intermediate engineer, senior engineer,
and lead engineer (skill/responsibility level).
The career level represents the progressive
degrees of accountability, complexity, lead-
ership, knowledge and experience within a
job family. The career levels established by
a contractor typically reflect the career lev-
elsin the labor market for the same job fam-
ily.

b. Evaluate and test the contractor's
control activity over the compensation
function to determine that:

(1) The compensation department’s
market comparison process tests the rea-
sonableness of wages and salaries by job
class or grade level to demonstrate reason-
ableness in accordance with FAR 31.205-
6(b)(1) (See section 5-808.8).

(2) Management takes corrective action
to bring into line the pay levels for those
job classes or grades found to have unrea-
sonable levels of compensation. Unrea
sonable levels of compensation can occur
when the contractor’s actual weighted av-
erage rate of pay for a job class or grade
exceeds by ten percent the market weighted
average rate reported in the pay survey.
Refer to 6-413.4afor DCAA poalicy regard-
ing auditor use of the 10 percent range of
reasonabl eness when evaluating compensa-
tion costs.

5-808.3 Evaluation of Pay Grade As-
signments and Changes to the Pay Struc-
ture

a. A pay or sdlary grade is defined as
one of the levels or groups into which jobs
of the same or similar value are grouped
for compensation purposes. A pay grade
will include al jobs having the same rela-
tive value to the entity. Jobs are assigned
to grades based upon market value and job
content. Job family progressions, supervi-
sor/subordinate relationships, and adminis-
trative considerations influence the number
of job grades. For control purposes, each
pay grade will have a pay range maximum,
minimum, and midpoint.

b. A pay structure is a hierarchy of job
grades and pay ranges. It is an administra-
tive tool designed to be internally fair, ex-
ternally competitive, and cost effective. A
pay structure provides management with a
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means to effect administrative and finan-
cia controls. An entity may have more
than one pay structure depending upon the
diversity of jobsin the organization. A pay
structure can provide a consistent basis for
controlling and promoting the equity be-
tween external and internal factors.

c. Broadbanding is an approach to pay
structure design that uses fewer pay grades.
The characteristics of a broadband pay
structure include:

(1) the use of bands in lieu of pay
grades,

(2) each band containing a wide variety
of jobs,

(3) sdary ranges that are very wide,
typically exceeding 100 percent,

(4) vertica advancement from band to
band that is de-emphasized in favor of ca
reer level progressions within the band,

(5) band midpoints that are de-
emphasized due to the wide level of labor
m%rket data associated with each band,
an

(6) market pay survey data as the pri-
mary means of managing cash compensa-
tion.

d. Periodically, management should
review the pay structure for needed ad-
justments. The adjustments are made to
reflect assumptions about inflation, the
impact of changesin the labor market, and
the effect of changes to base pay.
Changes can include general pay in-
creases, market adjustments, cost of living
adjustments, and merit increases. Also,
new jobs may be added to the pay struc-
ture and existing jobs may be re-slotted
into different pay grades.

e. Evaluate and test the contractor's
control activity over the administration of
its pay grade assignments and changes to
its pay structure(s) to determine that:

(1) The assignment of a new job(s) into
a pay structure is based upon, and sup-
ported by, a job anaysis (5-808.6a.) and
job evaluation techniques (5-808.7).

(2) The reassignment of an existing job
from one pay grade into another is based
upon, and supported by, the results of job
analysis and job evaluation techniques.

(3) The compensation department tests
the impact of the annual adjustment to
salaries and wages to determine that the
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resulting levels of compensation by job
class and grade remain reasonable in ac-
cordance with FAR 31.205-6. Refer to 6-
413.4afor DCAA policy regarding the use
by the auditor of the 10 percent range of
reasonableness when evaluating compen-
sation costs.

(4) Management takes corrective action
to bring into line the pay levels for those
jobs in a pay grade found to have unrea-
sonable levels of compensation.

5-808.4 M ar ket Based Pay Systems

a. Market based pay systems are pay
systems where labor market data takes
priority over internal considerations when
valuing a job. Market based pay systems
have become the predominant method used
by contractors today to establish sadary
levels for jobs and to design pay structures.
Characteristics of market based pay sys-
tems include: ease of administration; ease
of comprehension; responsiveness to mar-
ket changes; and a requirement for market
data. In a market based pay system, the
contractor’s primary means for valuing a
job is through the use of pay surveys. Pay
survey data indicates what an entity's
product and labor market competitors are
paying for a job. In a market based pay
system, a high percentage of the total num-
ber of jobs are valued using pay survey
data. A market based pay system is a sys-
tem based upon external equity.

b. Market based pay systems place lim-
ited emphasis on internal equity as a means
of valuing jobs. Elaborate systems of job
evaluation such as the point factor method
and the factor comparison method, which
use internally generated data to assess the
value of each job in comparison to al other
jobs in an organization, are de-emphasized
in favor of the slotting method (5-808.7(3))
However, a market based pay system still
requires the maintenance of adeguate job
descriptions for use in matching contractor
jobs to pay survey job descriptions.

5-808.5 Evaluation of Internal Equity or
Consistency

a. Internal equity refers to the pay rela-
tionships among jobs or skill levels within
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an organization. It involves establishing
and maintaining equal pay for jobs of equal
worth and acceptable pay differentials for
jobs of unegual worth. This is accom-
plished primarily through job analysis, job
descriptions, job evauations, and pay
structure design.

b. When establishing pay structures,
organizations may place primary empha-
sis on internal or external considerations
or a blend of the two, depending on the
needs of the organization. Refer to 5-
808.4 for a discussion of a market based
pay system.

5-808.6 Evaluation of Job Analysisand
Job Descriptions

a. Job Analysis. Job analysisis a sys-
tematic and formal process for obtaining
relevant information and data about a job.
The information and data collected usu-
aly falls into two categories. The first
category relates to the nature of the work
and focuses on the duties and responsibili-
ties of the job. The second category re-
lates to the level of work and focuses on
the skill, effort, accountability and work-
ing conditions of the job. Some of the
common methods of collecting data for
job analysis include questionnaires,
checklists, diaries, interviews, and direct
observation. The basic premise underly-
ing job analysis is that jobs are more
likely to be described, differentiated, and
valued fairly if accurate information about
them is available. Job analysis procedures
may be used to evaluate changing jobs
and to establish new jobs.

b. Job Descriptions. The information
and data gathered about a job through the
performance of ajob analysis becomes the
basis for the job description. Job descrip-
tions identify, define and describe the
most important features of the job asit is
performed. These include the duties and
responsibilities of the job as well as the
level of skills, effort, accountability and
working conditions of the work per-
formed. Job descriptions have a variety
of uses that include market comparison,
salary survey exchanges, job evaluation,
performance appraisal, recruiting and
third party defensibility. Job descriptions
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play a key role in a contractor's market
comparison process. The accuracy of a
contractor’s match of their job to the job
described in a pay survey depends upon
how well their job description describes
the job actually being performed.

c. Evaluate and test the contractor's
control activity over the compensation
function to determine that:

(1) There are qudified personnel pos-
sessing training and experience to perform
job analysis and write job descriptions,

(2) All job descriptions are reviewed on
a cyclical basis to determine that they re-
main current, and accurately depict the
duties and responsibilities of the job being
performed,

(3) Job analysis is performed on new
and changing jobs, and

(4) Job descriptions are revised based
upon the results of the job analysis.

5-808.7 Evaluation of the Job Evaluation
Process

Job evaluation is a formal process by
which management determines the rela-
tive value to be placed on jobs within the
organization. It involves the systematic
evaluation of the job descriptions that
result from job analysis. The job evalua-
tion process compares jobs within an or-
ganization, and assembles these jobs in a
hierarchy based on their worth. This hier-
archy is called a pay structure. There are
an almost limitless variety of evaluation
methods emphasizing job content, but
virtually all of them are modifications or
derivations of the five major job evalua-
tion methods listed below.

(1) Ranking. Ranking is the fastest and
simplest of the classic methods of job
evaluation. Evaluators rank jobs in order
of their overall worth or value to the or-
ganization. The job that the evauators
believe to be most valuable is placed first,
the one that they perceive as being worth
least is ranked last and so on. Minimal job
specifications are needed to use this
method. These include the educational and
knowledge or other qualities required to
meet the demands of the job.

(2) Classification. A number of
grades or levels are specified beforehand,
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and broad descriptions are written to
delineate the characteristics of the jobs to
be placed in each of the grades. Each job
is then evaluated by comparing the job
documentation to the grade description,
and the job is assigned to the grade that
most closely describes the job character-
istics.

(3) Slotting. Slotting is similar to the
classification procedure. The evaluator
compares new job descriptions with jobs
already in the structure, and slots each job
into the grade assigned to jobs of similar
overall worth. A matrix is often used, with
grades on the vertical axis and departments
or job families on the horizonta axis, to
facilitate comparisons across organiza
tional lines.

(4) Factor Comparison. In factor com-
parison, key (benchmarked) jobs are iden-
tified. A series of distinct factors such as
skill, effort, responsibility, working condi-
tions, or subfactors thereof are selected
and set forth in an evaluation manual.
Each key job is ranked within each factor
listed in the manual. A monetary or point
value scale then is assigned to each factor
and apportioned to every job ranked
within afactor. Nonbenchmarked jobs, or
new jobs, are added to the system by find-
ing the most appropriate monetary or
point value within each factor. Totaling
the points from each of the factors pro-
duces the final job rate. Job description
specifications are derived from the job
factors that are contained in the evaluation
manuals.

(5) Point Factor. The point factor
method is an evaluation technique used
for exempt jobs. A number of factors are
selected, such as those mentioned in fac-
tor comparison. These factors are
weighted and a scale of point values is
assigned to each to reflect this weighting.
These factors are often set forth in an
evaluation manual. Each job is compared
to descriptions of the various levels or
degrees within each factor. When the
appropriate degree is selected for each
factor, the assigned points are combined
to produce a total score for each job. Job
description specifications are derived
from the factors that are contained in the
evaluation manuals.
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5-808.8 Evaluation of External Equity
and the Market Comparison Process

a External equity or competitiveness
refers to the relationship of the contractor's
pay levels relative to that of its labor and
product market competitors. The process
is referred to as the market comparison
process and focuses on the cash element of
the total compensation package. It is ac-
complished by comparing the actual wage
and salary pay levels for jobs within an
entity to wage and salary pay levels estab-
lished in the labor market for the same job.
Data regarding pay levels existing in the
relevant labor market is obtained from pay
surveys. The specific jobs that are in-
cluded in the market comparison process
are referred to as benchmark jobs.

b. FAR 31.205-6(b)(1) provides five
factors to be considered when evaluating
the reasonableness of compensation costs
(refer to 5-802d.). It also provides that the
appropriate factors for evaluating the rea
sonableness of each element of compensa-
tion depend upon the degree to which these
factors are representative of the labor mar-
ket for the job being evaluated. Other fac-
tors having a direct impact on the labor
market for a job include (1) the supply and
demand for sought after skills and abilities,
and (2) the extent of competition in product
and service markets. Additionally, a con-
tractor must consider internal factors such
as its ability to pay, business strategies,
productivity, and the skills and abilities of
its work force when evaluating particular
labor markets.

c. In administering its market com-
parison process, the contractor must es-
tablish control activities relating to the
relevant market and the source of pay
survey data.

(1) Relevant Market. The contractor's
selected benchmark jobs are the basis for
defining its relevant labor markets. The
primary relevant labor market for a job
generally includes companies that the con-
tractor competes with for similarly skilled
employees or the source of supply. This
market consists of the geographic area(s)
within which it would ordinarily expect to
recruit all potential employees for ajob and
the geographic area(s) to which it would
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ordinarily expect to lose employees in that
job. These geographic areas may be iden-
tical but need not be. This market can be
defined within a geographic area, which
consists of al or similar companies in the
local, regiona, national, or international
market. Typicaly, the contractor would
evaluate where it loses and finds employ-
ees to establish the initial basis of its rele-
vant labor market.

(@ The relevant market will vary
among each contractor and job family
depending on pay objectives and the skills
being evaluated. The relevant labor mar-
ket will change depending on the job fam-
ily being evaluated. For example, exempt
jobs (administrative, professional, and
managerial) tend to compete on a regiona
or national basis, while nonexempt (cleri-
cal) and hourly (production) jobs are most
likely to compete in local and regiona
markets. However, generalizations of
labor markets are not always correct. In
large cities and metropolitan areas, high
concentrations of engineers will translate
into a regional labor market instead of a
national market.

(b) Wages and benefits tend to vary
according to the size of an organization.
Accordingly, firms similar in size to the
contractor should be included in the rele-
vant market. The factor of size is most
relevant in influencing pay for executives
and to a lesser degree exempt and nonex-
empt.

(c) The factor of industry in defining
the relevant market of a job relates to the
company's competition in its prod-
uct/service markets. This is important
because of cost control and ability to pay
considerations. Where possible, compa-
nies of the same industry, within the rele-
vant geographic areas, should be included
in the relevant market data for the job
being evaluated. The factor of industry is
most influential on the pay levels of ex-
empt jobs. Where jobs are tied to a spe-
cific industry, as aerospace engineers are
to the aerospace industry, the market for
those jobs should be defined on an indus-
try basis.

(2) External Pay Surveys. Externa pay
surveys provide detailed data regarding
market pay levels for specific jobs and are
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the primary tools used by the contractor to
ensure compliance with its external equity
pay policy and demonstrate compliance
with FAR 31.205-6(b). The pay survey
data identifies rate ranges and a central
tendency figure such as a mean, median, or
mode salary/wage level for each job. Pay
surveys also provide a standard job de-
scription for each job along with career
level progression charts that identify the
knowledge, education, level of supervision
required and work experience for each job
within a particular job family.

(@) Three sources of pay surveys are
available to a contractor making market
comparisons:

» Published surveys that are available
for the general public to purchase re-
gardless of participation in the sur-
vey.

*  Private surveys based upon data from
survey company clientele and which
only participants may purchase.

e Contractor self-conducted surveys.

(b) Contractors generadly use private
surveys and self-conducted surveys. The
contractor can tailor these surveys to repre-
sent its relevant market by including specific
companies representing its perceived prod-
uct and labor market competitors.

(c) In most cases, no one survey is suf-
ficient to determine the market rate of pay
for al jobs. Most companies use severa
surveys. A primary survey may be selected
with secondary surveys used to corroborate
the results of the primary survey.

(d) Consider the basis for the contrac-
tor's reliance on a source of pay survey
data, including internal sources. Minimal
information should include:

e The company name, society, or group
that collected the data.

* Theexpertisein job evaluation and job
analysis possessed by the individuals
collecting the data.

e The names of the companies contrib-
uting data and the geographical loca-
tion of the source data. The relation to
and influence of these companies in
the contractor's labor markets.

» The size of the sample of companies
reporting data and the size of the
companies reporting data for each
job.
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e Theextent that the datais based on job
titles and job descriptions.

e The number of years that the survey
has existed.

(e) If the contractor uses internally de-
veloped pay surveys, determine if the con-
tractor independently ensures that they are
unbiased and reliable.

(f) Evauation of the contractor's se-
Iected pay surveys should consider if:

The survey provides specific job clas-
sifications with corresponding job
content survey descriptions that iden-
tify duties, responsibilities, and ex-
perience. An acceptable aternative
would be a maturity-curve survey be-
cause of difficulties encountered in
evaluating professional, scientific, or
engineering jobs.

»  Well-defined written policies and pro-
cedures are established detailing what
criteria are used to select the pay sur-
veys in evaluating its wages (i.e., geo-
graphical location, company size, and
type of industry).

»  The pay surveys provide the weighted
average rates (going market rate or
mean) by job. Also, the survey should
provide sufficient range values, mini-
mum and maximum rates, and/or per-
centile and quartile data to validate the
average rate and changes to pay struc-
tures.

(g) Deficiencies in the contractor's
selection and use of pay surveys in-
clude:

e Lack of job descriptions in pay sur-
veys that cause the contractor to
benchmark jobs based on position ti-
tles only. The use of job titlesonly in
benchmarking does not ensure proper
comparability of jobs.

* Lack of weighted average rate in the
pay survey. Pay surveys may pro-
vide only the minimum, midpoint,
and maximum pay ranges for each
job classification. The midpoint of
the range would not be reflective of
the market rate because survey par-
ticipants actually pay employees un-
der the minimum and over the
maximum.

e The contractor is unable to rationally
support its basis for relying on the
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survey data used to make market com-
parisons.

e The pay survey the contractor uses is
not representative of its labor market
and there is no supporting data for the
selection criteria.

* The contractor's compensation data
were not excluded from the pay survey
weighted average.

d. Management is responsible for de-
termining the extent to which external
market considerations are used to monitor
and influence its pay levels for the pur-
poses of :

(1) ensuring that pay rates are sufficient
to attract and retain employees

(2) controlling labor costs so that the
organization's product and service prices
are competitive, and

(3) ensuring that compensation paid for
services rendered on government contracts
is reasonable in accordance with FAR
31.205-6(b).

e. Evaluate and test the contractor's
control activity over the market compari-
Son process to determine that:

(1) A valid match is obtained when

comparing the job descriptions and career
levels for the contractor’s job(s) included
in the market comparison process and the
job descriptions and career levels for the
job(s) included in the market pay sur-
vey(s).
(2) The relevant labor market selected
for those jobs included in the market com-
parison process takes into consideration the
factors identified in FAR 31.205-6(b)(1)
that are representative of the labor market
for the job being evaluated.

(3) The actua wages and salaries paid
by the contractor to its employees for ser-
vices rendered in the performance of gov-
ernment contracts remains reasonable in
accordance with FAR 31.205-6(b)(1) for
particular employees, job classes of em-
ployees, and/or between the compensation
packages of employees in jobs included in
the same pay grade.

(4) Corrective action is taken when
necessary to bring into line the actua
wages and salaries for those jobs found to
have unreasonable levels of compensa-
tion. Unreasonable levels of compensa-
tion occur when the contractor’s actual
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average rate of pay for ajob class or grade
exceeds by 10 percent the weighted aver-
age market rate reported in the pay sur-
vey. See 6-413.4a for a discussion of
DCAA policy regarding the use of the 10
percent range of reasonableness when
eval uating compensation costs.

5-808.9 Performance of Audit Proce-
duresto Deter mine the Reasonableness
of Wages and Salariesfor Non-
Bargaining Unit Employees

a. The second objective of a compensa-
tion system audit is to determine whether
compensation costs resulting from the con-
tractor's compensation system are allow-
able and reasonable in accordance with
FAR 31.205-6. An adeguate compensation
system will provide the auditor with suffi-
cient evidence to determine and demon-
strate in the audit working papers the rea-
sonableness of the contractor’s wages and
salaries in accordance with the require-
ments of FAR 31.205-6(b).

b. Where the auditor has determined
that, due to the existence of significant
internal control deficiencies, a contractor’s
compensation system does not sufficiently
demonstrate that wages and sdaries are
reasonable in accordance with FAR
31.205-6(b), the auditor must perform ad-
ditional audit procedures. The scope and
direction of the additional audit procedures
will depend on the nature of the significant
deficiencies. The determining factor is
whether the system deficiencies are such
that they prevent a demonstration of rea-
sonableness. System deficiencies related to
the following control activities may pre-
vent ademonstration of reasonabl eness:

» Classification of jobs, job families and
career levels,

e Pay grade assignments and pay struc-
ture design,

e Job analysis and job descriptions, and

» External equity and market compari-
SON Processes.

For example, if the contractor lacks job

descriptions for a significant number of its

jobs, this would prevent the demonstration

of reasonableness of compensation, either

by the contractor’s compensation person-

nel, or by the auditor.
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(1) When system deficiencies are such
that they do not prevent a demonstration
of reasonableness, the auditor will follow
the guidance at 6-413.2 and perform an
independent assessment for reasonable-
ness. The auditor will also follow the
guidance at 5-811.3 and report, as a sig-
nificant system deficiency, the specific
defect in the contractor’s control activity
that is causing the compensation costs to
be unreasonable and in noncompliance
with FAR 31.205-6.

(2) When system deficiencies are such
that they prevent a determination of the
reasonableness of wages and saaries, the
auditor should not follow the guidance at
6-413.2 and should not perform an inde-
pendent assessment of reasonableness.
Under these circumstances, the auditor
should follow the guidance at 5-811.3 and
report the condition as a significant system
deficiency. The contractor will be given
time to correct the deficiencies and then
will be asked to demonstrate to the gov-
ernment that the compensation system re-
sults in reasonable wages and salaries. The
auditor should request that contractor man-
agement provide in writing the amount of
time required before they will be able to
demonstrate the reasonableness of its em-
ployee wages and salaries. This could be
addressed in the contractor's written re-
sponse to the draft audit report. When the
contractor indicates the amount of time
needed, the auditor should coordinate with
the ACO to determine if the government
should take any other actions (e.g., contract
billing withhold) to protect the government
from being billed for potentially unreason-
able compensation costsin the interim.

5-808.10 Evaluation of Employee Bene-
fits Programs

a. Employee benefits consist of com-
pensation other than pay for time worked.
Common benefits include hedlth and life
insurance, pensions, worker's compensa
tion, pay for time not worked, etc. The
contractor's benefit structure should com-
plement its wage and salary structure(s).
Benefits tend to be provided by an organi-
zation rather than by job, except for execu-
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tive perquisites and certain deferred in-
come programs.

b. Although organizations compete
over wage and salary levels more than
benefit packages, it is still necessary for
the contractor to consider the competitive
labor market when establishing benefit
levels. As an essential control measure
for benefit costs, the contractor's policies
should require the comparison of its abso-
lute level of benefits to those of its labor
and product competitors. The contractor
may decide to lead, lag, or stay competi-
tive. This requires the use of benefit sur-
vey data.

c. Benefit costs are alowable to the
extent that they are reasonable and required
by law, employer-employee agreement, or
an established policy of the contractor un-
der FAR 31.205-6(m).

d. The contractor's benefit policies
should establish:

(1) the contractor's competitive objec-
tive in the overal value of the benefits
package compared to that of other firms,

(2) eigibility requirements for various
benefits and the rationale for different pro-
bationary periods with different benefits,

(3) the flexibility in plan coverage of-
fered to employees ("cafeteria-styl€" plans
or average employee plans),

(4) the method of financing the benefit
plans by either noncontributory, contribu-
tory, or employee financing.

e. As a means to control costs, the
contractor should establish procedures to
periodically conduct cost-benefit analyses
of the company's benefit plansin total and
of forecasts of future years' costs. These
may be performed as adjuncts to the
yearly budgeting process. The analyses
should include determinations of the cost
commitments for existing benefits pro-
grams and the costs of alternate or new
benefits. If projected cost commitments
are prohibitive, then alternative financing
such as employee contribution may be
necessary.

f. Evaluate and test the contractor's
control activities over the employee benefit
package to determine that:

(1) Each element of the employee bene-
fit package complies with the alowability
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and alocability requirements of FAR
31.205-6(m).

(2) The tota compensation package
(cash compensation plus fringe benefits) is
reasonable in accordance with FAR
31.205-6(b).

5-808.11 Evaluation of Employee Merit
Pay Programs

As ameans of increasing organizational
productivity and controlling compensation
costs, the contractor may adopt pay for
performance programs in place of, or sup-
plemental to, general wage increases, cost
of living allowances (COLA), and seniority
increases. Pay for performance programs
include incentive and awards directly
linked to desired employee behavior, con-
tributions, or results achieved. Merit pay
programs measure and rate employee per-
formance through the performance ap-
praisal system.

5-808.12 Performance Appraisal System

a. The performance appraisal system
provides the mechanism by which the job
holder's contribution and work perform-
ance during a specific time period are iden-
tified and documented. A formal appraisal
process promotes desired organizational
goa attainment. Without a formal ap-
praisal process, employees achievements
may not be directed to desired goals and
the controls and feedback to the organiza-
tion are unlikely. The performance ap-
praisal system provides an organization
with information used for:

(1) human resource planning,

(2) identification of employee devel-
opment and training needs,

(3) compensation administration, and

(4) validation of promotional selection
procedures.

b. Determine the adequacy of the con-
tractor's methods and procedures for evalu-
ating employee performance and the pay
rewards given for acceptable achievement
of prescribed goals.

c. An adequate performance appraisa
system should include:

() Pdlicies that outline the kinds, for-
mat, and sufficiency of documentation
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required for each employee perform-
ance appraisal.

(2) Established evaluation periods and
dates for completion of appraisa forms.

(3) Standardized appraisal formats for
each system or type of appraisal system.

(4) Performance dimensions of ajob to
facilitate accurate and objective measure-
ment of performance.

(5) An established rating scale with
performance intervals such as unaccept-
able, acceptable, good, and superior per-
formance and performance standards for
each interval of performance.

(6) Required periodic training for all
raters in the policies and procedures of the
organization's appraisal system and in rat-
ing skills.

(7) Provisions for periodic program
mai ntenance.

(8) Monitoring of performance ap-
praisal ratings in appropriate groupings to
evaluate training needs, provide feedback
to managers and reports to senior manage-
ment on the adequacy of the system and/or
what needs improvement.

d. Performance-based pay plans in-
clude short- and long-term incentive pay
plans and gain-sharing plans. Incentive
pay plans establish a standard of accom-
plishment to which worker performance is
compared to determine the level of in-
creases. It can be a group or organiza-
tional goal. Incentive and gain-sharing
plans involve three forms of payment:
base pay, commission, and bonus. Re-
view 6-414 for applicable guidance re-
garding compensation for employees who
pose a higher risk pursuant to FAR
31.205-6(b)(2). An adequate performance-
based pay plan should include;

(1) Documented policies and proce-
dures.

(2) Established methods of rate deter-
mination or standard performance meas-
ures and guidelines on the relationship
between the performance and the amount
of award or incentive pay.

(3) The rules for digibility for partici-
pation.

(4) An incentive fund based on a docu-
mented formula.

(5) Documentation requirements for the
basis for the awards.
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(6) Established timing of the evaluation
and payment of award.

5-809 Training

a. Compensation administration em-
ployees should receive adequate training
on those aspects of the compensation sys-
tem which impact their respective duties
and responsibilities. Adeguate training is
an important factor in the effective imple-
mentation of any system. When determin-
ing the adequacy of the training, the fol-
lowing factors should be considered:
source of the training (e.g., American
Compensation  Association,  university,
etc.), method of training (e.g., formal
course/seminar, self-study course, etc.),
and the amount of training received over a
period of time (e.g., the last year). When
reviewing the contractor's training activi-
ties, the auditor should evaluate whether or
not the contractor has a formal plan for
ensuring that pay administration employees
are kept apprised of developments within
the pay administration profession as well as
changes in the contractor's compensation
system.

b. Evaluate the contractor's training
system to determine that:

(1) Adequate training is provided in
the application of government procure-
ment laws and regulations for employees
involved in compensation administration.

(2) Compensation professionals re-
ceive adequate on-going training and con-
tinuing education in the field of compen-
sation, in the use of advanced pay
structure design, and in maintenance and
administration techniques including ap-
propriate documentation procedures.

(3) Employee training modules are pe-
riodically reviewed and updated.

5-810 Compensation System —
Information Technology System Internal
Controls

a. Where information technology (IT) is
used in significant financial applications,
control procedures are sometimes defined
by classifying them into two types, IT gen-
era controls or IT application contrals.
Whether the control procedures are classi-
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fied by the auditor as general or applications
controls, the objectives of control proce-
dures remain the same: to provide reason-
able, but not necessarily absolute, assurance
that assets are safeguarded from unauthor-
ized use or disposition and that financial and
cost records are reliable to permit the prepa-
ration of financial statements and cost repre-
sentations.

b. The auditor should evauate the IT
genera controls and the compensation
system application controls to determine if
they have been designed according to man-
agement direction, GAAP, and applicable
government regulations and that control
procedures are operating effectively to
provide reliability of and security over the
data processed.

c. Genera controls are comprised of :

(1) organization and operation controls,

(2) systems development and documen-
tation controls,

(3) hardware and systems software con-
trols, and

(4) data and procedural controls. (See
5-400 for a more detailed explanation of
general internal controls.)

d. Compensation system application
control procedures are applied to the input,
processing, and output phases of this single
IT application. In contrast, general con-
trols affect all applications and operationa
elements of al IT systems. Separate con-
trol procedures are developed for each
unique application system, such as hilling,
MMAS, and in this instance, compensa-
tion. Although some application control
procedures affect only one or just a few
control objectives, most of the control pro-
cedures are designed to prevent or detect
several types of errorsin most or al phases
of the application. (See 5-1400 for amore
detailed explanation of application internal
controls.)

5-811 Compensation System Review and
Audit Results

5-811.1 Preliminary Findings

Discuss audit findings with the contrac-
tor during the audit to confirm factual ac-
curacy. At the completion of the field
work, summarize al tentative findings and
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conclusions and coordinate with the ACO.
If the ACO does not support the audit posi-
tion, immediately inform the regiona of-
fice.

5-811.2 Exit Conference

a. After resolving any differences with
the ACO, hold an exit conference in accor-
dance with 4-304 to discuss the findings
with the contractor. Include the contrac-
tor's reactions in the working papers and
the report.

b. During these discussions, address the
total variance between the cost of the com-
pensation element challenged and that of
the comparison point of the comparative
survey data used to establish the unreason-
able elements. However, challenge costs
only to the extent they exceed the 10 per-
cent range of reasonableness (see 6-413.4).

5-811.3 Corrective Action Plans

a. If the contractor concurs with the
findings, request that it submit a specific
time-phased corrective action plan for re-
ducing compensation costs to reasonable
levels and correcting related system defi-
ciencies. If the contractor disagrees with
the findings, request that it provide docu-
mentation justifying the reasonableness of
the compensation elements challenged.
Send the contractor a letter summarizing
the conference discussions and request
either the time-phased corrective action
plan or the justification documentation.
ISend the ACO an information copy of the
etter.

b. Contractor management is responsi-
ble for establishing and implementing cor-
rective action plans to resolve system defi-
ciencies and unreasonable compensation
levels. The contractor is in the best posi-
tion to evaluate and implement action
plans. Action plans are expected to correct
system deficiencies and eliminate trends of
unreasonable compensation within a rea-
sonable period of time. However, contrac-
tors are expected to initiate corrective ac-
tion as quickly as practicable. A contractor
is normally expected to reduce starting
salaries and delay within-grade increases
amost immediately and to make major
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strides to bring compensation costs under
control within 12 months. Auditors are
expected to advise ACOs of the adequacy
and timeliness of contractor action plans to
resolve system deficiencies and the result-
ing unreasonable compensation.

5-811.4 Major Compensation Plan Revi-
sions

Challenge increased compensation costs
resulting from major revisions to existing
compensation plans introduced by the con-
tractor if the contractor:

(2) has not notified the cognizant ACO
of the changes either before their imple-
mentation or within a reasonable period
after their implementation and

(2) has not provided the government,
either before implementation or within a
reasonable period after it, an opportunity
to evaluate the reasonableness of the
changes.

See FAR 31.205-6(a)(4) and 31.205-

6(b)(2)(ii).

5-811.5 Major Redeter minable Con-
tracts

For major re-determinable contracts,
consider recommending in price proposal
reports that a ceiling be placed on labor
escalation and fringe benefit costs. An-
other approach is for the ACO to enter into
an advance agreement with a contractor
limiting labor escalation and fringe benefit
costs on all contracts.

5-812 Compensation System Review and
Audit Report

5-812.1 General Reporting Considera-
tions

a. After each compensation audit, issue
an audit report to the ACO following the
genera guidance set forth in 5-100 and 10-
400, as amplified below. If related audits
or reviews by any other organization have
recently taken place, incorporate the results
into the compensation audit report, if feasi-
ble. Auditors should follow the guidance
in 4-1000 when relying upon the work of
others.
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b. Because FAR 31.205-6 addresses
some compensation elements only in gen-
eral terms of their reasonableness and
others in specific terms of allowability
along with general reasonableness, the
specific subsections referenced in the
opinion paragraph should relate to the
scope of the audit.

¢. The purpose paragraph should accu-
rately describe the systems audited. If the
contractor has more than one compensa-
tion system or pay structure, the purpose
paragraph should identify which systems
or structures are the subject of the audit.
All subsequent paragraphs should address
each of the systems audited. If one sys-
tem has a deficiency not shared by others,
that deficiency should be separately iden-
tified to the particular system or pay struc-
ture.

d. Each CSR serves as the starting point
for the next CSR for the same compensa
tion system or pay structure, and estab-
lishes the basis for converting the findings
of the next CSR to a monetary equivalent.
It is therefore critical for system control
deficiencies to be reported even if the cur-
rent CSR does not disclose that those con-
trol weaknesses are causing unreasonable
costs.

e. For compensation paid to top execu-
tives, owners, and other high risk employ-
ees (see 6-414), it may be appropriate to
issue a separate report with the scope and
reporting of results restricted solely to the
reasonableness of compensation paid or
proposed for those individuals. Such an
audit report would specifically exclude an
opinion on the adequacy of any systemsin
relation to the high-risk compensation if
there is not adequate control within the
system to assure that it is consistently
applied to such employees.

5-812.2 Reporting on CSR Results of
Audit

a. If the contractor's compensation sys-
tem is determined generally adequate, the
following statement would be appropriate
in the results of audit:

“In our opinion, the contractor's com-
pensation system is adequate to consis-
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tently provide reasonable employee
compensation costs to government con-
tracts in accordance with FAR 31.205-6

(&) and (b)."

This paragraph should be appropriately
modified if some compensation subsystems
or pay structures are not subject to ade-
guate control to ensure that the compensa-
tion produced will continue to be reason-
ablein the future.

b. If the CSR determines that:

(1) Some systems or pay structures
within the contractor's compensation sys-
tem are deficient, or

(2) Some positions or individuas have
inadequate internal controls over their
compensation to assure consistently rea-
sonable compensation, the control defi-
ciencies will be reported even if the CSR
does not find unreasonable costs caused by
those deficiencies. This reporting will
establish that the government has noted the
potential problem and reserves the option
to question any unreasonable costs caused
by those deficiencies in the future.

c. If unreasonable compensation is
found, the results of audit section of the
audit report may state:

“In our opinion, under the contractor's
current compensation system, cost
avoidance in the amount of $1.6 mil-
lion, of which $1 million is allocable to
government programs, was determined
for pay grades identified in [applicable
appendix or audit report section].
These costs were determined to be un-
reasonable under FAR 31.205-6(b).”

d. This statement should be followed by
briefly describing the condition(s) or sys-
tem deficiencies that resulted in the unrea-
sonable findings and how the correction of
the deficiencies could result in cost avoid-
ance per 10-400.

e. When unreasonable costs are identi-
fied in the audit report, the following
should be included:

(1) A listing of the contractor's jobs for
which compensation levels are unreason-
able.

(2) An estimate of the unreasonable
compensation costs for each job.
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(3) The methodology used and basis for
determining that compensation costs are
unreasonable and how al of the relevant
factors were considered.

(4) A description of the surveys used
for making the FAR comparison tests.

(5) The contractor's response to the
audit findings (and, if appropriate, the audi-
tor's rebuttal).

(6) A copy of the contractor's proposed
corrective action plan aong with auditor
comments on its adequacy and timeliness.

(7) A recommendation that the ACO put
the contractor on notice of the government's
intent to disallow unreasonable compensa
tion costs if the contractor fails to take
timely corrective action. Such a notice by
the ACO should identify the first period
during which it would be feasible for the
contractor to make significant changes to its
system. This “period of corrective action”
should be determined on a case-by-case
basis but should generally be the first full 12
months after the audit report is issued. The
notice should also state that starting after the
period of corrective action unreasonable
compensation costs, both actual and pro-
jected, will be questioned. If the ACO issues
anoatice of intent, we will question all unrea-
sonable compensation costs, actualy in-
curred or proposed, for periods after the
period of corrective action.

f. Audit reports issued on price propos-
als and rate agreements will question all
unreasonable compensation costs proposed
for periods after the period of corrective
action.

5-812.3 CSR Reporting Consider ations
for Employee Fringe Benefits

All audit reports will contain the fol-
lowing qualifications relating to fringe
benefits:

a Scope: Modify this paragraph to refer
to the "Quadlifications' paragraph below.

b. Qualifications. Include within this
paragraph a statement to the effect that the
results of audit expressed in this report are
quaified to the extent that subsequent au-
dits by DCAA, the contract administration
office, or others, of insurance, pension, and
other fringe benefits may supplement the
findings of this audit. When aware that
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specific audits are already in process or
planned, state this information and identify
the specific areas to be covered. In addi-
tion, determine if a recent DCAA or
DCMA insurance and pension audit or
review has taken place. If so, incorporate
the results, if feasible, into the compensa-
tion system audit report. If incorporated,
state this fact and reference the specific
DCAA or DCMA report number and date.
(See 5-1303 for guidance on insur-
ance/pension reviews.)

c. Results of Audit: Always qualify this
paragraph by referring to the “Qualifica-
tions’ paragraph.

d. If, after giving consideration to off-
sets, fringe benefits in total and by individ-
ual element are within the range of reason-
ableness, include the following statement
in the "Results of Audit" paragraph:

"Our audit disclosed no employee benefit
costs considered unreasonable under FAR
31.205-6 (a) and (b)."

e. If a contractor cannot justify em-
ployee benefit costs that significantly ex-
ceed the average of the comparison data by
more than 10 percent (after giving consid-
eration to appropriate offsets), include the
following information in the report:

(1) A statement in the results of audit
paragraph that our audit disclosed that
compensation costs for employee benefits
are unreasonable under FAR 31.205-6 (a)
and (b).

(2) A recommendation (in the results of
audit paragraph) that the ACO issue the

contractor a written notice of the gov-
ernment's intent to disallow future unrea-
sonable benefit costs.

(3) A listing of each unreasonable em-
ployee benefit element, identifying the
unreasonable costs for each, and alisting of
unreasonable incurred employee benefit
costs questioned per FAR 31.205-6(a)(4)
and 31.205-6(b)(2)(ii).

(4) A summary or copy of the support-
ing documentation or action plan provided
by the contractor.

5-812.4 Dispositioning CSR Report
Findings

a. Except as noted in d. below, unrea-
sonable compensation is not questioned for
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periods prior to completion of the “period
of corrective action” [Refer to 5-
812.2e.(7)] when unreasonable compensa
tion costs are found during a compensation
system audit and a prior CSR:

(1) Audited the compensation system as
itiscurrently,

(2) Determined that the compensation
system audited was acceptable at the time
of the prior audit; and,

(3) Determined that the costs produced
by that system were acceptable at the time
of the previous CSR.

However, cost avoidance estimated for
a 12 month period after the period of cor-
rective action is recorded. Forward pricing
rates for periods after the period of correc-
tive action should also be adjusted. [Refer
to 9-308, Incorporating Cost Avoidance
Recommendations Into Price Proposal Au-
dits, and 9-1200, Forward Pricing Agree-
ments, for further guidance.]

b. If prior CSRs identified unreasonable
compensation and the Contracting Officer
(CO) issued a Natice of Intent to Disallow
Costs (FAR 42.801), then al compensation
costs that are unreasonable after the a-
lowed period of corrective action should be
questioned in forward pricing audits, pro-
posals, and incurred cost audits. If the CO
has not made a final determination on the
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unreasonable costs in a CSR, continue to
question any unreasonable compensation
for periods after the period of corrective
action until a final determination is made.
If a CSR report discloses unreasonable
compensation and the CO dispositions the
audit report without supporting the unrea-
sonable compensation, subsequent unrea
sonable compensation should not be ques-
tioned based on that audit.

c. Costs should be questioned for all
periods of incurred costs and forward
pricing if unreasonable costs are produced
by:

(1) Failure to adhere to the previously
audited system,

(2) Changes to compensation systems
previously audited if the changes have not
been audited; or,

(3) Pay structures or portions of sys-
tems previously audited which were found
to be unacceptable or lacking controls at
the time of the previous CSR.

d. Some contractors will have some pay
structures, usually for executives or own-
ers, which should be questioned for al
periods if the compensation is found to be
unreasonable. See 6-414 for additional
information on special considerations of
executives and owners.
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5-900 Section 9 --- Audit of Labor System Internal Controls

5-901 Introduction

a. This section provides guidance for
auditing contractor labor internal controls
to evaluate the adequacy of the contractor's
labor system and assess control risk related
to the allowability and allocability of labor
costs charged to government contracts.
The reasonableness of labor costs is ad-
dressed in 5-800 (Compensation System
Reviews), 6-412 (Evaluation of Quantita-
tive and Qualitative Utilization of Labor)
and 6-413 (Reasonableness of Compensa
tion Costs).

b. Refer to 5-101 for the auditor's fun-
damental requirements on obtaining and
documenting an understanding of a con-
traftogf internal control and assessing con-
trol risk.

5-902 Background Information

a. Labor costs are usually the most sig-
nificant costs charged to government con-
tracts, and usually comprise the base, or the
largest element in the base, used for allo-
cating indirect costs. Historical labor costs
are often used to estimate labor for follow-
on or similar item government contracts.
Unlike other cost items, labor is not sup-
ported by third party documentation such
as an invoice, purchase order, or receipt.
Contractor personnel have complete con-
trol over the documents or devices of
origina entry, whether they consist of
timecards, electronic media, or some other
means. Responsibility for accuracy is dif-
fused throughout the contractor's organiza-
tion. Consequently, the risks associated
with the accurate recording, distribution,
and payment of labor are aimost always
significant.

b. To assess control risk on the labor
system as low and reduce substantive
testing, the contractor's system should
have:

(1) An effective method to monitor the
overall integrity of the Labor/Timekeeping
System.

(2) An effective employee awareness
training program to reasonably assure that
all employees are aware of the importance
of proper time charging.

(3) Effective procedures for labor au-
thorizations/approvals to facilitate the
proper accumulation and recording of
labor costs to cost objectives.

(4) Effective procedures for timekeep-
ing to reasonably assure that labor hours
are accurately recorded and that corrections
to timekeeping records are documented,
authorized, and approved.

(5) Effective procedures for labor dis-
tribution to reasonably assure the proper
recording of labor costs to cost objectives.

(6) Effective procedures for labor cost
accounting to reasonably assure that labor
charges to the government are in compli-
ance with promulgated Cost Accounting
Standards, generally accepted accounting
principles, and contract terms/clauses.

(7) Effective procedures for payroll
preparation and payment to reasonably
assure independent preparation of the pay-
roll, and that pay rates are appropriately
authorized and accurate.

(8) Effective procedures for labor trans-
fers and adjustments to reasonably assure
that they are documented and approved.

5-903 General Audit Policy

Refer to 5-103 for DCAA's genera
audit policy for the audit of contractor ac-
counting and management systems and
related internal controls.

5-904 Audit Objectives

a. The purpose of the audit is to evalu-
ate the adequacy of and the contractor's
compliance with the labor system's inter-
nal controls. The objective is to assess
control risk for the allowability and alloca-
bility of labor costs charged and billed to
government contracts.

b. Refer to 5-104 for DCAA's primary
objectives for auditing the contractor's ac-
counting and management systems.

5-905 Scope of the Audit

a While the nature and extent of audit
effort depends upon contractor size,
amount of government business, and audit
risk (materiality and sensitivity), the audit
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scope should be consistent with the guid-
ancein 5-105.

b. Controls for interrelated audit con-
cerns regarding the adequacy of the con-
tractor's other major systems (e.g., IT Gen-
era Interna Controls, Estimating, etc.) will
be audited under separate assignments.
While the controls for these areas are not
part of this audit, the results of all audits of
these interrelated controls must be consid-
ered in forming an overall audit conclusion
on the labor system internal control and
also commented on in the related audit
report.

c. In many instances, control activities
may be embedded in the contractor's IT
system. In these cases, the auditor should
adequately document and test the auto-
mated portions of the system and give
proper consideration to the use of Com-
puter Assisted Audit Techniques (CAATS)
(see 5-108f).

d. The extent of audit effort should also
beinfluenced by:

(1) the types of government contracts
and their materiality

(2) sensitive audit issues

(3) deficiencies noted in ongoing audits
(audit leads)

(4) input from the contracting officer

(5) contract provisions
These areas are discussed in 3-104 and the
auditor should document the impact of
these considerations on the scope of this
audit in the working papers.

e. The following paragraphs describe
specific control activities considered sig-
nificant for an adequate labor system.

5-906 L abor System M anagement
Compliance Audits

a. The existence of strong self-controls
increases the reliance that can be placed on
the cost representations from that system.
Therefore, the contractor should have poli-
cies and procedures for monitoring its labor
system, including regular compliance au-
dits, to ensure the timely and accurate re-
cording, distribution, and payment of labor
costs. These policies and procedures
should be well defined, reasonable in con-
cept, and effectively implemented by con-
tractor personnel.
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b. As a minimum the contractor should
conduct regular internal control compliance
reviews. These compliance reviews should
address the following areas. the adequacy
of written procedures, employee knowl-
edge and compliance with policies and
procedures, consistency with which the
policies and procedures are applied and by
whom, and timely follow-up action on
deficiencies.

(1) Types of Reviews. The contractor
may perform internal compliance audits by
monitoring in the form of physical observa-
tion ( floor checks ), by testing labor
charges for accuracy, by reviews of per-
formance or exception reports, by request-
ing external audits, or by using a combina-
tion of techniques.

(2) Adequacy of Compliance Review
Procedures. Whatever the form of the
compliance reviews, there should be pro-
cedures which identify the intervals of per-
formance of the reviews, the personnel
responsible for performance of the reviews,
the areas to be covered during the reviews,
the specific steps to be performed in the
reviews, the documentation needed to
demonstrate the procedures have been per-
formed, and the requirements for follow-up
action.

(3) Overdl Adequacy of Compliance
Reviews. The adequacy of the compliance
reviews should be assessed in accordance
with the criteria in 4-1000. The reviews
should be performed in accordance with
written procedures and by personnel pos-
sessing the level of competence, independ-
ence, and objectivity required of a re-
viewer. The scope and depth of audit
should be consistent with the contractor's
risk assessment level and sufficient to iden-
tify outdated written procedures, inconsis-
tent application of the procedures, lack of
employee knowledge or compliance with
the written procedures, or untimely follow-
up actions.

5-907 Review of Employee Awareness
Training

a. Policies and Procedures. The con-
tractor should have policies and procedures
for training employees to reasonably assure
that al employees are aware of the impor-
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tance of proper time charging. The training
should cover indoctrination for new hires,
management's responsibility for accuracy
of labor accounting, refresher courses for
existing employees, explanations of penal-
ties for mischarging, and the importance of
segregation of duties. When evaluating
contractor policies and procedures for em-
ployee awareness training, the auditor
should consider whether there is formal
company-wide timekeeping and labor
charging training, and whether there is
documentation to verify that the training
has occurred (e.g., presentation and hand-
out material, sign-in logs, and memoranda
of attendance.).

b. New Hire Training. New hires
should be trained on proper time keeping
shortly after being hired. The training
should include proper timekeeping proce-
dures and the penalties associated with the
statutes on false claims and false state-
ments (see 5-907.d). Further, those em-
ployees with contractual responsibilities
should be made aware of the FAR,
DFARS, CAS, and contract provisions.
Specific responsibility should be placed on
an individual or group to perform the train-
ing.

c. Management's Responsibility. It is
critical to labor charging internal control
systems that management continues to
emphasize the employees independent re-
sponsibility for accurately recording time
charges. The contractor should have train-
ing programs stressing management's re-
sponsibility to provide for the accurate
recording of labor hours.

d. Refresher Courses. The contractor
should have periodic refresher courses on
proper timekeeping and labor charging
practices, as shown in 5-907.a. above,
especially for employees found not to be
complying with company labor charging
procedures.

e. Penalties for Mischarging. Individ-
ual employees must be constantly, al-
though unobtrusively, made aware of con-
trols that act as an effective deterrent
against violations. There should be an
explanation of the penalties for knowingly
mischarging time. This would include
penalties imposed by the company and
those by the government (i.e, Fase
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Claims Act). Many businesses accom-
plish this by emphasizing the importance
of timecard preparation in staff meetings,
employee orientation, and through posting
of signs throughout the workplace, which
remind employees of the importance of
accurate and current timecards.

f. Segregation of Duties. The contrac-
tor should have training programs that
stress the importance of maintaining a seg-
regation of duties for labor-related activi-
ties to prevent the appearance of and op-
portunities for improprieties. For example,
the responsibility for timekeeping and pay-
roll accounting should be separated. In
addition, supervisors who are accountable
for meeting contract budgets should not
have the opportunity to initiate or change
employee time charges.

5-908 Labor System
Authorization/Approvals

The contractor should have procedures
to facilitate the accumulation and recording
of labor costs to cost objectives for the
purpose of determining proper cost reim-
bursement on government contracts. These
procedures should address the control and
issuance of work authorizations, as well as
the detail descriptions required for labor
documentation. When evaluating the con-
tractor's policies for labor authoriza-
tions/approvals, the auditor should consider
whether the policies and organizationa
structure provide for adequate control over
work authorizations to assure the integrity
of labor recording.

5-908.1 Control and I ssuance of Work
Authorizations

The contractor should have procedures
to ensure the segregation of duties for
work authorizations and/or job assign-
ments, to the extent practical. The work
authorizations/job assignments should be
controlled and issued by individuals inde-
pendent of those responsible for perform-
ing the work. A critical control is the
procedure used to open and close work
authorizations. These controls decrease
the potential for circumventing cost tar-
gets or ceilings.
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5-908.2 Work Descriptions

The contractor should have procedures
for the preparation of labor documenta
tion/'work descriptions that require clear
identification of the nature of the work
performed. The work descriptions should
provide enough detail to be trackable to the
intermediate or final cost objective, and
describe if the effort is alowable or unal-
lowable/direct or indirect. Work descrip-
tions should be sufficiently detailed to de-
termine the allocability of the labor charges
to government contracts.

5-909 Evaluation of Timekeeping

The contractor should have procedures
to assure that labor hours are accurately
recorded and that any corrections to time-
keeping records are documented, including
appropriate authorizations and approvals.
When evaluating the contractor's timekeep-
ing procedures, the auditor should consider
whether the procedures are adequate to
maintain the integrity of the Timekeeping
System.

5-909.1 Manual Timekeeping Systems

Procedures for manua Timekeeping
Systems should provide for the accurate
and complete recording of labor hours, as
well as appropriate controls to ensure cor-
rections to labor records are accurate and
authorized. Generally, they may be catego-
rized as procedures that pertain to:

a. Supervisory observation of employee
arrival and departure to prevent improper
clock-in/clock-out.

b. Employee possession of
card/timesheet.

c. Employees prepare their timecards in
ink, as work is performed.

d. Only one card/sheet is prepared per
employee per period; cards/sheets are pre-
printed with employee name and identifica-
tion number; and cards/sheets are turned in
to the designated timekeeping office or col-
lected by an authorized person.

e. Precoded data is printed on the job
cards for identification purposes.

f. Direct labor employees record their
time no less often than daily. Sufficient

time-
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formal subsidiary records are maintained,
if necessary, to assure accurate time re-
cording and allocating of labor costs to
intermediate and final cost objectives
when multiple jobs are worked in a day.

0. Corrections are made in ink, initialed
by the employee, properly authorized, and
provide a sufficient and relevant explana-
tion for the correction.

h. Employees and supervisors sign the
timecards/timesheets in accordance with
procedures, verifying the accuracy of the
recorded effort.

5-909.2 Automated Timekeeping Sys-
tems

Procedures for automated Timekeeping
Systems should provide for the accurate
and current recording of labor hours by
authorized employees, as well as appropri-
ate controls to ensure corrections to labor
charges are accurate and authorized. Gen-
eraly, they may be categorized as proce-
dures that pertain to:

a. Only the employee uses their labor
charging instrument to access the labor
system.

b. Employee badge issuance is suffi-
ciently controlled so that no number is
duplicated and badges are not issued to
unauthorized persons.

c. Procedures are in place which require
the employee to report lost badges
promptly.

d. Changes are initidled, authorized, and
dated by the employee and supervisor and
include a description of the reason for the
change. This may be done e ectronically.

e. A verifiable audit trail process isin
place that collects al initia entries and
subsequent changes.

5-910 Evaluation of Labor Distribution

The contractor should have policies to
reasonably assure the proper recording of
labor costs to cost objectives. These poli-
cies should address the reconciliation of
labor hours between labor distribution
summaries and Timekeeping/Payroll Sys-
tems, recording of both compensated and
uncompensated hours worked, and mainte-
nance of an audit trail.
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5-910.1 Reconciliations

The contractor should have proce-
dures which require that the total labor
hours reflected in labor distribution
summaries agrees with the total labor
charges as entered into the Timekeeping
and Payroll Systems. This reconciliation
attests that the labor charges to contracts
represent actual paid or accrued costs
and that such costs are appropriately
recorded in the accounting records. Each
employee's time charge should be dis-
tributed as recorded.

5-910.2 Recording Hours Worked

The contractor should have procedures
to ensure that al hours worked are re-
corded, whether they are paid or not, to
assure the proper distribution of labor
costs. Thisis necessary because labor rates
and labor overhead costs can be affected by
total hours worked, not just paid hours
worked (also see 6-410).

5-910.3 Audit Trail

The contractor should have procedures
that require the generation of an audit trail
which documents distribution of direct
and indirect labor charges to the appropri-
ate cost objectives (e.g., a labor distribu-
tion report.). When evaluating the con-
tractor's procedures, the auditor should
consider whether direct and indirect labor
charges are supported by sufficient evi-
dential matter to verify the allocability to
final cost objectives, and that they are
traceable to time cards and approved work
authorizations.

5-911 Audit of Labor Cost Accounting

The contractor should have proce-
dures to reasonably assure that labor
costs charged to the government are in
compliance with promulgated Cost Ac-
counting Standards, generally accepted
accounting principles, and contract
terms/clauses. The procedures should
address concerns such as: sensitive labor
accounts, briefing of contract terms, di-
rectly associated unallowable labor costs,
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lump-sum wages, over_ti me authorization,
uncompensated overtime, and records
retention.

5-911.1 Sensitive Labor Accounts

The contractor should have procedures
to audit significant increases and de-
creases in sensitive labor accounts for
reasonableness and allocability. These
procedures should also address changes in
labor charging practices to assure consis-
tency with CAS and FAR. Audit effortin
this area may help satisfy MAAR 7
(changes in direct/indirect charging) and
MAAR 8 (comparative analysis-sensitive
labor accounts).

5-911.2 Briefing of Contract Terms

The contractor should have policies
and procedures which address briefing of
special contract terms and advance
agreements relative to alowability and
allocability of labor costs (See 3-200).
The contractor should identify all contract
terms with government costing implica-
tions such as military standards, overtime,
and skill mix requirements, to ensure
compliance with those terms.

5-911.3 Directly Associated Unallowable
Labor Costs

The contractor should have procedures
that require that direct and indirect labor
costs directly associated with unallowable
costs be identified and segregated. When
evaluating the contractor's procedures for
unallowable labor costs, the auditor should
consider whether the chart of accounts and
the contractor's disclosure statement ade-
quately identify and describe the treatment
of these costs.

5-911.4 Lump-Sum Wages

The contractor should have procedures
to ensure that lump-sum wages resulting
from union contracts are accounted for in
accordance with EITFIS 88-23 (see 7-
2119). The matching concept requires that
lump-sum payments benefiting future peri-
ods should be deferred and amortized over
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the period benefited (i.e., the period cov-
ered by the union contract).

5-911.5 Overtime Authorizations

The contractor should have procedures
that address overtime authorization require-
ments prescribed by FAR 22.103. Such
procedures, if applicable, ensure that:

(1) overtime is necessary to meet deliv-
ery reguirements,

(2) overtime is necessary to meet
performance requirements, or

(3) overtime is necessary to make up for
delays beyond the control or without the
fault or negligence of the contractor (see 6-
409 and 6-410).

5-911.6 Records Retention

The contractor should have policies and
procedures that address retention of labor
records to comply with current FAR re-
quirements. These procedures should ad-
dress the retention of labor records such as
payroll records, labor distribution records,
work authorizations, and timecards.

5-912 Review of Payroll Preparation and
Payment

The contractor should have procedures
to provide reasonable assurance that payrolls
are prepared by persons independent of
those responsible for the timekeeping opera-
tion and actual payroll payment, and pay
rates and labor hours are appropriately au-
thorized and accurate. (See 6-407).

5-912.1 Segregation of Duties

The contractor should have procedures
to ensure that there is a segregation of re-
sponsibilities between timekeeping and pay-
roll. These procedures are necessary to
reduce the opportunity for any person to be
in a position to both perpetrate and concedl
errors or irregularities such as fictitious em-
ployees, improper time charges, etc.

5-912.2 Accuracy of Labor Costs

The contractor should have policies and
procedures that address the accuracy of the
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labor costs, particularly that pay rates in
effect are supported by written authoriza-
tion from the personnel department or other
authorized source. When evaluating the
contractor's policies, the auditor should
also consider whether cross-checks are
required (either manual or automated) for
verifying the accuracy of names, rates of
pay, hours worked, extensions, and ac-
counting distributions. Labor hoursused in
the payroll process should be based on the
labor distribution records.

5-913 Review of Labor Distribution,
Transfers, and Adjustments

The contractor should have procedures
to provide reasonable assurance that labor
transfers or adjustments of the labor distri-
bution are documented and approved.
These procedures should address manage-
ment review and approval of labor trans-
fers, labor distribution edit errors, and re-
view and correction of labor errors.
Particular attention should be given to IT
assisted "on-line" adjustments. In these
cases, controls should be in place to ensure
that unauthorized or undocumented ad-
justments are prevented or detected in a
timely manner.

5-913.1 Review and Approval of Labor
Transfers

The contractor should have proce-
dures that provide for a system of docu-
menting, approving, and reviewing the
transfer of labor costs from one cost ob-
jective to another by proper management
officials. Written justification should be
required for any such transfer, to ensure
the proper allocation of labor costs to
final cost objectives. Audit effort in this
area may help satisfy MAAR 10 regard-
ing labor adjusting entries/exception
reports.

5-913.2 Labor Distribution Edit Errors

The contractor should have proce-
dures to ensure that labor distribution
edit errors are processed into a suspense
account and billed to customers only
after correction.
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5-913.3 Evaluation and Correction of
Labor Errors

The contractor should have procedures
to ensure that reports of suspense labor and
edit errors are generated and provided to
the appropriate personnel for review and
corrective action. These corrections should
be adequately explained, and endorsed by
both the employee and supervisor.

5-914 Labor System - Information
Technology System Internal Controls

a. Where information technology (IT) is
used in dgnificant financia applications,
control activities are sometimes defined by
classfying them into two types, IT genera
controls or IT gpplication controls. Whether
the control activities are classified by the
auditor as generd or gpplication contrals, the
objectives of control activities remain the
same, to provide reasonable, but not necessar-
ily absolute, assurance that assets are safe-
guarded from unauthorized use or disposition
and that financial and cost records arerdliable
to permit the preparation of financia state-
ments and cost representations.

b. The auditor should evaluate the IT
general and labor system application con-
trols to determine if they have been de-
signed according to management direction,
GAAP, and applicable government regula-
tions and that internal controls are operat-
ing effectively to provide reliability of and
security over the data processed.
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c. General controls are comprised of:

(1) organization and operation con-
trols,

(2) systems development and docu-
mentation controls,

(3) hardware and systems software
controls, and

(4) data and procedural controls. (See
5-400 for a more detailed explanation of
general internal controls.)

d. Labor system application control
activities are applied to the input, process-
ing, and output phases of this single IT
application. In contrast, IT general con-
trols affect all system applications and op-
erational elements of al IT systems. Sepa-
rate control activities are developed for
each unique application system, such as
billing, MMAS, and in this instance, labor.
Although some application control activi-
ties affect only one or just a few control
objectives, most of the control activitiesare
designed to prevent or detect severa types
of errorsin most or all phases of the appli-
cation. (See 5-1400 for a more detailed
explanation of application internal con-
trols.)

5-915 Internal Control Reporting

The auditor should follow the guid-
ance in 5-110, 10-200, and 10-400 for
reporting on internal controls relative to
the contractor's accounting and manage-
ment systems.
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5-1000 Section 10 --- Audit of Indirect and Other Direct Cost System
Internal Controls

5-1001 I ntroduction

a. Refer to 5-101 for the auditor's fun-
damental reguirements on obtaining and
documenting an understanding of a con-
tractor's internal controls and assessing
control risk.

b. This section presents guidance for
auditing a contractor's internal controls of
both a manual and automated nature over
indirect/other direct cost. The guidelines
relate to the assessment of control risk
based on an audit of the contractor's poli-
cies, procedures, and internal controls.

5-1002 Background Information

a. Anindirect cost is any cost which is
not directly identified with a single fina
cost objective, but is identified with two or
more final cost objectives or an intermedi-
ate cost objective (FAR 31.203(a)). Indi-
rect costs are to be accumulated by logical
groups and distributed on the basis of bene-
fits accruing to the several cost objectives.
The number and composition of cost
groupings should be governed by practical
considerations.

b. Other direct costs are costs which are
in addition to direct labor and material and
can be readily identified with a specific
job. Examples are:

(1) specia tooling, dies, jigs, and fix-
tures;

(2) plant rearrangement;

(3) packaging and packing;

(4) consultant's fees;

(5) outbound freight;

(6) expediting;

(7) royalties;

(8) travel; and

(9) computer center and other service

center costs.
Costs of this nature may be charged direct
to jobs, alocated on some representative
basis, or charged partialy direct and par-
tially by allocation.

c. Generdly, a contractor's indi-
rect/other direct cost system should have:

(1) Contractor compliance audits to
provide reasonable assurance that the poli-
cies and procedures relating to indi-

rect/other direct cost submissions are estab-
lished, currently in practice, understood,
and effectively implemented by contractor
employees.

(2) Policies and procedures established
and maintained to charge/allocate, directly
or indirectly, alowable costs in billings,
claims, or proposas applicable to U.S.
government contracts in accordance with
FAR 31.2 and CAS.

(3) Policies and procedures to ensure
indirect/other direct costs are properly clas-
sified as alowable or unalowable in ac-
cordance with FAR and contract terms,
including directly associated costs, and
unallowable costs are identified and ex-
cluded from proposals, billings, and claims
submitted to the government.

(4) Policies and procedures to ensure
indirect/other direct costs are properly
charged/allocated to cost objectives in ac-
cordance with FAR and CAS.

5-1003 General Audit Policy - Indirect
and Other Direct Costs

a. Refer to 5-103 for DCAA's generd
audit policy for the audit of contractor ac-
counting and management systems and
related internal controls.

b. In the absence of indicators of wide-
spread risk as documented by a current
audit risk assessment, the need for a com-
prehensive audit of a contractor's indi-
rect/other direct cost system would nor-
mally be limited to certain situations. Such
situations might include:

(1) Contractor locations with significant
government business where a detailed indi-
rect/other direct cost system audit has
never been performed or has not been re-
cently performed and where the auditor's
knowledge of the indirect/other direct cost
system islimited.

(2) New government contractor loca-
tions where anticipated or actual govern-
ment businessis significant.

c. FAOs with audit cognizance over
corporate and/or group offices dlocating
substantial costs to other segments for ulti-
meate alocation to government contracts are
responsible for performing indirect/other
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direct cost audits at these offices and provid-
ing the results to the segment auditor. Seg-
ment auditors are responsible for requesting
such audits as needed.

5-1004 Audit Objectives

The purpose of this audit is to evaluate
the adequacy of and the contractor's compli-
ance with the indirect and other direct cost
system's internad controls. Refer to 5-104
for DCAA's primary objectives for auditing
the contractor's accounting and management
systems. The objectives of auditing the
indirect/other direct cost system are to:

a Gain an understanding of the contrac-
tor's indirect/other direct cost system and
related internal control to provide reasonable
assurance that indirect/other direct cost in
billings, claims, or proposals applicable to
U.S. government contracts are properly
classified as allowable, adlocable and rea-
sonable in accordance with FAR 31.2 and
CAS.

b. Document the understanding of the
indirect/other direct cost system internal
control in working papers and permanent
files (see 5-100).

c. Test the operational effectiveness of
indirect/other direct cost system internal
controls. Refer to 5-108 for additional detail
on the testing of internal controls.

d. Assess control risk as a basis to iden-
tify factors relevant to the design of substan-
tive tests.

e. Report on the understanding of the
interna controls, assessment of control risk
and adequacy of the system for government
contracts.

f. Document in the working papers evi-
dence of the performance of the assessment
of risk of material misstatement due to
fraud. The discovery of fraud or other
unlawful/improper activity is not the pri-
mary audit objective, but the auditor must be
attentive to any condition which suggests
that such a situation may exist. If such activ-
ity is suspected, the circumstances should be
reported in accordance with 4-700.

5-1005 Scope of Audit

a. The nature and extent of audit effort
depends upon contractor size, amount of
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government business, and audit risk. In
genera, the audit scope should be consis-
tent with the guidancein 5-105.

b. In many instances, control activities
will be embedded in the contractor's IT
system. In these cases, the auditor should
adequately document and test the auto-
mated portions of the system, and give
proper consideration to the use of Com-
puter Assisted Audit Techniques (CAATS).

c. The extent of audit effort should also
beinfluenced by:

(1) the types of government contracts
and their materiality,

(2) deficiencies noted in ongoing audits
(audit leads),

(3) input from the contracting officer,

(4) contract provisions, and

(5) the degree of system automation,
especialy where new or existing IT systems
have been revised to better identify, extract,
and record indirect and other direct costs.
Genera information regarding these scope
areas is provided in 3-104 and additional
considerations specific to the indirect/other
direct cost system are discussed below. A
risk assessment documenting conclusions
reached regarding the impact of the above
areas on the scope of this audit should be
documented in the working papers.

d. The scope of audit should include
both indirect and other direct costs
(ODCs), unless ODCs are not considered
material. The audit should provide assur-
ance that when items ordinarily chargeable
as indirect costs are charged to government
work as direct costs, the costs of like items
applicable to other work of the contractor
are treated in the same manner.

e. If the contractor uses the same proc-
ess for both indirect and ODCs, and the
ODCs are considered material, the auditor
should include test transactions related to
both indirect and ODC in determining
whether the internal controls are operating
effectively. If the contractor uses different
processes for indirect and ODCs, and the
ODCs are considered material, the auditor
should evaluate the internal controls for
indirect cost and ODC separately, and de-
termine whether the controls related to
each arein place and operating effectively.

f. As noted in 5-1004c, one of the ob-
jectives is to test the operational effective-
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ness of the indirect/other direct cost system
internal controls. Transaction testing per-
formed as part of the incurred cost audit
should periodically include a trace of se-
lected transactions through the system to
fully test and evaluate the controls (see 5-
108). Alternatively, controls may be sepa-
rately tested as part of the internal control
audit of the indirect/other direct cost sys
tem.

g. The contractor’s indirect and ODC
system may be comprised of numerous
processes and/or subsystems (i.e., travel,
accounts payable, etc.). The auditor should
identify those processes and/or subsystems
that comprise the indirect and ODC system
and consider the materiality and risk, in
terms of both indirect costs and ODCs, of
the processes and/or subsystems in estab-
lishing the scope of audit.

h. The mgority of the non-labor ex-
penses may flow through the accounts pay-
able system. Therefore, the auditor should
perform arisk assessment. Based on mate-
riality and sensitivity, consider performing
an audit of the contractor’s accounts pay-
able system internal controls as a subsys-
tem of the indirect/ODC system if it has
not been previously examined in another
internal control audit. If an audit is per-
formed, consider steps set forth in 5-1400.

5-1006 Compliance Reviews

Contractor compliance reviews should
provide reasonable assurance that policies
and procedures relating to indirect/other
direct cost claims, billings, and proposals
applicable to U.S. government contracts
are established, currently in practice, un-
derstood, and effectively implemented by
contractor employees. The existence of
strong internal controls increases the reli-
ance that can be placed on the cost repre-
sentations from that system. Therefore, the
contractor should have written policies and
procedures for monitoring its indirect/other
direct cost systems, including regular com-
pliance reviews.

5-1006.1 I nternal Audit Function

The auditor should ascertain the effec-
tiveness of the internal audit staff and con-
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sider the manner in which the internal audit
function is utilized by management. Occa-
sionally contractors use management teams
in lieu of interna auditors to perform com-
pliance reviews. The auditor should evalu-
ate the competence, independence, and
objectivity of the management teams. (Re-
fer to 4-1000).

5-1006.2 Scope of Compliance Reviews

a. Adequacy of Procedures. The con-
tractor's policies and procedures should
provide for regular internal compliance
reviews. These compliance audits should
address the following areas:

(1) adequacy of written policies, proce-
dures, and controls for indirect and other
direct costs;

(2) employee knowledge and compli-
ance with policies and procedures;

(3) composition of indirect cost pools
and the bases over which they are allo-
cated;

(4) periodic sampling of expense ac-
counts to ascertain if unallowable costs are
properly identified and segregated;

(5) periodic sampling to determine that
when items ordinarily chargeable as indi-
rect costs are charged to government work
as direct costs, the costs of like items ap-
plicable to other work of the contractor are
treated in the same manner;

(6) consistency with which the policies
and procedures are applied; and

(7) treatment of miscellaneous income,
credits, rebates, and discounts.

b. Adequacy of Reviews. The ade-
quacy of the reviews should be assessed in
accordance with the criteriain 4-1000. The
reviews should be performed in accordance
with the written procedures and by person-
nel possessing a level of competence, inde-
pendence, and objectivity required of a
reviewer. The scope and depth of audit
should be consistent with the contractor's
risk assessment level and sufficient to iden-
tify outdated written procedures, inconsis-
tent application of the procedures, and lack
of employees' knowledge or compliance
with the written procedures. The auditor
should consider and rely on, if appropriate,
contractor internal audit control tests al-
ready performed. The auditor should:
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(1) identify and evaluate the documen-
tary evidence and the frequency of the in-
terna and externa reviews to determine
whether the scope of such reviews are ap-
propriate, the conclusions are sound, and
appropriate  follow-up actions recom-
mended, and

(2) determine if the methodology used
to select sensitive accounts to be reviewed
is consistent with the risk assessment level
as documented by the contractor.

5-1006.3 Follow-up Procedures

There should be policies and procedures
for tracking responses to, and resolution of,
required corrective actions. The policies
and procedures should provide that correc-
tive actions are communicated to manage-
ment responsible for action, and that cor-
rective actions are documented and
verified.

5-1007 Trained Employees

A well trained staff results in accurate
submissions to the government. Contractor
personnel should be aware of the certifica-
tion requirements and potential penalties
associated with submissions; therefore,
they require special training in the prepara-
tion and submittal of billings, claims, and
proposals.

a. Types of training. The contractor
may provide interna courses or opportuni-
ties for personnel to take outside education
courses. The contractor may also provide
detailed on-the-job training and/or detailed
desk procedures. In some instances, the
contractor may require that personnel as-
signed to the preparation, approval and/or
review process have special qualifications
prior to their being hired.

b. Adequacy of Procedures. Procedures
should identify the minimum required
course topics, the frequency of the training
(periodic training should be given as
needed, e.g. issuance of new and revised
regulations, evidence of interna control
weaknesses, etc.), and the criteria for
documentation of completion. If specific
procedures are not available, have the con-
tractor identify its practice in the above
areas for later verification with employees.
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The procedures should require that the
training program be updated to cover cur-
rent government rules and regulations, and
adjusted to comply with revisions to the
contractor's systems. These areas may be
covered under more than one class, and
some may be covered by memorandums,
bulletins, or pamphlets.

c. Adequacy of Training Topics. The
contractor should have policies and proce-
dures requiring an employee awareness
training program which informs employees
of the special requirements that apply when
a business contracts with the government.
The training should include procedures for
reporting and identifying false claims and
the penalties associated with the statutes on
false claims and false statements. Further,
those employees with contractual responsi-
bilities related to costs should be made
aware of the FAR, DFARS, CAS, and ap-
plicable contract provisions. The contrac-
tor's procedures should provide instruction
in claim preparation that provides for com-
pliance with the following clauses: (1)
FAR 52.216.7, Allowable Cost and Pay-
ment clause, which requires that the con-
tractor submit afina indirect cost rate pro-
posa reflecting actual cost experience
during the covered period, together with
supporting data (see DCAAP 7641.90 sec-
tion on Incurred Cost Proposals for sample
illustration of what is considered an ade-
guate submission); and (2) FAR 42.703-2
which reguires that the submissionsinclude
a signed "Certificate of Final Indirect
Costs." Policies and procedures should also
require that employees be trained in con-
tract briefing, reconciliations of claims to
accounting records, year-end adjustments
of direct and indirect costs, and other re-
lated procedures.

d. The auditor should evaluate the
adequacy of the training policies and pro-
cedures to determine if they cover the
appropriate topics, contain interpretation
of the government rules and regulations
on the allowability of indirect/other direct
costs, and that there are provisions to as-
sure course materials are adjusted to com-
ply with revisions to government rules
and regulations. The contractor may have
training records or attendance sheets that
document employee training. If the con-
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tractor does not provide formal training,
eval uate alternative procedures that ensure
that employees and management involved
in the approval process and/or preparation
of indirect/direct costs submissions have
the required knowledge. The auditor may
consider making inquiries of employees
who performed a procedure and inspect-
ing documents and reports to ensure that
employees are knowledgeable.

5-1008 Indirect and Other Direct Costs
Preparation and Submissions

a. The contractor should establish and
maintain written policies and procedures
for preparing submissions (billings, claims,
or proposals), applicable to U.S. govern-
ment contracts that include only alowable
costs in accordance with FAR 31.2 and
CAS.

b. The contractor's policies and proce-
dures should require that claimed indi-
rect/other direct costs be reconciled with
actual costs as recorded in the books and
records. Claimed costs may often be dif-
ferent from actua costs incurred; however,
there should be a clear identification of all
adjustments and an explanation that de-
scribes why such adjustments are neces-
sary.
c. In addition, the contractor should
have sufficient documentation for the
auditor to assess the reasonableness of the
contractor's interpretations of allowability.
This documentation can be in the form of
policies and procedures, desk instructions,
preprinted forms, etc., and should provide
enough detail for employees to determine
the alowability of costs. Documentation
supporting the allowability of costs per
advance agreements should also be pro-
vided. There should be documentation
supporting the segregation and control of
data rejections, corrections, and adjust-
ments, e.g., year-end accruals, variances,
and suspense accounts.

5-1009 Unallowable Costs Screening and
Segregation

Policies and procedures should provide
for the identification and exclusion of unal-
lowable costs from government contract
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costs as required by FAR 31.201-6 and
CAS 405.

a. Certain costs are rendered unallow-
able by provisions of pertinent laws and
regulations. Examples of costs declared
expressly unallowable by federal statute or
regulations are:

(1) costs for
31.205-7),

(2) entertainment
31.205-14),

(3) fines and pendties (FAR 31.205-

contingencies (FAR

expenses (FAR

15),
(4) costs of organizing or reorganizing a
business enterprise (FAR 31.205-27),

(5) contributions (31.205-8),

(6) interest (FAR 31.205-20),

(7) losses on other contracts (FAR
31.205-23),

(8) certain types of advertising and
business meetings (FAR 31.205-1),

(9) bad debts (FAR 31.205-3), and

(10) federal income taxes (FAR
31.205-41). A description of these and
other items and the criteria for a determi-
nation of alowability are provided in
FAR Part 31 (see Appendix A) and Chap-
ter 7.

b. Other costs may be specifically
identified in the contract as being unal-
lowable. In these instances, the contract
terms may also provide specific criteria
that must be met before a cost is consid-
ered allowable, or there may be ceiling
limitations on certain types of costs. For
example, the contract may state that sub-
contracts or travel must be approved by
the contracting officer prior to incurring
the cost, or it may state that overtime is
unallowable over a specific dollar amount.
Contract briefs should be prepared to
identify these clauses.

c. Still other costs or portions of cost
may be identified as unallowable based on
advance agreements negotiated by the
ACO, such as IR&D and B&P Advance
Agreements.

d. In addition, all costs which are di-
rectly associated with unallowable costs
are also considered to be unallowable. For
example, travel costs associated with an
unalowable business activity (e.g., busi-
ness reorganization) are also considered to
be unallowable.
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5-1009.1 Screening of Unallowable
Costs

a. General Policies and Procedures.
The contractor's accounting procedures
should be in writing and should provide
that indirect/other direct costs are properly
classified as allowable or unallowable,
including directly associated costs, and
unallowable costs are identified and seg-
regated for U.S. government contract
costing, billing, and pricing purposes as
required by FAR 31.201-6 and/or CAS
405, if applicable. When evaluating the
contractor's policies and procedures, the
auditor should consider whether they:

(1) Address al major duties and re-
sponsibilities in the indirect/other direct
cost system. The procedures should be
comprehensive and easily understood in
order to minimize the risk of errors arising
from causes such as misunderstood in-
structions, and mistakes in judgment. The
procedures should require manage-
ment/supervisory review and approval at
appropriate control levels. Management
review should be evidenced by the proper
approval signature on the documentation
and records in accordance with the con-
tractor's policy. Electronic signature pro-
cedures should be implemented for auto-
mated cost records. There should be
separation of key duties such as authoriz-
ing, processing, recording, and reviewing;
and accountability over access to and use
of assets and records. The auditor should
be alert for aspects of the indirect/other
direct cost system process which are not
covered by policies and procedures. Ad-
ditionally, the auditor should note any
instances where actual practices are in-
consistent with established policies and
procedures. In these instances, the auditor
should consider the underlying cause for
these inconsistencies (e.g., failure to ade-
guately communicate changes in estab-
lished policies and procedures). When
testing the critical control points outlined
in the procedures, the auditor should re-
view evidence on adjustments as well as
on regular transactions. If applicable, the
auditor should compare relevant parts of
the contractor's CAS disclosure statement
to the policies and procedures.
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(2) Are approved by an appropriate
level of management to signify the delega-
tion of authority and to effectively convey
management's commitment to adhering to
established policies and procedures, and
complying with FAR 31.2 and CAS.

(3) Provide for the design and use of
adequate documents and records. Records
should be kept on all aspects of a procedure
to ensure the proper recording of transac-
tions. Records should also be classified in
a way that permits easy access for audit
trail (e.g., chart of accounts could be
imbedded in the applicable systems inter-
nal edit schedules which segregates and
identifies unallowable accounts at point of
origin). Supporting documentation should
be complete (i.e., include purpose), accu-
rate (e.g. include creditsif applicable), and
readily available for examination. Various
FAR clauses require specific documenta-
tion in order for alowability to be estab-
lished. FAR 31.201-2(d) states that con-
tractors are responsible for accounting for
costs appropriately and for maintaining
records to support claimed costs. Thisrule
permits contracting officers to disallow any
inadequately supported cost. The contrac-
tor's procedures should provide for docu-
mentation that contracts have been briefed
and expressly/mutually agreed to be unal-
lowable costs, and directly associated costs
have been identified and excluded.

(4) Were communicated to those indi-
viduals within the organization who are
responsible for executing them.  This
communication involves not only making
sure that appropriate employees are aware
of established policies and procedures but
providing the necessary training to ensure
that they understand how to interpret and
execute them. If the training for employees
who approve, process, and screen costs is
separate from that provided to employees
who prepare cost submissions, follow the
guidance in 5-1006.2.

b. Controls for Selected Sensitive Ac-
counts. The following are examples of
sensitive costs that warrant specia consid-
eration to comply with the regulations (re-
fer to FAR 31.2 for complete list of sensi-
tive areas and their requirements):

(1) Entertainment costs. Procedures
and controls should be established that
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distinguish entertainment costs, as defined
in FAR 31.205-14, from allowable costs,
such as public relations cost; travel cost;
employee morale, heath and welfare cost;
and trade, business, technical and profes-
sional activity cost.

(2) Independent Research and Devel-
opment (IR&D) and Bid and Proposal
(B&P) cost. Procedures and controls
should be established which provide that
IR&D and B&P are classified and allocated
to U.S. government contracts in accor-
dance with FAR 31.205-18 and CAS 420.
Sﬁ]pecifically, procedures should require
that:

(@ Each IR&D and B&P project
should be separately identified if material
in amount. When not material in amount,
these costs may be accumulated in one or
more project(s) within each of these two
types of effort.

(b) The B&P projects should be de-
scribed and identified, as appropriate, with
a specific procurement objective and/or
applicable request for proposa (RFP), re-
quest for quotation (RFQ), or invitation for
bid (IFB).

(c) Effort such as production engi-
neering, productivity improvement, etc.
should not be confused with IR&D and/or
B&P effort. Effort of this type and the
related cost accounts should be described
in sufficient detail and specificity that
distinguishes it from IR&D and B&P ef-
fort so as to preclude misclassification of
these costs.

(3) Legidative lobbying costs. Proce-
dures and controls should be established to
provide that all allowable and unallowable
costs under FAR 31.205-22 are properly
classified and documented.

(4) Professional and consultant service
costs should be supported as prescribed in
FAR 31.205-33.

(5) Relocation costs. Procedures and
controls should be established to require
that:

(a) Payments be in accordance with an
established policy or practice that is consis-
tently followed.

(b) Amounts claimed as alowable
costs under government contracts be in
accordance with the requirements stated in
FAR 31.205-35.
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(6) Selling costs. Procedures and con-
trols should be established which provide
that selling costs are classified in accor-
dance with FAR 31.205-38 and that:

(a) Allowable direct selling and mar-
ket planning costs should be separately
identified from unallowable costs.

(b) Allowable selling costs should be
distinguished from B& P costs with respect
to government business.

(c) The method selected and analysis
used to allocate selling and marketing costs
should be documented and in compliance
with FAR and CAS, as appropriate.

(d) Direct selling and market planning
costs should be segregated by class of cus-
tomer (i.e., U.S. government, FM S/foreign
sales of military products, and commer-
cia). The method of segregation should be
verifiable through documentation.

(7) Travel costs. Procedures and con-
trols should be established which provide
that:

(@ Allowable and unallowable travel
costs in accordance with FAR 31.205-46
are appropriately classified at some point
between incurrence of the cost and the time
when claimed as a contract cost.

(b) Routines are in place to identify ma-
terial amounts of unallowable labor activity
based on the purpose of the travel.

(c) Records required to substantiate and
justify contractor-owned, leased, or char-
tered aircraft costs are maintained in accor-
dance with FAR 31.205-46.

(8) Trade, business, technical, and pro-
fessional activity costs. Procedures and
controls should be established which pro-
vide that an adequate description of the
business purpose of meetings and confer-
ences is either contained in or referenced in
the reimbursement voucher.

c. Screening. Point of entry screening
is inherently more effective than after-the-
fact screening/scrubbing for the identifica-
tion and segregation of unallowable costs.
As a point of entry control, the contractor
can use its chart of accounts to identify and
segregate allowable and unallowable ac-
counts (refer to the accounting system in-
terna control). The contractor's failure to
establish point of entry controls places an
added risk on after-the-fact screening (refer
to compliance reviews in 5-1006). Con-
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tractor follow-up on unclear or question-
able costs can become ineffective with the
passage of time. This added risk would
trandate into higher required confidence
levels and precision than would otherwise
be required, thereby impacting the nature
and extent of audit effort. As a result of
the required certification process, some
contractors have incurred extraordinary
costs for screening overhead costs prior to
certifying their proposal. This extraordi-
nary effort is often the result of the contrac-
tor's earlier negligence in establishing,
maintaining, and/or implementing an ade-
guate system of internal control, and may
not be subject to reimbursement (see 7-
2109.2). Deficiencies should be reported
in accordance with 8-302.7 if they are non-
compliances with CAS 405, or in accor-
dance with FAR 31.201-6 if they are not
CAS-related.

d. Self-governance. When a contractor
that participates in self-governance pro-
grams furnishes the FAO with its initial
internal control evaluation and compliance
testing plans on its screening procedures
for unalowable costs, the FAO should
establish a current assignment to update its
audit of related internal controls. The ob-
jective is not to complete an overhead au-
dit, but rather to provide the contractor
with feedback on its control activities and
its compliance approach.

e. Directly Associated Costs. All costs
which are directly associated with unal-
lowable costs are also unallowable and
should be screened to preclude charging
such costs to government contracts. In
auditing the adequacy of contractor pro-
cedures for screening directly associated
costs, the auditor should also consider
materiality of the costs (FAR 31.201-
6(e)(1). A directly associated cost is any
cost which is generated solely as a result
of incurring another cost, and which
would not have been incurred had the
other cost not been incurred. The follow-
ing are examples of directly associated
unallowable costs:

(1) Bad debts. Actua or estimated
losses arising from uncollectible accounts
receivable due from customers and other
claims and any directly associated costs
i.e., collection fees and/or legal costs asso-
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ciated with collection efforts are unallow-
able (see FAR 31.205.3).

(2) Entertainment costs. FAR 31.205-
14 states that cost of amusement, diversion,
socia activities, and any directly associated
costs such as tickets to shows or sports
events, meals, lodging, rentals, transporta-
tion, and gratuities are unallowable.

(3) Lobbying costs. Pursuant to FAR
31.205-22, costs incurred in attempting to
improperly influence (see FAR 3.401),
either directly or indirectly, an employee or
officer of the executive branch of the Fed-
eral Government to give consideration or to
act regarding a regulatory or contract mat-
ter are unalowable. Employee(s) travel
and/or administrative support costs directly
associated with unalowable lobbying ef-
fort are also unallowable .

5-1010 Allocability Policies, Procedures,
and Controls

Policies and procedures should assure
that indirect and other direct costs are
properly charged/allocated to cost objec-
tives in accordance with FAR and CAS as
appropriate.

a. The contractor's accounting proce-
dures should ensure that items of the same
nature as those charged as direct costs are
not included in the indirect cost pools. The
auditor should be aert to the possibility of
inconsistencies in the treatment of direct
and indirect costs, especialy between cost
reimbursable and other contracts or be-
tween government and other contracts.
Such inconsistencies may result in inequi-
table charges to the government. For ex-
ample, the auditor should ensure that costs
charged to government work as direct costs
are to be treated in the same manner on the
contractor's other work, as required by
FAR 31.202, FAR 31.203, and/or CAS
402. Therefore, the contractor should have
policies and procedures for adequately
describing and classifying costs as direct or
indirect.

b. For CAS-covered contractors, such
policies and procedures are a requirement
of CAS 418.40(a). They should include
provisions for justification and approval of
changes in the direct or indirect classifica-
tion of costs. Effective procedures will
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minimize the amount of testing needed.
The extent of required testing may be fur-
ther reduced by evidence of thorough con-
tractor internal audit coverage of this area

c. The contractor should have account-
ing policies and procedures which provide
that all items of other direct costs are read-
ily identifiable with the contract to which
they have been charged. When an item is
purchased, documents such as the purchase
requisition, purchase order, receiving re-
port, and inspection report should identify
the contract for which the cost was in-
curred. When the contractor manufactures
components or parts, the work orders and
all documents serving as a basis for
charges to the work order, such as requisi-
tions and job tickets, should be identified
with the contract.

d. Procedures should provide that indi-
rect costs be accumulated by logica (ho-
mogeneous) cost groupings (pools), with
due consideration of the reasons for incur-
ring such costs, and allocated to cost objec-
tives in reasonable proportion to the bene-
ficial or causal relationship of the pool
costs to the fina cost objective (FAR
31.203(b)). To satisfy MAAR No. 18, the
auditor should determine that the allocation
bases used by the contractor for the alloca-
tion of indirect costs are equitable and con-
sistent with any applicable CAS require-
ments, generally accepted accounting
principles, and applicable provisions of the
contract.

(1) Procedures and controls should be
established to provide that all costs (allow-
able and unallowable) properly included in
an indirect cost alocation base bear a pro
rata share of indirect costs irrespective of
their acceptance as government contract
costs in accordance with FAR 31.203(c).

(2) Procedures and controls should be
established to provide that expressly unal-
lowable costs and costs mutually agreed to
be unallowable are excluded from any indi-
rect cost pool which is alocated to U.S.
government cost objectives. Directly asso-
ciated costs should be handled in the same
manner, unless the cost with which it is
associated is included in the base over
which the indirect cost pool isalocated. In
such instances, the directly associated cost
should remain in the indirect cost pool.
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e. The auditor should determine if the
contractor's policies and procedures require
a thorough study of the indirect cost activ-
ity, including the activity bases used for
allocation and the costs to be allocated, to
determine whether the activity base chosen
is appropriate for cost allocation and results
in a reasonable measure of the activity.
The base should: (1) be a reasonable meas-
ure of the activity, (2) be measurable with-
out undue expense, and (3) except for the
residua G&A expense, fluctuate concur-
rently with the activity which is the source
of the costs.

f. Part IV of the contractor's disclosure
statement provides information on the
contractor's bases and pools, including a
functional or departmental breakdown of
indirect expenses. An audit of the disclo-
sure statement (or equivalent data from
non-CAS-covered contractors) will fre-
guently assist in determining whether cost
alocations described in the policies and
procedures are equitable. Any differences
or inadequacies should be identified and
reported to the cognizant Federal agency
official (CFAQO) in accordance with 8-
200.

5-1011 Indirect/ODC System -
Information Technology System Internal
Controls

a. Where information technology (IT) is
used in significant financial applications,
control activities are sometimes defined by
classifying them into two types, IT general
controls and IT application controls.
Whether the control activities are classified
by the auditor as genera or applications
controls, the objectives of control activities
remain the same: to provide reasonable,
but not necessarily absolute, assurance that
assets are safeguarded from unauthorized
use or disposition and that financia and
cost records are reliable to permit the
preparation of financia statements and cost
representations.

b. The auditor should audit the IT gen-
eral and indirect/ODC application controls
to determine if they have been designed
according to management direction,
GAAP, and applicable government regula-
tions and that internal controls are operat-
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ing effectively to provide reliability of and
security over the data processed.

c. Genera controls are composed of (i)
organization and operation controls, (ii)
systems development and documentation
controls, (iii) hardware and systems soft-
ware controls, and (iv) data and procedural
controls. (See 5-400 for a more detailed
explanation of general interna controls.)

d. Indirect/ODC application control
activities are applied to the input, process-
ing, and output phases of this single IT
application. In contrast, IT general con-
trols affect all systems applications and
operational elements of al IT systems.
Separate control activities are developed
for each unique application system, such as
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labor, billing, and in this instance, indi-
rect/ODC.  Although some application
control activities affect only one or just a
few control objectives, most of the control
activities are designed to prevent or detect
several types of errorsin most or al phases
of the application. (See 5-1400 for a more
detailed explanation of application internal
controls.)

5-1012 Internal Control Reporting

The auditor should follow the guid-
ance in 5-110, 10-200, and 10-400 for
reporting on internal controls relative to
the contractor's accounting and manage-
ment systems.
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5-1100 Section 11 --- Audit of Billing System Internal Controls

5-1101 Introduction

a. This section provides guidance for
auditing contractor billing systems and
related internal controls of both a manual
and automated nature. Refer to 5-101 for
the auditor's fundamental requirements for
obtaining and documenting an under-
standing of a contractor's internal control
and assessing control risk.

b. Audits of contractor billing systems
addressed in this guidance relate to in-
curred cost evaluations of interim and
final public vouchers (6-1000), progress
payments (14-200) and other incurred cost
presentations (Terminations 12-000, FPI
closings, interim cost evaluations).

5-1102 Background Information

Billings on public vouchers, requests
for progress payments, contract closing
proposals, and related cost statements
submitted by contractors do not normally
reflect contract costs as recorded in the
basic accounting records. Normal recon-
ciling items include both timing differ-
ences and permanent differences and spe-
cial controls and processes must be
established to assure that these differences
are properly removed from billings on
public vouchers and progress payments.
The contractor's billing system should
include processes for:

a. Segregating and excluding unallow-
able costs as required by FAR, DFARS
and/or contract terms.

b. Segregating incurred costs that are
nonbillable because the costs do not meet
specified criteria for inclusion in voucher
and progress payment requests (e.g., ac-
crued material costs that ordinarily will not
be paid prior to submission of the contrac-
tor's next progress payment request to the
government).

¢. Withholding costs that are appropri-
ate adjustments to the submission or re-
guest (e.g., costs in excess of ceilings, or
liquidated progress payments).

d. Adjusting submissions for final
rates or indirect billing rates that differ
from the contractor’s currently applied
rates.

e. ldentifying costs that require specific
contracting officer approval (special pur-
chases, overtime authorizations, etc.).

f. ldentifying contract overpayments,
making refunds due the government in a
timely manner, and offsetting significant
contract overpayments against contract
underpayments based on contracting offi-
cer and/or paying office instructions.

5-1103 General Audit Policy

a. Refer to 5-103 for DCAA's generd
audit policy for the audit of contractor ac-
counting and management systems and
related internal controls.

b. The auditor should be aert to
changes in the contractor's IT environ-
ment or changes in application software
that may affect the billing system. A par-
tial list of such changesincludes:

(1) automation of a manual billing sys-
tem

(2) automation of any hilling system
activities that were previously performed
manually

(3) changes in other systems (eg., la-
bor, material, indirect and ODC, etc.) that
may affect the data files used by the billing
system

5-1104 Audit Objectives

a. The purpose of this audit is to evalu-
ate the adequacy of and the contractor's
compliance with the billing system'’s inter-
nal controls. Refer to 5-104 for DCAA's
primary objectives for auditing the contrac-
tor's accounting and management systems.

b. The contractor's billing system
should provide reasonable assurance that
billings applicable to government contracts
are prepared in accordance with applicable
laws and regulations, and contract terms;
and that material misstatements are pre-
vented, or detected and corrected in a
timely manner.

5-1105 Scope of Audit
a. While the nature and extent of audit

effort depends upon contractor size,
amount of government business, and audit
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risk(materiality and sensitivity), the audit
scope should be consistent with the guid-
ancein 5-105.

b. The auditor should evaluate the con-
tract mix to determine the materiality and
sensitivity of certain aspects of the con-
tractor's billing system (see 6-10S1)

(1) Identify those contract types which
are sufficiently immaterial to justify sub-
stantive testing only and del ete steps cover-
ing their unique billing controls. T&M and
labor hours contracts generally require a
unique set of billing controls because it is
quite common for the contract to specify
labor categories which do not coincide with
the contractor established labor classifica
tions. Similarly, due to security require-
ments, classified contracts may have a
unique set of billing controls.

(2) Areas of emphasis may be deter-
mined by contract type. Cost reimburse-
ment type contracts generally contain many
more specia contract provisions than FFP
and FPI contracts; therefore more risk may
be associated with the contract briefing
systems when this type of contract isin the
majority. The contractor may also use the
billing system to provide incurred cost data
for forward pricing proposals, FPI closings,
and terminations. The other uses of the
system may affect materiality considera
tions.

(3) Sensitive audit issues can have a
significant impact on audit scope. For ex-
ample, congressional interest in contractor
overbillings would necessitate increased
emphasis on contractor procedures to pre-
vent overbilling on public vouchers or pro-
gress payments. The auditor should be
alert to recognize and take appropriate ac-
tion on matters of a sensitive nature.

(4) Other Related Systems---Billings
are generaly prepared from accounting
records either manually or by computer
applications. The major critical controls
and system considerations related to the
billing system are:

(@) Management's Philosophy and Op-
erating Style. Analyze and briefly summa-
rize the overall management philosophy
and operating style based on information in
the permanent file regarding the control
environment. Determine whether man-
agement endorses the philosophy of written
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policies and procedures including the cur-
rentness and frequency of updates, advo-
cates employee training and awareness,
funds needed equipment and computer
programming, encourages internal and
external audits and develops performance
controls.

(b) Accounting System and CAS
Compliance Audits (5-300 and 8-000).
The contractor should have adequate con-
trols to ensure costs recorded in the offi-
cial cost accounting records used to bill
costs are allowable, allocable and reason-
able under FAR 31.2. (and CAS as ap-
propriate)

(c) Generd IT Systems (5-400). IT
systems should provide reliable data and
the data should be properly secured.

(d) Budget and Planning System (5-
500). Estimates of cost to complete con-
tracts used for progress payment purposes
should be current, accurate, complete, real-
istic, reasonable, and consider al relevant
information.

(e) Material and ODC Systems (5-700
and 5-1000).

(i) Charges from material issued from
contractor inventory for use on contracts
should be identifiable on the billing re-
cord and supported by journa vouchers
recording issuance of contractor-owned
material; individual items of material
should be traceable to the issue document;
and, item pricing should conform to an
acceptable practice and contractor estab-
lished policy.

(ii) Billed material should be issued for
current use on the contract and not merely
issued to an intermediate holding area for
the purpose of obtaining reimbursement.
The contractor should not be purchasing
material and charging it to common inven-
tory (when it should be charged directly to
the contract) to circumvent the actual pay-
ment requirement.

(f) Labor and ODC Systems (5-900 and
5-1000). Weekly and/or biweekly direct
labor entries in the billing record should be
based on the source documents for the
journa vouchers distributing salaries and
wages for the accounting period. Any la-
bor adjustments appearing in the billing
record should be supported by correction or
reclassification journal vouchers.  For
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T&M or labor hour contracts in the con-
tractor labor distribution system, incurred
labor hours should be input by contract
category to the billing system, and the con-
trols preventing misclassification of em-
ployees should be evaluated as a part of the
labor controls.

(g) Indirect and ODC Systems (5
1000). The contractor should have controls
to provide for developing, approving, and
applying proper indirect expense rates in
the billings (see 6-700).

(h) Financial Capability. The contrac-
tor should have controls to assess on a
periodic basis if it has sufficient financial
resources to complete its contracts.

(5) The auditor should consider the
following possible audit leads in deter-
gﬂning scope of the billing system au-

it:

(@) billing system audit leads

(b) outstanding internal control defi-
ciencies in other relevant accounting sys-
tems

(c) material misstatements found in
incurred cost audits, i.e., public vouchers,
progress payment requests, contract clos-
ing statements or other incurred cost
evaluations.

(6) Contractor's Organization---contract
billings or portions of the billing information
may be the responsibility of different sec-
tions of the contractor organization. For
instance, because of their unique nature
T&M or labor hour billings may have an
entirely different process flow than cost type
billings. The number of processes to be
evaluated and the consistency of the proc-
esses will influence the scope of the audit.

c. Assessing control risk---To assess
control risk on the hilling system as low
and reduce substantive testing, the auditor
should determine if the interna control
policies and procedures in contractor's
billing system accomplish the following
control objectives by providing:

(1) Effective methods of monitoring
the hilling system and performing man-
agement compliance reviews to assure
that the company’s policies and proce-
dures are adequate and current, are dis-
seminated to al appropriate personnel,
and are implemented in atimely and con-
sistent manner.
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(2) Adequate written billing system
policies and procedures which address
employee training, how to determine bill-
ing requirements, billing approvals,
reconciliations of billed cost to the cost
accounting records, adjustments of direct
and indirect costs to year-end actual al-
lowable rates, exclusions of unpaid cost,
that is not eligible for reimbursement until
paid, estimates of costs attributed to items
delivered/invoiced, adjustments of bill-
ings on potential loss contracts, title to
assets whose costs are billed, and the de-
velopment of estimates at compl etion.

(3) Adequate and effective implementa-
tion plan for the billing system to assure
that policies and procedures are executed
including dissemination of policies and
procedures to employees, training of em-
ployees and management review of bill-
ings.

(4) Effective genera IT controls over
data center operations and adequate physi-
cal and logical security over relevant sys-
tems like labor, material, and indirect and
ODC.

d. The following paragraphs contain
general guidance for the audit and
evaluation of the contractor's billing sys-
tem. This guidance gives the auditor a
framework for the audit, but it is not a
substitute for professional judgment.
The auditor should adapt this guidance to
fit their individual circumstances.

5-1106 Management Compliance
Reviews

Systems that rely on external controls
only increase the risk of cost mischarging
or misallocation. The existence of strong
self-controls increases the reliance that
can be placed on the cost representations
from that system. Therefore, the contrac-
tor should have policies and procedures
for monitoring its billing system, includ-
ing regular compliance reviews. These
compliance reviews should address the
following areas; the adegquacy of written
procedures, employee knowledge and
compliance with policies and procedures,
consistency with which the policies and
procedures are applied and by whom, and
timely corrective action on deficiencies.
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a. Types of Reviews. The contractor
may perform internal compliance audits
using auditors or nonauditors, physical
observation, reviews of performance that
involve exception reports, externa audits,
or use a combination of techniques. Be-
cause hilling is generaly performed in the
accounts receivable area and this function
is consistently audited by both internal and
externa auditors, some or all of the com-
pliance reviews may be performed by
them. The contractor may also have vari-
ous performance criteria and reporting
requirements to upper management which
relate to incurred cost billings. For exam-
ple, excessive numbers of vouchers re-
turned by paying offices or excessive num-
ber of days to process vouchers, may
indicate noncompliance with control activi-
ties.

b. Adequacy of Procedures. Whatever
the form of the reviews, there should be
procedures which identify the intervals of
performance of the reviews, the personnel
responsible for performance of the re-
views, the areas to be covered during the
reviews, the documentation required to
evidence the reviews have been performed
and the requirements for follow-up action.
The procedures should address coverage
of the following areas:

(1) review of the adequacy and consis-
tency of application of the written proce-
dures for the billing personnel

(2) employee knowledge and compli-
ance with these written procedures

(3) responsiveness to required correc-

tive actions.
In addition, procedures for inputting bill-
ing related data and procedures for the
correction of erroneously entered data
should be available.

c. Adequacy of Reviews. The ade-
quacy of the reviews should be assessed
in accordance with the criteria in 4-1000.
The reviews should be performed in ac-
cordance with written procedures and by
personnel possessing the level of compe-
tence, independence and objectivity re-
quired of a reviewer. The scope and
depth of audit should be consistent with
the contractor risk assessment level and
sufficient to identify outdated written
procedures, inconsistent application of the
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procedures, lack of employee knowledge
or compliance with the written proce-
dures, or untimely corrective actions.

5-1107 Billing System Paliciesand
Procedures

A forma written statement of policies
and procedures rather than an informal one
based on established customs of the or-
ganization should exist at al contractor
locations with substantial government
business. Therefore, the contractor should
have adequate written policies and proce-
dures, and training on the preparation and
submission of billing requests in accor-
dance with applicable regulations and con-
tract provisions. Written policies and pro-
cedures help ensure that:

(1) directions for performing both
automated and manual tasks are clearly
defined

(2) delegated duties and responsibilities
are formaly documented and communi-
cated to employees

(3) processes are performed consis-
tently from billing to billing.

5-1107.1 Training of Employees

A well trained staff results in current
and accurate billings to the government.
Because of the unigue requirements associ-
ated with government contracts, certain
contractor certifications, and potential pen-
alties associated with billings, contractor
personnel need to be specially trained to
prepare and submit government billing
requests. Therefore, the contractor should
assure that all appropriate personnel have
training in the preparation and submission
of billing requests.

a Types of Training. The contractor
may require that personnel assigned to the
processing of government billings have
special qualifications prior to their being
hired. The contractor may provide oppor-
tunities for personnel to take outside educa-
tional courses or provide internal courses.
The contractor may also provide detailed
on-the-job training and/or detailed desk
procedures.

b. Adequacy of Procedures. Procedures
should identify the minimum required
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course topics, the frequency of the training
and the criteria for documentation of com-
pletion. If specific procedures are not
available, have the contractor identify its
practice in the above areas for later verifi-
cation with employees. The procedures
should require the training program be
updated to cover current government rules
and regulations and adjusted to comply
with revisions to the contractor’s system.
These areas may be covered under more
than one class and some may be covered by
memorandums, bulletins, or pamphlets.

c¢. Adequacy of Training Topics. Train-
ing programs may include:

(1) an overview of the contractor's ac-
counting system

(2) information on specific billing pro-
cedures (automated or manual)

(3) an overview of written policies and
procedures

(4) instructions on briefing contracts

(5) a description on the review and ap-
proval process

(6) information on penalties associated
with the statutes on false claims and false
statements acts

(7) guidance on applicable FAR,
DFARS, CAS and contract clauses

(8) information on the contract closeout
process.
IT workstation procedures relative to bill-
ing system transaction activity should be
covered as well as procedures for correct-
ing erroneously entered billing data.

5-1107.2 Contract Briefings

Government contracts sometime have
unique documentation requirements, with-
hold criteria and cost exclusions associated
with interim and final payment approvals.
An effective billing system identifies these
requirements and includes them in the
process. Therefore, procedures and con-
trols should be established to ensure that
contracts are reviewed to identify all billing
requirements and that these requirements
are documented either in a contract brief
and/or directly input into an automated
system. Policies and procedures should
address the following:

a. ldentifying Requirements. Proce-
dures should clearly identify the types of
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information required on the brief (see 3-
200 for examples of requirements).

b. Compiling Data. Procedures should
identify the process for briefing contracts.
The contractor may have a form (auto-
mated or manual) with blanks for various
types of contractual requirements, or check
marks to indicate the inclusion of FAR,
DFARS and other regulatory mandatory
clauses. Training manuals may aso pro-
vie(iie a handy reference for briefing person-
nel.

c. Frequency of Briefs. Procedures
should identify the frequency criteria for
briefing contracts. As a minimum, briefs
should be updated as soon as modifications
are received or prior to the start of the next
billing interval.

d. Responsibility for Briefing. Proce-
dures should identify those responsible for
briefing contracts. Briefs are most often
prepared by billing personnel but may be
prepared by contracts or other personnel as
long as there is appropriate segregation of
duties and the personnel are trained.

e. Manner of Updating. To facilitate
updating, verification, and review, the con-
tractor may include the latest modification
number on the billing. If an automated
system is used, exception reports may iden-
tify contracts not briefed, or ones that have
not been updated in excess of certain speci-
fied intervals. The billing system may not
allow processing unless the briefing has
been completed or approved. Manual sys-
tems may require attachment of the brief or
modification to document auditor and/or
Supervisor review.

f. Method of Inputting. If applicable,
the procedures should identify how the
briefed requirements will be included in the
billing.

5-1107.3 Management Review and Ap-
proval

The contractor should have procedures
which require supervisory or management
review and approval of hillings prior to
submission. Formal requirements for man-
agement approva help ensure compliance
with specific contract provisions. Progress
payment requests in fact require some
management certifications. When evaluat-
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ing the adequacy of the contractor policies
and procedures for management reviews of
billings, the auditor should consider
whether:

(1) contract briefings require manage-
ment review and approval

(2) managers review billings prior to
submission

(3) items or elements are identified for
specific review

(4) established thresholds and manage-
ment approval levels are appropriate

(5) managers have sufficient time to
effectively review billings prior to ap-
proval.

5-1107.4 Reconciliation of Recorded and
Billed Cost

a. The contractor should be able to
demonstrate that billing requests are pre-
pared directly from the cost accounting
records or from other records which are
reconciled to the cost accounting records.
Billings prepared from subsidiary ledgers
and/or memorandum reports must be rec-
onciled to the general ledger by element of
cost.

b. The contractor may identify normal
reconciling differences and require any
other differences to be subject to manage-
ment review. Contractor-identified differ-
ences other than those identified in 5-1102
above should be subject to additional con-
sideration.  The contractor procedures
and/or flowcharts should identify appropri-
ate sources of inputs, internal control
points, ancillary IT applications, related
transactions, and any documentation re-
quirements. In manua systems, the con-
tractor may require the attachment of a
copy of the job cost ledger or verification
to the billing as a condition to the pre-
submission approval process. In modern
automated billing systems, the billing data
may be simultaneously posted to the cost
and billing ledger or posted at specified
intervals. However, the system should
have the capability to input such things as
billing ceilings and withholding require-
ments, or to automatically code items
which are not billable and then identify
such cost suspensions or reconciling differ-
ences on the face of the voucher or in a
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separate attachment (see also 5-1107.6,
Exclusion of Nonbillable Costs).

c. Periodic reconciliations of contract
costs, as identified by the accounting sys-
tem, to costs billed provides management
necessary contract status information (e.g.,
cash flow, profit/loss, etc.), and alows the
contractor to prepare timely fina vouchers
which detail allowable costs by contract by
year.

5-1107.5 Adjustment of Cost and Rates

Interim billings of cost often involve
several contractor years. The status of
incurred cost audits changes as time passes,
particularly with regard to indirect rates.
Initially, billings may be based on pro-
jected rates for the year, which may change
during the year as projections change; these
rates should be monitored (FAR 52.216-
7(e) and FAR 42.704) throughout the year
and if significant deviations between bill-
ing rates and incurred rates occur during
the year, or at year end, adjustments to the
billing should be requested from the con-
tracting officer. This process ensures that
at year end the amount of indirect costs
reimbursed is as close to the certified
amount as possible. Similarly, direct costs
may be subject to adjustments based on
year-end procedures, audits and negotia-
tions. Incurred cost billings are cumula
tive, and therefore, should reflect the im-
pact of any of these adjustments as soon as
they are known. The contractor should
have procedures and controls in place to
ensure the prompt adjustment of billings to
reflect these adjustments in indirect rates
and direct costs. The contractor’s billing
system should be capable of providing
cumulative cost data by contract. Cumula
tive costs are necessary to assure that the
cumulative amounts billed do not exceed
the total estimated ceiling costs on the con-
tract and/or the current contract maximum
funding levels. Cumulative amounts billed
must appear on the SF 1035, Continuation
Sheet of the Public Voucher. Maintenance
of cumulative alowable costs allows the
contractor to prepare accurate final vouch-
erson atimely basis.

a. The contractor’s system should pro-
vide for the segregation of cost by year so
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that rate adjustments can be easily made
and the rates used can be identified. Con-
trols over who authorizes rate changes, or
how unauthorized rate changes to contracts
can be prevented, should be clearly identi-
fied. Rate computations should be subject
to easy verification.

b. To assure rates are current, the con-
tractor should have a procedure which re-
quires reapproval of rates at stated intervals
(at least annualy) or revision upon the
occurrence of the events mentioned in 5-
1107.5 above. These procedures should
identify the organization responsible for
establishing billing rates, both projected
and actual, as well as any adjustments to
billing rates.

c. For tracking and documentation pur-
poses, the contractor should maintain a rate
folder or computer file which identifies the
date of rate changes and includes the sup-
porting documentation (ACO or auditor
approvals). Overhead and G&A expenses
should be calculated on the basis of billing
rates, quick close-out or fina overhead
rates.

d. Generally, direct cost adjustments are
identified as suspensions or withholds on
the face of the voucher or on a separate
attachment.

5-1107.6 Exclusion of Nonbillable Costs

As discussed in the introduction, one
of the primary differences between basic
accounting records and billed government
contract cost is the exclusion of nonbilla-
ble or ineligible costs. It is essential that
procedures and controls are established
requiring the exclusion from billings of
the following nonbillable costs:

(1) Accrued costs of direct materials
and subcontract costs that will not be paid
in accordance with the terms and condi-
tions of the subcontract or invoice and
ordinarily will not be paid prior to sub-
mission of the contractor’s next payment
request (public voucher or progress pay-
ment) to the government;

(2) accrued costs that the contractor is
delinquent in paying in the normal course
of business; and,

(3) accrued costs of pensions, post
retirement benefits, and profit sharing or
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employee stock ownership plans that have
not been paid at least quarterly (costs not
paid within 30 days after the end of the
quarter are not eligible for reimburse-
ment). The specific clauses identifying
reimbursable costs are in FAR 52.216-7b
for vouchers and FAR 52.232-16(a)(2) for
progress payments. The criteria are the
same for both types of billings. When
evaluating the adequacy of the contractor
procedures, the auditor should determine:

a. Potentially nonbillable direct costs
are, when possible, automatically coded
and identified as such in the accounting or
billing ledger data based on programmed
criteria applied to cost ledger source codes.
This would include unalowable direct
costs, nonbillable accrued costs, and costs
subject to specia approval requirements or
other contract limits such as overtime pre-
mium.

b. The bhilling system should identify
and segregate any nonbillable direct costs
that cannot be identified to a program or
job order. Such costs should be reclassi-
fied as billable only when required condi-
tions have been met.

5-1107.7 Subcontractor Progress Pay-
ments, Performance-Based Payments
and Commer cial Financing Payments

FAR 52.232-16(j) requires the contrac-
tor to exclude costs of :

(1) progress payments made to subcon-
tractors on terms less favorable to the gov-
ernment than the progress payment clause
contained in the prime contract;

(2) performance-based payments made
to subcontractors on terms not substantially
similar to the requirements of the Perform-
ance-Based Payments clause at 52.232-32;
and

(3) commercia financing payments
made to subcontractors on terms not struc-
tured in accordance with FAR 32.206(c).
When evaluating the adequacy of the con-
tractor policies and procedures for subcon-
tracts, the auditor should determine
whether the contractor has purchasing poli-
cies and procedures which are adequate to
assure that the terms of subcontracts or
interdivisional fixed price orders are the
same as FAR 52.232-16(j) (CPSRs may be
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used to determine the adequacy of this
ared). In addition, the contractor should
have policies and procedures to ensure
monitoring of performance and expected
profitability under subcontracts, review and
approva of the subcontract progress pay-
ments, performance-based payments and
commercial financing payments and resul-
tant reductions in upper tier progress pay-
ments, performance-based payments and
commercial financing payments. The con-
tractor should also have policies and pro-
cedures to ensure reductions or suspensions
of subcontractor progress payments, per-
formance-based payments, and commercial
financing payments, as necessary to protect
against overpayment and losses.

5-1107.8 Estimates to Complete, Esti-
mates of Costs of Deliver ed/I nvoiced
Items

a. Estimates to Complete. For progress
payment purposes, the amount on line 12b
on the SF 1443, “Contractor's Request for
Progress Payment,” is critical in the deter-
mination of the reasonableness of the re-
quest because it is used in the computation
of the various critical limitations of reim-
bursable cost as discussed below. Because
it isacritical factor, the FAR requires that
the contractor keep these estimates to com-
plete current (not more than 6 months old).
The contractor should have policies and
procedures to assure the most current esti-
mates are used in progress payments, that
these estimates reconcile with other exter-
nal reporting requirements such as EVMS
and the FPI limitation on payment requests,
and other contractor internal/externa re-
ports. Based on the adequacy of the con-
tractor budgetary system, these estimates
should be taken directly from those sys-
tems used to report status to contractor
upper management. The contractor may
have IT controls or tickler files that iden-
tify estimates that exceed the 6-month re-
quirement. However, contractor proce-
dures should also require significant
changes in the estimate to be included in
the progress payment even if they occur
prior to the 6 month update.

b. Alternate Liquidation Rates. The esti-
mate at completion is also used to verify
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the continued applicability of liquidation
and aternate liquidation rates which im-
pact the unliquidated balance of progress
payments.

c. Estimates of Costs of Deliv-
ered/Invoiced Items. Because costs by
individual deliverable item are not gener-
ally available from cost accounting records,
the contractor generally computes the costs
of items delivered by applying the esti-
mated cost/price ratio to the contract price
of items delivered. The cost/price ratio is
computed by dividing the estimate of costs
to complete (line 12a plus line 12b) by the
contract price (line 5). The contractor
should have policies and procedures which
describe how the estimated cost for deliv-
ered items is computed or how actual costs
are determined.

5-1107.9 Loss Contract Procedures

The contractor should have policies and
procedures to provide for the computation
of loss ratios and adjustments of billings on
potential loss contracts. FAR 32.503-6(g),
“Loss contracts,” 14-200, and the progress
payment audit program provide examples
of these loss computations. The estimate at
completion (line 12a plus 12b) is used to
determine the loss ratio to be applied to
incurred costs to adjust for loss contracts.

5-1107.10 Titleto Assets

When the contracting officer has given
the contractor consent to dispose of prop-
erty under the progress payment clause
(FAR 52.232-16(d)), the procedures should
assure that the contractor disposes of the
property systematically over the life of the
contract, and appropriate credit is applied
against the contract for the disposa pro-
ceeds. The contractor's failure to dispose
of the property before contract completion
could cause the government to lose the
credits, since title to al property not deliv-
ered to and accepted by the government is
vested in the contractor upon completion of
al obligations under the contract. The
contractor should have policies and proce-
dures which require prompt disposal of
property charged to fixed price contracts
that are not deliverable end items.
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5-1107.11 Contract Over payments, Re-
funds and Offsets

The contractor should have interna
control policies and procedures in place
and operating adequately to:

e compare amounts billed to amounts
received for each public voucher, pro-
gress payment request, performance-
based payment, and invoice (both de-
livery and final) to readily identify
contract over/underpayments;

» process refunds due the government in
atimely manner; and

» make offsets to contract billings based
on contracting officer and paying of-
ficeinstructions.

a.  Over/underpayments. Contract
over/underpayments are identified based on
comparisons of amounts billed to amounts
received. The auditor should determine if
the contractor’ sinternal controls:

(1) ensure identification of all
standing over/underpayments;

(2) provide for timely notification to
th% contracting officer and paying office;
an

(3) identify and document the reason(s)
for the over/underpayments and why cer-
tain over/underpayments were not timely
liquidated.

In addition, the auditor should verify that

the contractor has documentation for its:

 noatification to the contracting office and
paying office;

» dignificant activities during the resolu-

tion process; and

» compliance with contracting officer and

paying office instructions to resolve the

difference.

b. Refunds. Contract refunds include
funds returned to the government due to:

(1) contractor or paying office errors,

(2) contract administration adjustments,
and

(3) responses to government demand
letters.

Contract administration adjustments are

payments the contractor received in ac-

cordance with contract provisions but
which need to be reduced due to subse-

guent events or actions. For example, a

contract administration adjustment may

result from a contract modification chang-

out-
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ing the alternate liquidation rate for deliv-

eries made on a contract using progress

payment financing. The auditor should

verify that the contractor’s internal con-

trols:

e require maintaining a list of refunds
made to the government;

e provide for timely refund of amounts
due the government; and

* identify and document the reason(s) for
the refunds and why certain refunds
were not timely processed.

The auditor should also verify that refunds

caused by contract administration adjust-

ments (contract modifications) are com-

puted accurately. Finaly, if the contractor

disputes an amount requested by a demand

letter, the contractor should have documen-

tation to support its position.

c. Contract Offsets. Contractors may
offset amounts due the government (over-
payments and refunds) against underpay-
ments. The auditor should verify that the
contractor’s internal controls require:

(1) significant offsets be made only
after notification to and instructions from
the contracting officer and/or paying of-
fice;

(2) offsets are made on atimely basis,
usually within 30 days of the identifica-
tion of the overpayment or refund; and

(3) maintenance of a list of al signifi-
cant offsets and documentation showing
coordination with the government.

d. Subcontractor Reviews. The contrac-
tor should have policies and procedures to
ensure that their subcontractors’ accounting
and hilling systems include adequate poli-
cies and procedures for identification and
timely resolution of subcontractor over-
payments, refunds, and offsets. Subcon-
tractors should be able to document their
identification and resolution of subcontract
overpayments, refunds, and offsets with the
prime contractor.

5-1108 I mplementation of Billing
System Policies and Procedures

Written policies and procedures help
ensure that internal control objectives are
documented. The contractor should en-
sure that these written policies and proce-
dures are executed to assure only billable
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costs/prices/fees applicable to government
contracts are included in billings in accor-
dance with applicable regulations and
contract terms. In addition, the contractor
should have policies and procedures to
ensure that all changes which impact how
billings are prepared are promptly dis-
closed to the government.

5-1108.1 Disseminating Policies and
Procedures

In order for policies and procedures to
be effective they must be communicated
to the employees responsible for imple-
menting them. Employees should be
made aware of the existence of the poli-
cies and procedures and they should have
ready access to them. The auditor should
be alert for aspects of the billing process
that are not covered by policies and pro-
cedures, especially dealing with external
data entry, data correction, and supervi-
sory approvals. Additionally, the auditor
should note any instances where actual
practices are inconsistent with formal
policies and procedures. In these in-
stances, the auditor should consider the
underlying cause for these inconsisten-
cies.

5-1108.2 Training Applicable Employ-
ees

Merely making employees aware of
policies and procedures and providing
access to them, does not assure employees
know how to interpret and execute them.
Therefore, the contractor should provide
training to the applicable employees. This
training should include the topics de-
scribed in 5-1107.1c above. The contrac-
tor should have training records---course
materials and attendance sheets that
document employee training. If the con-
tractor does not provide formal training,
eval uate alternative procedures that ensure
that employees and management involved
in the billing process have the required
knowledge. The auditor may consider
making inquiries of employees who per-
formed a procedure and inspect docu-
ments and reports to ensure that employ-
ees are knowledgeable.
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5-1108.3 Briefing Contract Require-
ments

Contract briefings should reflect con-
tract requirements and these contract
requirements should be reflected in the
billings.  The requirements may be
documented either in a contract brief or
directly into an automated system. Poli-
cies and procedures should ensure that
contracts are adequately briefed and up-
dated as modifications are received.
When evaluating the adequacy of the
contractor briefings, contract require-
ments in the briefing matrix at 3-2S1
should be used.

5-1108.4 Management Review and Ap-
proval

Effective procedures require that all
billings, including final billings, are sub-
jected to management review prior to their
submission. The contractor should have
procedures and controls in place to ensure
that vouchers and invoices are accurate
and have the appropriate level of review
and approval prior to their submission.
The review should be evidenced by ap-
proval on the billing in accordance with
contractor policy. When evaluating the
reviews the auditor should use the guid-
ance in 4-1000.

5-1109 Billing System - Information
Technology System Internal Controls

a. Where information technology (1T)
is used in significant financial applica-
tions, control activities are sometimes
defined by classifying them into two
types, IT general controls or IT applica-
tion controls. Whether the control activi-
ties are classified as general or applica-
tions controls, the objectives of control
activities remain the same, (i) to provide
reasonable, but not necessarily absolute,
assurance that assets are saf eguarded from
unauthorized use or disposition, and (ii)
that financial and cost records are reliable
to permit the preparation of financial
statements and cost representations.

b. The auditor should review the IT
general controls and the billing system
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application controls in order to determine
if they have been designed according to
management direction, GAAP, and appli-
cable government regulations and that
internal controls are operating effectively
to provide reliability of and security over
the data processed.

c. General controls are comprised of :

(1) organization and operation con-
trols,

(2) systems development and documen-
tation controls,

(3) hardware and systems software con-
trols, and

(4) data and procedural controls.

(See 5-400 for a more detailed explanation
of general internal controls.)

d. Billing system application control
activities are applied to the input, process-
ing, and output phases of this single IT
application. In contrast, IT general con-

5131
5-1110

trols affect all system applications and
operational elements of all IT systems.
Separate control activities are developed
for each unique application system, such
as labor, MMAS, and in this instance,
billing. Although some application con-
trol activities affect only one or just a few
control objectives, most of the control
activities are designed to prevent or detect
several types of errors in most or all
phases of the application. (See 5-1400 for
a more detailed explanation of application
interna controls.)

5-1110 Internal Control Reporting

The auditor should follow the guid-
ance in 5-110, 10-200 and 10-400 for re-
porting on internal controls relative to the
contractor's accounting and management
systems.
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5-1200 Section 12 --- Audit of Estimating System Internal Controls

5-1201 Introduction

a Refer to 5-101 for the auditor's funda
mental requirements for obtaining and docu-
menting an understanding of a contractor's
interna controls and assessing control risk.

b. This section provides guidance for
conducting surveys of contractor estimating
systems and discusses the requirements of
DFARS 215.407-5 and 252.215-7002.

5-1201.1 Definitions

a "Estimating System" is a term used to
describe a contractor's policies, procedures,
and practices for generating cost estimates
which forecest costs based on information
available at thetime. It includesthe organiza-
tiona structure; established lines of authority,
duties, and responsibilities; interna controls
and managerid reviews; flow of work, coor-
dination, and communication; and estimating
methods, techniques, accumulation of histori-
cd costs, and analyses used by a contractor to
generate cost estimates and other data in-
cluded in proposals submitted in the expecta
tion of receiving contract awards (DFARS
252.215-7002).

b. "Significant Estimating System Defi-
ciency" means a shortcoming in the estimat-
ing system which is likely to result in pro-
posa estimates for either total cost or amajor
cost ement which are consistently unac-
ceptable as a basis for negotiating fair and
reasonable prices (DFARS 215.407-5
70R(4)). o o
NOTE: Whenever significant deficiencies
are outstanding, the overall opinion on the
estimating system should be either inade-
guate or inadequate in part. Further, a
recommendation should be made to dis-
approve the part of the estimating system
that is deficient - see 5-1212b. and 10-
408.1d.

5-1202 Background

DFARS 215.407-5-70(b) requires dll
DoD contractors to have acceptable estimat-
ing systems, requires certain large businesses
to disclose their estimating systems in writ-
ing, provides guidelines concerning the char-
acterigtics of an adequate estimating system,

and provides guidance for conducting team
estimating system surveys.

5-1202.1 Applicability of DFARS
215.407-5

a. It is DoD policy that all contractors
have estimating systems that consistently
produce well supported proposals accept-
able as a basis for negotiating fair and
reasonable prices. Estimating systems
should be consistent and integrated with a
contractor's related management systems,
and be subject to applicable financial con-
trol systems (DFARS 215. 407-5-
70(b)(1)). To be considered adequate, an
estimating system must be established,
maintained, reliable, and consistently ap-
plied. It must also produce verifiable,
supportable and documented cost esti-
mates (DFARS 215. 407-5-70(a)(1)).

b. Any business contractor which in its
preceding fiscal year received DoD prime
contracts or subcontracts of at least $50
million requiring cost or pricing data is
subject to the requirements of DFARS
215. 407-5-70(c)(4), (d), (e), and (f) and
paragraphs (d) and (e) of DFARS
252.215-7002 (see 5-1202.2, 5-1203.2, 5-
1204.1 and 5-1204.2).

c. Any business contractor which in its
preceding fiscal year received DoD prime
contracts or subcontracts of at least $10
million requiring cost or pricing data may
also be subject to the requirements of
DFARS 215. 407-5-70(c)(4), (d), (e), and
(f) and paragraphs (d) and (e) of DFARS
252.215-7002. Such coverage is required
if the PCO, with the concurrence or at the
request of the ACO, determines it to bein
the best interest of the government (e.g.,
significant estimating problems are be-
lieved to exist or the contractor's sales are
predominantly to the government). The
additional coverage will apply if during
contract performance the contracting offi-
cer provides written notification to the
contractor.

d. The disclosure, maintenance and
review requirements of DFARS 215. 407-
5-70 (c)(4), (d), (e), and (f) do not apply
to small businesses, educational institu-
tions, or other nonprofit organizations.
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5-1202.2 System Disclosure and Mainte-
nance Requirements

Contractors subject to DFARS 215. 407-
5-70(c)(4) or notified in writing by the con-
tracting officer that paragraph (d) of DFARS
252.215-7002 applies (see 5-1202.1b and c),
are required to establish and maintain an ade-
quate estimating system and disclose it in
writing to the contracting officer responsible
for contract administration. Disclosure is
considered adequate when the contractor has
provided the cognizant ACO with: documen-
tation accurately describing the policies, pro-
cedures, and practices that are currently used
in preparing cost proposas, and sufficient
detail for the government to reasonably make
an informed judgment regarding the ade-
quacy of the contractor's estimating practices.
Significant changes to the cost estimating
system must be disclosed to the cognizant
ACO on atimely basis. If disclosed informa-
tion contains commercia or financid infor-
mation which the contractor regards as privi-
leged and confidentia, such information will
be protected and not relessed outside the
government without the permission of the
contractor.

5-1203 General Audit Policy

a. Refer to 5-103 for DCAA's genera
audit policy for the audit of contractor
accounting and management systems and
related internal controls.

b. The auditor is responsible for evauat-
ing contractor estimating methods and proce-
dures. This is accomplished by estimating
system surveys designed to determine the
reliability of a contractor's estimates, identify-
ing areas requiring special emphasis in the
audit and negotiation of individud price pro-
posds, and recommending improvements
when deficiencies are noted in a contractor's
edimating system. Estimating system sur-
veys provide knowledge of the strengths and
weaknesses in a contractor's estimating sys-
tem. Effective reporting on the existence and
impact of estimating system deficiencies can
stimulate contractor corrective action. Cor-
rective action can substantidly reduce the
incidence of defective pricing and the time
and effort required to audit individud price
proposals.
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c. It is DCAA's policy that contractor
estimating system audits be performed every
three years unless past experience and cur-
rent audit risk is considered to be low. A
determination of low risk must be fully
documented in the planning documents sup-
porting the program plan. In addition to a
current audit risk assessment and docu-
mented past experience, the documentation
must aso include evidence of coordination
with the ACO. If the audit risk is consid-
ered to be high, estimating system audits
should be peformed more frequently.
These audits should aso be considered at
non-major contractor locations where there
are indications of dignificant estimating
system problems. Such audits may be per-
formed in conjunction with other planned
contract audit activity.

d. Other changed circumstances that may
impact risk are;

(1) Changes in the regulatory or operat-
ing environment and adoption of new ac-
counting principles or changes accounting
principles.

(2) New personnd with a different focus
or understanding of internal control.

(3) New or significantly rapid changesin
information systems.

(4) Rapid growth, which can increase the
risk of abreakdown in contrals.

(5) Incorporation of new technologies
into production processes or information
systems.

(6) Entering into business aress or trans-
actions (e.g., new lines, products, or activi-
ties) with which an entity has little experi-
ence.

(7) The impact of corporate restructur-
ings on staffing, changes in supervision, and
segregation of duties.

5-1203.1 Comprehensive Surveys-
Estimating Systems

a. Most estimating system surveys are
conducted as comprehensive surveys.
Comprehensive surveys pertain to effort
accomplished primarily by auditors, al-
though technical specialist assistance is
recommended for the quantitative and
gualitative aspects of the survey. (See
Appendix D for guidance on the use of
technical specialists) Comprehensive
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surveys are conducted at contractor loca-
tions not requiring a team review (see 5-
1203.2). Auditors assigned should in-
clude individuals normally involved in the
evaluation of the contractor's proposals.
A regiona office representative should
also be available, if required, to provide
advice and assistance in planning and
conducting the survey.

b. The guidance contained in 5-1204
through 5-1212 forms the basis for evalu-
ating a contractor's estimating system.
Although much of the guidance refers to
team reviews, it may aso serve as the
basis for performing comprehensive sur-

veys.
5-1203.2 Team Reviews

a. Definition. Team reviews pertain to
effort accomplished as a DCAA and con-
tract administration office team effort in
accordance with DFARS 215. 407-5.

b. Selection of Contractors for Team
Reviews.

(1) Team reviews gpply to contractors
subject to DFARS 215. 407-5-70(b) (see 5-
1202.1b and ¢). DCAA and the cognizant
contract administration activities are to estab-
lish and manage regular programs for evalu-
ating sdected contractor estimating systems
(DFARS 215.407-5-70(c) and (g)). Factors
to congider in selecting contractors for ateam
review follow:

(8 The annua DoD sades under prime
contracts and subcontracts in the preceding
fiscal year requiring cost or pricing data
(should normally be at least $50 million).

(b) The frequency of proposds subject to
price andysis and audit.

(c) The date of thelast team review.

(d) Any specid pricing problems.

(2) Team reviews are to be conducted
at least every three years at applicable con-
tractors, except where the auditor and ACO
determine that recent past experience has
not found significant deficiencies and the
current audit risk is low. A determination
of low risk must be fully documented in the
planning documents supporting the pro-
gram plan. In addition to a current audit
risk assessment and documented past ex-
perience, documentation must also include
evidence of auditor and ACO coordination.
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Some examples of low risk indicators fol-
low:

(a) No significant contractor reorgani-
zation has occurred which could affect its
estimating or accounting functions.

(b) The contractor has not adopted
major changes in its estimating methods
or procedures.

(c) The contrector has carried out and
submitted to the government periodic sdlf-
assessments of its estimating practices and
procedures, using self-governance programs,
which substantiate the rdiability of its sys
tem.

(d) There is no other evidence indicating
the estimating system contains a major defi-
ciency.

(3) If the auditor and ACO determine that
the government is subject to high risk, estimat-
ing system surveys should be done more fre-
quently. However, the auditor's objective
should be to work with the ACO and contrac-
tor to correct the deficiencies rather than per-
form more frequent reviews of the estimating
system.

(4) At the beginning of each fiscal
year, regional offices will coordinate a list
of contractors selected for a team review
with the responsible contract administra-
tion office (regional or other supervisory
office).

c. Team Makeup and Responsibilities.

(1) The team will consist of members
of the cognizant audit office, and techni-
cal specialists designated by the responsi-
ble contract administration office. The
contract auditor will be designated as the
team leader and is to be assigned respon-
sibility for survey planning, direction of
the work, and report finalization. De-
pending upon the nature of the contrac-
tor's activities, the contract administration
office will designate quality control, pro-
duction, engineering, packaging, transpor-
tation, and/or other specialists. Both of-
fices are to assign sufficient personnel to
permit completion of the review and issu-
ance of the report within a reasonable
time. If technical specialist assistance
cannot be provided, inform the regional
audit manager so the region can elevate
the matter to appropriate acquisition man-
agement officials. If technical assistance
is still not provided, the region should
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elevate the matter to DCAA Headquarters
(ATTN: PPD). DCAA Headquarters will
attempt to obtain the technical support. In
those instances where DCAA Headquar-
ters is not successful and believes that
further resolution is required, Headquar-
ters will direct the request to the attention
of the Under Secretary of Defense (Ac-
quisition & Technology). DCAA will not,
in any case, use its own resources to per-
form these specialist functions.

(2 To provide for an efficient and
effective audit, auditors and technica
specidists assigned as team members should
include individuals normally involved in the
evauation of the contractor's price proposals.

d. Regiond Office Assistance. Regiona
offices are to assist in resolving problems
relating to the scheduling of specific team
surveys, the participation of technical specia-
ists on survey teams, and disputes between a
team member and the team leader on survey
findings and recommendations (see 5-
1205.2c). Regiond offices will dso provide
advice and assistance in planning and con-
ducting the survey, as required.

5-1204 Audit Objectives

a The purpose of this audit is to evduate
the adequacy of and the contractor's compli-
ance with the estimating system's internal
controls. Refer to 5-104 for DCAA's primary
objectives for auditing the contractor's ac-
counting and management systems.

b. There is a clear interrelationship be-
tween estimating system, price proposal, and
defective pricing audits. It isimportant that
the auditor recognize that the results in one
or more of these areas will have a direct
relationship on the scope of audit in the
other area(s). In addition to meeting the
DFARS requirement for review, an estimat-
ing system survey serves as the fundamental
basis for determining audit risk and scope
for future price proposa and defective pric-
ing audits. The primary objectives of the
survey are to:

(1) evaluate the adequacy of a contrac-
tor's system for developing cost estimates
for price proposal purposes,

(2) evauate a contractor's compliance
with its written estimating procedures and
disclosed estimating system (if applicable),
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(3) identify areas of a contractor's esti-
mating system requiring specia emphasis or
attention during the audit and negotiation of
individual price proposals, and

(4) inform interested government activi-
ties on the reliability of a contractor's esti-
mating system, and of actions necessary to
correct existing deficiencies.

5-1204.1 Characteristics of an Adeguate
Estimating System

The adequacy of an estimating system
depends on the successful interrelation-
ship of many variables. The relative im-
portance or necessity of each is largely
determined by the particular conditions
existing at each contractor location. In
general, adequate estimating systems
should provide for the use of appropriate
source data, utilize sound estimating tech-
niques and appropriate judgment, main-
tain a consistent approach, and adhere to
established policies and procedures. Al-
though it is not possible to list all charac-
teristics that should be present in an ade-
guate estimating system, DFARS
215.407-5-70(d)(2) states that in evaluat-
ing the adequacy of an estimating system,
the ACO should consider whether the
contractor's estimating system:

a Establishes clear responsibility for the
preparetion, review, and approval of cost
estimates.

b. Provides a written description of the
organization and duties of personnel respon-
sible for preparing, reviewing, and approving
cost estimates, and the various functions con-
tributing to the estimating process such as
accounting and planning.

c. Ensures that relevant personnel have
sufficient training, experience, and guid-
ance to perform estimating tasks in accor-
dance with the contractor's established
procedures.

d. ldentifies sources of data and the esti-
mating methods and rationale used in devel-
oping cost estimates.

e. Provides for appropricte supervision
throughout the estimating process.

f. Provides for consistent application of
estimating techniques.

g. Provides for detection and timely cor-
rection of errors.
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h. Protects against cost duplication and
omissions.

i. Providesfor the use of historica experi-
ence where appropriate.

j- Requires use of appropriate andytica
methods.

k. Integrates information available from
other management systems as gppropriate.

I. Requires management review including
verification that the company's estimating
policies, procedures, and practices comply
with DFARS 215. 407-5.

m. Provides for interna review of and
accountability for the adequacy of the edti-
mating system, including the comparison of
projected results to actua results and an
andysisof any differences.

n. Provides procedures to update cost
esimates in a timely manner throughout the
negotiation process. (Also see 14-120.4 on
defective pricing sweeps.)

0. Addresses responsibility for review and
andysis of the reasonableness of subcontract
prices.

5-1204.2 Indicator s of Potentially Signifi-
cant Estimating Deficiencies

Someindicators of, or conditions that may
cause, sgnificant estimating deficiencies as
discussed in DFARS 215.407-5-70 (d)(3) are
listed below. These indicators or conditions
are not intended as a comprehensive check-
list. They may, however, suggest the need for
further analysis or evauation. Since estimat-
ing is not an exact science and is partly based
on judgment, differences between individua
estimates and subsequent actua data are not
necessarily indicators of a significant estimat-
ing system deficiency.

a Failure to ensure that relevant historical
experience is available to and used by cost
estimators as appropriate.

b. Continuing failure to analyze meterid
cods or failure to perform subcontractor cost
reviews as required.

c. Consistent absence of analytical
support for significant proposed cost
amounts.

d. Excessive reliance on individua per-
sond judgment where historical experience
or commonly used standards are available.

e. Recurring significant defective pricing
findings within the same cost element(s).
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f. Failure to integrate relevant parts of
other management systems (e.g., production
control or cost accounting) with the estimat-
ing system, impairing the ability to generate
reliable cost estimates.

0. Failure to provide established policies,
procedures, and practices to persons respon-
siblefor preparing and supporting estimates.

Not dl estimating system deficiencies will
be significant as defined in DFARS 215.
407-5-70(8)(4). For example, the lack of
written policies and procedures for a seldom-
used cost estimating relationship is not neces-
sarily an indicator of a significant deficiency
when considered in the context of an other-
wise adequate estimating system.

5-1205 Scope of Audit

a. While the nature and extent of audit
effort depends upon contractor size, amount
of government business, and audit risk, (ma
teriality and sensitivity), the audit scope
should be consistent with the guidance in 5-
105.

b. Contrals for interrelated audit concerns
regarding the adequacy of the contractor's
other mgor systems (i.e,, budgets, generd
accounting, etc.) will be audited under sepa
rate assgnments. While the controls for
these areas are not part of this audit, the re-
sults of al audits of these interrelated controls
must be considered in forming an overal
audit concluson on the estimating system
internal controls and aso commented on in
the rdlated audit report.

c. The extent of audit effort should also be
influenced by:

(2) the types of government contracts and
their materiaity

(2) deficiencies noted in recent proposa
and postaward audits

(3) deficiencies noted in the prior estimat-
ing system survey and flash estimating sys-
tem reports

(4) participation of the contractor in self-
governance programs (this includes the work
performed by the contractor's internd audit
staff)

(5) input from the contracting officer

(6) contract provisions

Generd information regarding these
scope areas is provided in 3-104 and
additional condderations specific to the
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estimating system are discussed below. A
risk assessment documenting conclusions
reached regarding the impact of the above
aress on the scope of this audit should be
documented in the working papers.

d. If possible, estimating system surveys
should be completed in atimely and efficient
manner early in the year. By minimizing the
cycle time and completing the review early,
the results can be used in assessing control
risk when establishing the scope for audit
effort on price proposa and defective pricing
audits.

5-1205.1 Coor dinating Team Surveys-
Egimating Systems

Preparation for an effective audit requires
proper coordination with interested procure-
ment and contract administration activities,
and the contractor asfollows:

a. Approximately 30 to 60 days before the
scheduled starting date, notify in writing each
government procurement office having a
significant volume of business with the con-
tractor that an estimating system survey will
be made. Request comments on any prob-
lems or specid aress of interest related to the
contractor's price proposas which would be
appropriate for consideration.

b. Contact the ACO to discuss personnel
and technicd specidist requirements, survey
scope, time phasing of the work, and the
planned entrance conference with the con-
trector. Request that the ACO designate a
member of his or her staff to coordinate the
activities of the technica specialists assigned
to the team. If the contractor is subject to
DFARS 252.215-7002(d) (see 5-1202.1b and
C), determine if it has disclosed its estimating
system in writing to the ACO as required. If
disclosure has not been made, immediately
issue an estimating system deficiency flash
report (see 9-310 and 9-1209d), and recom-
mend that the ACO obtain the disclosure. In
addition, report this deficiency in al subse-
quent forward pricing audit reports issued
until corrected. Also consider deferring the
esimating system survey until disclosure is
mede. If, however, you have leads or suspect
that significant estimating system deficiencies
exigt, continue the audit.

c. Inform the contractor of the planned
survey by sending a letter to the management
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officid responsible for the total operations of
the organizational unit being surveyed. De-
scribe the purpose and general scope of the
survey, indicate the tentative starting date,
and identify the team leader and key partici-
pants. Regquest the contractor designate a
company representative from its estimating
department with whom survey matters can be
coordinated. Also reguest that the contractor
dert contributing departments of the planned
survey and of their need to provide informa-
tion and records required by the survey team.
Identify data needed at the beginning of the
survey and propose a date for an entrance
conference. Invite the contractor's top man-
agement personne to attend the entrance
conference. Suggest that the contractor pre-
sent an orientation briefing a the entrance
conference on its organizationa structure,
operating policies, and other areas of concern
to the review team. Invite a prompt reply and
provide acopy of theletter to the ACO.

d. Prior to the entrance conference, hold a
preliminary meeting with team members to
develop a tentative survey program. The
team leader will ensure that overal survey
scope will be responsive to procurement and
audit needs.

e. Conduct the entrance conference in
accordance with 4-302. Explain the purpose
of the audit, the overal plan for its perform-
ance, the estimated duration, and the types of
books, records, and data to be evaluated.
Also dlow enough time for the contractor to
present an orientation briefing (see 5
1205c.(3)). Discuss coordinated audit plan-
ning and self-governance programs with the
contractor and explain its relevance to esti-
mating system surveys. If the contractor has
implemented self-governance programs, de-
scribe the effect of the salf-governance pro-
gram on the scope of audit. If the contractor
is not a participant in self-governance, ex-
plan the benefits of these programs. De-
scribe how it can strengthen internal controls
and thereby reduce audit scope and decrease
the frequency of estimating system surveys.

f. Shortly after the entrance conference,
hold another team meeting to findize survey
plans and make appropriate modifications to
the survey program. Assign specific program
areas to individual team members and estab-
lish time-phased schedules. Tailor the survey
to take advantage of the daily work per-

DCAA Contract Audit Manual



5138
5-1205

formed as part of the norma activities of the
contract audit and contract administration
functions.

5-1205.2 Areas of Coverage and Team
Assgnments

a. At any contractor location, certain areas
of coverage or survey steps may be ingppli-
cable, or applicable only in pat. Read 5
1206 through 5-1210 to obtain a general un-
derstanding of the potentia coverage re-
quirements. Develop a survey program ap-
propriate for the specific contractor location
under review. A pro forma estimating system
audit program is on the DCAA Intranet, the
DIIS, and the APPS under file name
APESTG.

b. For areas of coverage dedling with the
development of quantitative and quditative
requirements, carefully plan and coordinate
with the technicd specidists to diminate
duplication of effort and to ensure adequate
audit coverage. The assgnment of specific
steps to an auditor, a technica specidigt, or
both depends upon the conditions encoun-
tered a each location. Base assignments to
team members upon mutua agreement as to
who can most effectively perform the work.

c. An auditor's areas of coverage will
normally include cost and production records
and data, learning and improvement curves,
bills of material, operation or process time
sheets, and other smilar documentation.
Such documentation provides a factua basis
for determining the adequacy of a contractor's
system for developing materia and labor
quantities and related usage, scrap, spoilage,
and efficiency factors.

d. Technical speciaists will normally be
assigned to areas requiring technical knowl-
edge and judgmentd evauations. Such areas
include production processes, shop practices,
machine loadings, time-and-motion factors,
drawings and specifications, and engineering
principles and techniques. They may aso be
required to evaluate data relating to plant
layout and rearrangement, planning and
scheduling plant capacity, and value engi-
neering.

e. In assigning specific steps to team
members, recognize that auditors and techni-
cd speciaists have acommon interest in:
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(1) The quantitative aspects of the con-
tractor's estimates.

(2) The methods by which reguirements
for the various types and quantities of labor
hours and material are determined.

(3) Other areas such as specia tooling
g1d test equipment, packaging, and technica

ata.

5-1205.3 Team Monitoring and Coordina-
tion

a Although technica specidids are re-
sponsible for the execution of their assigned
functions, the team leader will coordinate the
efforts and monitor the progress of al team
members. The team leader will evauate the
scope of coverage and results obtained and
determine with team members if efforts
should be curtailed or expanded, or methods
modified. All team members should adhere
to professona standards, particularly those
pertaining to the preparation of adequate
working papers.

b. The team should meet periodically to
resolve problems encountered and discuss
progress and interim findings. The team
leader should be currently informed of al
interim findings so they may be referred for
further development and consideration by
other team members examining related aress.

c. Resolve any disagreements between
a team member and the team leader at the
local level so that coordinated views are
reflected in the survey report. If resolu-
tion cannot be obtained at the local level,
refer the matter to the DCAA regiona
office and, if appropriate, the contract
administration counterpart. In unusual
cases involving broad policy, refer the
matter to Headquarters, ATTN: PPD.

d. Coordination with the ACO is essential
throughout the survey. The team leader
should actively solicit the persona participa
tion of the ACO at the entrance and exit con-
ferences. The team leader should also keep
the ACO currently informed of significant
developments. After completion of the field
work and before the fina report is issued,
review al sgnificant findings and recom-
mendations with the ACO. Also review any
substantive changes meade after this point
with the ACO.
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5-1206 I nternal Audits

The edtimating system should be sub-
jected to periodic interna audits to ensure the
following:

(1) The policies and procedures comply
with applicable rules and regulations.

(2) Established policies and procedures
are being followed.

(3) Prior interna audit findings have been
properly dispositioned.

This objective recognizes the contractor's
commitment to self-governance and its con-
tractua responsibility for systems and ac-
counting internal controls. The contractor
should be conducting on-going, self-initiated
reviews of various aspects of its estimating
systemin atimely manner. Contractors may
comply with this standard using in-house
staff efforts or through the services of out-
side consultants.

a Our interpretation of "interna audits’
for purposes of this objective includes re-
views performed by functiond units as well
as the internal audit staff. The auditor must
be aware of the requirements of 4-1000, Re-
lying on the Work of Others. The level of
objectivity and competence of personnel
performing the reviews will have a significant
impact on the rdiability of the reviews and
should be clearly communicated to the con-
tractor. Both the auditor and the contractor
should be aware that the objectiveisto ensure
that adequate edtimating system policies,
procedures, and controls are in place and
being followed, and that system adequacy is
maintained on aresl-time basis.

b. The auditor must ensure that the system
is subjected to periodic interna audit. This
objective does not create additiona access
requirements beyond those identified in FAR
52.215-2 and 1-504. Consideration should be
given to both the contractor's interna audit
schedule of completed audits and audits per-
formed by functional units that meet this
objective. If the contractor contends that such
reviews have been performed but is unwilling
to make them available to DCAA in any
form, the auditor may be unable to determine
if the contractor has met this objective. The
auditor must evduate the need for such ac-
cess. Denial of access to relevant data should
be escalated in accordance with 1-504.
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¢. The contractor cannot comply with the
system disclosure and maintenance require-
ments if it does not provide to the govern-
ment "sufficient detail” for the government to
reasonably make an informed judgment re-
garding the adequacy of its estimating prac-
tices. If the interna auditor performs work
supporting the system disclosure and mainte-
nance effort, access to the detailed work
products is necessary to assess the adequacy
of the estimating practices

d. If a contractor is not performing peri-
odic reviews of its estimating system, then it
should be reported for not achieving this ob-
jective. This should be reported as a serious
internal control wesknessin light of the com-
plexity of the estimating system and the risk
of inaccurate costs being proposed on gov-
ernment contracts.  This control weskness
should aso be tied to prior questioned costs,
where applicable.

5-1207 Estimating System-Description

a. The contractor should have an ade-
guate estimating system description in-
cluding policies, procedures, and operat-
ing instructions compliant with FAR and
DFARS. While the contractor is required
to provide a broad range of documents,
the auditor should focus attention on the
adequacy of the policies, procedures, and
operating instructions related to the con-
trol objectives outlined in the remainder
of this section.

b. The contractor should provide a writ-
ten description of its estimating system in
enough detail to allow the auditor to get a
thorough understanding of how the system
operates. The contractor's write-up should
include items listed below:

(1) The overal organization and as-
signment of responsibilities.

(2) References to written policies and
procedures.

(3) The flow of information between
each process or function within the system
aswell as other management systems.

c. If the contractor’s system is fully or
partially automated, the description should
include the IT aspects of the estimating
system transaction flow, including data
input, data processing, and data output.
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5-1207.1 Evaluation of Contractor's Or-
ganization and Assignment of Responsi-
bility

The estimating function may be or-
ganized differently by individual con-
tractors because of differences in their
products or services, industry practices,
size and type of organization, degree of
departmentalization, management atti-
tudes, personnel capabilities, and other
factors. Responsibility for developing
estimates may be centralized in an esti-
mating group or delegated to the various
participating departments. However, the
estimating function should be soundly
organized on the basis of a definitive
flow of authority and standard policies
and procedures established at a top or
upper management level. Each contrac-
tor should maintain a written description
of the organization and the duties of per-
sonnel responsible for preparing, review-
ing, and approving cost estimates, and
the various functions contributing to the
estimating process such as accounting,
planning, training, etc.

a. Evaluation of a contractor's organi-
zation requires analysis of the relationship
of the organizational segments participat-
ing in the estimating function. For this
purpose, reguest that the contractor pro-
vide organization charts and written pro-
cedures or directives describing the organ-
izational structure and responsibilities of
the estimating group(s) and contributing
departments. Request flow charts from
the contractor which show the flow of
work in the estimating process, from the
initiation of a proposal to the contract
certification date, and the integration of
data prepared by personnel responsible for
functions such as accounting, cost control,
budgeting, estimating, planning, purchas-
ing, production control, engineering, and
sales.

b. The auditor should determineif:

(1) Preparation of required estimates is
effectively controlled either on a central-
ized or decentralized basis.

(2) Lines of authority, duties, and re-
sponsibilities are clearly defined, includ-
ing responsibilities for preparing, review-
ing, and approving cost estimates.
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(3) The estimating process is properly
coordinated among segments of the organi-
zation responsible for different parts of the
estimate.

(4) The department responsible for
overal compilation of the estimate has
authority to review and question the rea
sonableness or accuracy of feeder informa-
tion received from other departments.

5-1207.2 Evaluation of Policies and Pro-
cedures

The estimating function is of such
importance that direction and guidance for
its implementation must be in a form that
ensures complete understanding and pre-
cludes misunderstanding. A formal writ-
ten statement of policies and procedures,
rather than an informal one based on es-
tablished customs of the organization,
should exist at all contractor locations
with substantial government business.
Estimating procedures represent the
means by which policies and objectives
established by management are translated
into detailed guidance and direction to
personnel engaged in estimating func-
tions. Policies and related implementing
procedures should cover such areas as
estimating organization; lines of author-
ity; formats for proposal preparation;
make-or-buy determinations; quantitative
and pricing aspects of each cost element;
use of statistical aids and estimating tech-
niques (e.g., learning curves and scatter
charts); extent of documentation; and re-
view and control requirements.

a. Determine if standard policies have
been established at a sufficiently high or-
ganizational level, and are in sufficient
depth and detail to serve as a basis for de-
finitive implementation.

b. Evaluate procedures for compatibility
with underlying policy and for complete-
ness as a source of guidance in all aspects
of proposal preparation. Procedures should
cover matters such as.

(1) Designation of individuals author-
ized to initiate and approve requests for
preparing estimates.

(2) The required form of the request and
the supporting detail to accompany the
request. The latter includes documents
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such as the technical proposal, supplemen-
tal statement of work required under the
proposed contract, and performance sched-
ules.

(3) The basis for control, time phasing,
review and approva of the estimate, and
for the orderly flow of documentation and
data in the buildup and support of the esti-
mate.

(4) Methods for obtaining contribu-
tions from, and coordination among, seg-
ments of the organization responsible for
different aspects of the estimate. Such
segments include engineering, quality
control, purchasing, accounting, budget-
ing, and production control.

(5) Format of the estimate and the detail
required to support it.

(6) Identifying the sources of data and
estimating methods and rationale used in
developing cost estimates.

(7) The consistent application of esti-
mating techniques.

(8) Use of appropriate analytical meth-
ods.

(9) Procedures to update cost estimates
in atimely manner throughout the negotia-
tion process.

(10) Pricing of component cost ele-
ments with emphasis on using the most
accurate, complete, and current cost and
pricing data available at the time the esti-
mate is prepared. (If the contractor makes
more than one estimate for the same com-
ponent of cost, al estimates should be
available for the government's evalua-
tion.) To the extent applicable, maximum
use should be made of historical cost data
for pricing the same or similar items or
services, or elements thereof. Procedures
should also provide for furnishing current,
accurate and complete data up to the date
of the price agreement, for estimates re-
quiring the execution of a certificate of
current cost or pricing data.

(11) Responsibility for review and
analysis of the reasonableness of subcon-
tract prices.

c. Evaluate estimating procedures to
determine if they are kept current, dissemi-
nated to al responsible employees, and
consistent with the company's established
cost accounting policy, system, and proce-
dures.
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5-1207.3 I ntegration with Other Man-
agement Systems

a. Cost Accounting System. The con-
tractor's cost accounting system isusualy a
major source of data used in developing
cost estimates. An evaluation of a contrac-
tor's cost accounting system is normally
accomplished separately from an estimat-
ing system survey (9-302). One areawhich
should be covered in an accounting system
evaluation is the impact on the system of
technologica modernization (see 14-800).
Any changes to the accounting system
must be disclosed to and approved by the
ACO. The following areas should be cov-
ered in an estimating system survey. (Reli-
ance placed upon separate accounting sys-
tem evaluations should be documented in
accordance with 4-1000.)

(1) The extent to which cost accounting
and adjunct statistical records contain suf-
ficient refinements for cost estimating pur-
poses. Examples of such refinements are
lot costing and the segregation of nonrecur-
ring costs.

(2) The consistency between estimating
and cost accounting in the classification of
cost elements as either direct or indirect.
Determine the reasons for any inconsisten-
cies and their effect upon the validity of
cost estimates and indirect cost rates.

(3) The suitability of the contractor's
standard costs and related variances for use
in preparing cost estimates, considering:

() The extent to which variances are
segregated by product line and according to
contributing causes such as price and rate
variances, use and efficiency variances,
and variances due to "make" versus "buy”
decisions.

(b) The degree to which historical cost
variances used for estimating are adjusted
to reflect anticipated or planned changesin
conditions.

(c) The magnitude of the variances and
their composition. Variances should be
documented by the contractor and evalu-
ated by the auditor before they are accepted
on future estimates.

b. Budget and Planning System. In
addition to serving as a management con-
trol over the cost of operations, the contrac-
tor's budget system aso provides data for
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use in developing estimates, particularly
indirect cost projections and volume of
activity forecasts. Contractor budget sys-
tem audits should be made separately and
preferably in advance of estimating system
surveys (see 5-500). The following areas,
however, should be considered during an
estimating system survey. (Reliance
placed upon separate budget system audits
should be documented in accordance with
4-1000.)

(1) The degree to which the projected
level of costs and volume of activity are
considered in preparing cost estimates.

(2) Thereliability of sales forecasts and
the extent to which such forecasts are re-
flected in indirect cost projections.

(3) Consideration given by the contrac-
tor when preparing cost estimates to infor-
mation contained in facilities budgets, e.g.,
commitments for the acquisition of new
and improved equipment expected to re-
duce production costs.

(4) If either the estimating system or
budget and planning system are fully or
partially automated, consideration should
be given to ensuring the accuracy of any
data files flowing from the budget and
planning system to the estimating system
(see 5-1406.5).

5-1208 Training

a. Training should be provided to appro-
priate employees (including technica em-
ployees) on government regulations and
company policies and procedures pertaining
to the estimating process. Training on the
use of statistical aids and advanced estimat-
ing techniques including appropriate pro-
posal file documentation procedures should
be provided.

b. Training modules should be periodi-
caly reviewed and updated and periodic
training sessions provided for new hires and
experienced personnel.

5-1209 Evaluation of Cost Estimate
Development

a A mgor pat of the survey is an
evaluation of the effectiveness of the meth-
ods and procedures used to develop esti-
mates of individual cost elements. A con-
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tractor should ensure that estimating source
data is appropriately applied and the basis
for estimating each cost element is disclosed
by providing written guidelines for develop-
ing and supporting consistent and verifiable
proposals. Procedures and instructions on
the documentation required for a proposa
should cover items such as:

(1) Conditions, assumptions, and qudli-
fications.

(2) Basis of each cost element including
the methods and support used to develop
indirect rates, pools and bases.

(3) Milestones for contract performance.

(4) Reconciling detail and summary
level data.

b. In determining the scope and extent of
coverage to include in the program for this
part of the survey, team members should
consider the preliminary survey work ac-
complished and the prior experience of the
auditors and technical specidists. Give
particular attention to costs questioned and
findings disclosed during price proposa and
postaward audits. Comparisons of previous
estimates with actual costs of completed
negotiated contracts may also furnish useful
information, provided the methods used to
develop such estimates are il in effect. Do
not request that the contractor submit special
data for this purpose if its preparation re-
quires extensive effort.

¢. Where information developed under
recent incurred cost, price proposal and
other audits provides the basis for an in-
formed conclusion regarding a particular
area of coverage, no further steps are needed
for the evaluation of that area. However,
reliance placed upon these other audits must
be documented in accordance with 4-1000.
Where further effort is considered neces-
sary, use recent price proposas previousy
submitted by the contractor to test the effec-
tiveness of the contractor's procedures.

5-1209.1 Estimating M ethods

The methods employed by a contractor to
develop cost estimates may vary depending
on the type of work covered by a proposd,
eg., research, production, etc. Request the
contractor to provide a flow chart for each
type of proposa, showing how individua
cost dements are developed and integrated
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into the total estimate. In addition, evaluate
the edtimating methods employed by the
contractor in preparing various proposas to
consider:

a Appropriateness of the estimating
methods employed in preparing cost esti-
mates for each type of proposd, and if differ-
ent methods should be used considering fac-
torsas.

(2) Nature of product or service.

(2) Degree of firmness of specifications.

(3) Contractor's prior experience with the
same or related products or services.

(4) Extent detailed cost data can be de-
rived from the accounting system, adjunct
Statistical records, and other sources.

(5) Relative dollar amount of estimates.

(6) Cost and time redtrictions on the
preparation of estimates.

b. A contractor should clearly identify
the pricing policy for areas identified as
sensitive by the government and contrac-
tor. Such areas include pricing policy for
start-up costs on follow-on contracts; bur-
dens for intracompany effort; inventory
items including residua inventory; and
government owned or furnished equip-
ment.

c. Extent estimating methods make ap-
propriate use of historica cost data relating to
(2) entire products, (2) individud tasks re-
quired on new procurements similar to those
accomplished under previous contracts, and
(3) indirect cost ratios and percentage factors
gpplicable to acommon base.

d. If cost estimates based upon prior cost
experience adequately consider:

(1) Differences in complexity, quantity,
rate of production, state of development, etc.,
between items previoudy produced and those
for which estimates are being devel oped.

(2) Applicability of preproduction engi-
neering, specia tooling, plant rearrangement,
and other nonrecurring costs.

(3) Anticipated changes in production
methods, material usage, prices, wage rates,
labor efficiency, production volume, plant
capacity, and make-or-buy structure.

e. The propriety of using company-wide
forward pricing factors developed for the
preparation of cost estimates and if such pric-
ing factors are current, based upon reliable
cost data and procedures, and correctly ap-
plied.
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f. Applicability of historical standard
cost variance factors. If standards have
been revised to represent expected actual
cost, historical cost variances are not ap-
plicable.

0. Reasonableness of formula pricing
methods for spare parts to ensure individ-
ual elements of cost are not duplicated in
base cost and loading factors.

h. Suitability of catalog pricing and
prepriced listing methods for developing
reasonable prices for spare parts proposals,
if used by the contractor.

i. Acceptability of the contractor's
methods for developing cost estimates for
contract changes, considering:

(1) Degree to which estimates properly
reflect the nature and scope of the change and
gatus of the work at the time the change is
issued.

(2) If work deleted by changes is priced
correctly.

j. If there is effective use of the contrac-
tor's IT capabilities in developing estimates
and summarizing detailed data for proposa
preparétion.

k. If andyticd methods are used, when
appropriate, to develop cost estimates and/or
evaluate the reasonableness of cost estimates
developed using other procedures.

5-1209.2 Evaluation of Proposal For mat
and Support

A contractor's estimating procedures
should provide a standardized format for
proposals and the submission of supporting
data. Estimating system documentation
should include or reference policies and
procedures on the formats for proposal
preparation and the required detail for sup-
port. Where contractors are required to
submit cost or pricing data, the contracting
officer will specify the format to be used
including: FAR 15.408, Table 15-2, an
alternate format, or permit submission in
the contractor's format (see 9-304).
Evaluation should cover:

a. Determination that proposas are
submitted on appropriate forms (or accept-
able substitutes) and all data required by
the forms is furnished.

b. Sufficiency of detail contained in
proposals and supporting data.
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c¢. Adequacy of the contractor's identifica-
tion of cost and pricing data submitted in
support of the price proposa and the related
Pricing Certification, when required by FAR
15.403.

5-1209.3 Subcontract Price/Cost Analysis

a The contractor's policies and proce-
dures should require that a price analysis be
performed for al subcontractsif:

(2) the subcontractor is required to sub-
mit cost or pricing data, or

(2) the contractor is unable to perform an

adequate price/cost analysis.
The results of such analyses should be in-
cluded as part of the contractor's cost or
pricing data submission. Adequate and
timely subcontract cost/price anadysis is
critical to the negotiation of fair and reason-
able prime contract prices. For this reason,
the contractor should have policies and pro-
cedures in place to accomplish such analy-
ses prior to the submission of their own cost
or pricing data.

b. Due to time and other congtraints, the
contractor may be unable to perform a de-
talled price/cost analysis prior to submission
of its own cost or pricing data. In these in-
stances, the contractor's policies and proce-
dures should require that a plan bein place to
complete the required analysis and provide it
to the government negotiator prior to negotia-
tion of the prime contract price.

C. In some exceptional cases, the contrac-
tor may be unable to obtain adequate cost or
pricing data and/or peform the required
andysis prior to negotiation of the prime
contract price. The contractor's policies and
procedures should provide for the timely
identification of such circumstances and
submission of a requedt, to the contracting
officer, to be excused from the submission of
subcontractor cost or pricing data and related
gndysjs This request should be supported

y:
(2) an explanation as to why the data and
andysis cannot be submitted in a timely
manner, and

(2) an dternate analysis such as gpplica-
tion of anegotiation reduction factor based on
the higtorical difference between the initia
subcontractor proposed amount and the ulti-
mate negotiated amount.
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5-1209.4 Evaluation of Contractor Control
and Review of Estimates

The reliability of estimates depends
largely upon the effectiveness of the internal
controls and managerial reviews, including
internal audits of the estimating function (see
5-1206), incorporated into the estimating
process. Evaluate the contractor's estimating
controls and reviews to determine the suffi-
ciency of interna controls, including:

a. If the various phases and functions
in the estimating process are adequately
controlled to ensure timely processing of
proposals.

b. If internal controls are adequate to en-
sure uniformity of approach, timely detection
and correction of errors, and prevention of
cogt duplications and omissions.

c. If supervision in each area and a each
level of the estimating processis adequiate.

d. If management reviews of proposals
cover the soundness of judgmental esti-
mates and adherence to established proce-
dures.

e. If estimators are required to summarize
the conditions, assumptions, contingencies,
qudifications, risks, etc., that were considered
in developing estimates.

f. The quality, frequency, scope and
results of management reviews of the es-
timating function. Such reviews should
determine if the company's estimating
policies, procedures, and practices comply
with DFARS 215.407-5 and other appli-
cable Federal regulations. They should
also determine if the overall estimating
system is adequate. In doing so, they
should compare, on a sample basis, pro-
jections to actual results, and analyze any
differences. DCAA should evaluate man-
agement action and follow-up on reported
findings and recommendations.

5-1210 Contract Certification-Estimating
Systems

a The contractor should have established
policies and procedures for ensuring that all
codt or pricing data is current, accurate, and
complete as of the date of agreement on price.
The auditor should evauate these policies
and procedures to determine if they are ade-
quate to reasonably ensure that the additiona
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cost or pricing data will be identified and
submitted to the government negotiator prior
to execution of the Certificate of Current Cost
or Pricing Data

b. The auditor's evaluation should
carefully consider the results of recent
postaward audits in determining the scope
of audit for this objective. Additional
audit guidance on Defective Pricing
"Sweeps" is contained in 14-120.4.

5-1211 Information Technology System
Internal Controls-Estimating Systems

a. Where information technology (IT) is
used in significant financial applications,
control activities are sometimes defined by
classifying them into two types, IT general
controls or IT application controls.
Whether the control activities are classified
by the auditor as genera or applications
controls, the objectives of control activities
remain the same, to provide reasonable, but
not necessarily absolute, assurance that
assets are safeguarded from unauthorized
use or disposition and that financia and
cost records are reliable to permit the
preparation of financial statements and cost
representations.

b. The auditor should review the IT
genera controls and the estimating system
application controls to determine if they
have been designed according to manage-
ment direction, GAAP, and applicable
government regulations and that internal
controls are operating effectively to pro-
vide reliability of and security over the data
processed.

c. General controls are comprised of :

(1) organization and operation controls,

(2) systems development and documen-
tation controls,

(3) hardware and systems software con-
trols, and

(4) data and procedural controls.

(See 5-400 for a more detailed explanation
of general internal controls.)

d. Estimating system application control
activities are applied to the input, process-
ing, and output phases of this single IT
application. In contrast, IT general con-
trols affect al system applications and op-
erational elements of al IT systems. Sepa-
rate control activities are developed for
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each unique application system, such as
labor distribution, inventory control, and in
this instance, estimating. Although some
application control activities affect only
one or just a few control objectives, most
of the control activities are designed to
prevent or detect several types of errorsin
most or all phases of the application. (See
5-1400 for a more detailed explanation of
application interna controls.)

5-1212 Summarization

a Upon completion of each assigned
area and appropriate supervisory review, the
auditor will discuss his or her tentative find-
ings and recommendations with contractor
personnel responsible for the specific area
evaluated. The purpose is to confirm the
factual accuracy of the findings and assess
the feasibility of the recommendations.
After the discussions, the auditor should
promptly summarize the specific areas
evaluated and those that need to be reported
upon, as follows:

(1) An overdl evauation of the accept-
ability of the estimating methods and proce-
dures gpplicable to the area.

(2) A description of each condition re-
quiring corrective action, and related recom-
mendations in such form and detail as re-
quired for the survey report.

(3) The contractor's reaction to that part
of thefindings and recommendations.

b. The ACO or a representative should
coordinate the activities of the contract ad-
ministration office team members; consoli-
date the technica findings and recommen-
dations;, and, when appropriate, prepare a
comprehensive written report to be submit-
ted to the team leader. Attach this report to
the overall estimating system survey team
report. The contract administration activity
will be responsible for the technical suffi-
ciency and validity of the technical report(s).
If requested technical assistance was not
provided, qudify the estimating system
survey audit report.

c. The technica speciaists will retain
their working papers. In some instances,
copies of technica specidist summary
schedules, etc., may be needed for the sur-
vey audit report. Such copies should be
provided upon request of t